PE3IOMETA
HA HAYYHHMTe myOJauKanuu Ha aou. 1-p Muiaena HukosoBa
MuJieBa-Kapoga,
kareapa "KoMImIoThpHU HAyKU U TeXHOJIOTUH'', TexHnuecku
YHHUBEpCUTET - BapHa, 3a yuacTue B KOHKYpC 3a 3a€MaHe Ha
akaJeMHYHaTa JIbXXHOCT ,,[Ipodhecop®, mpodhecnonanaHo
HanpasyieHue 5.3. ,,KoMmyHHUKAIMOHHA U KOMITIOThPHA TEXHUKA,
ydyeOHa TUCHIMIUIMHA ,,ba30B0 mporpamMupane”

3a perieH3upaHe B TO3M KOHKYPC ca MpeAcTaBeH: 42 myOnuKaiuu (3a u3nviHeHue
HA MUHUMATHUMe HAYUOHAIHU USUCKEAHUs no 4n.20, an. 2 u 3, cbomeemuo Ha
usuckeanusma no 4. 260, an. 5 na 3PACPB, onpedenenu 6 [1113PACPE), 0T KOUTO
10 paBHOCTOIIHM Ha MOHOTpadus (XaOWIUTAIMOHEH TPY/A) HAYYHU MTyOIUKAIINN
(me mo-manko ot 10) B u3gaHus, KOUTO ca pedepupaHd W UHIAEKCHUPAHU B
CBETOBHOM3BECTHU 0a3u JaHHU C HAyYHA WH(OpMALNSA, 2 HAYIHH TyOJIHKAIIUU B
U3J1aHUs, KOUTO ca peepupaHu U MHIEKCUPAHU B CBETOBHOU3BECTHU 0a3H JaHHU
¢ HayyHa uHpopmarus (Scopus) u 30 HayuHu myOnukanuu B HepedepupaHu
CIIMCAHUs C HAYYHO PELICH3UPAHE WIN B PEAAKTUPAHU KOJIEKTUBHU TOMOBE.
Te3su nyOnukanmuu He NOBTApAT HpelcTaBeHuTe 3a npuaodouBaHe Ha OHC
»Hoktop“ u A/l ,,JlonieHt*.

[lonpenbOata Ha NyONMKAIMUTE W TEXHUTE pPE3IOMETa € HallpaBeHa CIOpE
IpeICTaBeHMs CIIUCHK Ha MyOaukanuuTe (crpaBka cbriacHo wi. 26 ot 3PACPB,
yn. 60, an.3 or IINI3PACPH u un. 1, an. 2 or IIYP3AJl B TY-Bapna 3a
U3MbJIHEHUE HAa MUHUMAJIHU HAlMOHAJHU W3UCKBaHUS 3a 3acMaHe Ha
akagemuyHata JIbkHOCT ,,[IPOOECOP* no obnact Ha Buciie oOpazoBaHue 5.
TexHruecKkr HayKH) M0 KOHKYpCa U HOMEpalusATa B HETO.

B.4-1

Penev I., M. Karova, M. Todorova, D. Zhelyazkov. Robot Self-Detection System,
Advances in Science, Technology and Engineering Systems Journal (ASTESJ),
Vol. 3, Iss. 6, ISSN: 2415-6698, ASTES Publishers, USA, 2018, pp. 391-402.
(https://astesj.com/v03/i06/p47/,
https://www.scopus.com/record/display.uri?eid=2-s2.0-
85061769930&origin=resultslist&sort=plf-
f&src=s&st1=Karova&st2=Milena&nlo=1&nlr=20&nls=count-
f&sid=6a6a7ebdc623276acf21c2586370b124&sot=anl&sdt=aut&sl=35&s=AU-
1D%28%22Karova%2c+Milena%?22+24450850900%29&relpos=13&citeCnt=0
&searchTerm=)
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Abstract:

The paper presents the design and implementation of a mobile robot, located
In an accommodation. As opposed to other known solutions, the presented one is
entirely based on standard, cheap and accessible devices and tools. An algorithm
for transformation of the 2D coordinates of the robot into 3D coordinates is
described. The presented approach provides a methodology for applying the robot
orientation problem as follows: System overview, Robot recognition,
Transformation of 2D coordinates to 3D, Analytic Geometry for Transformation,
Transformation Algorithm Definition. The design and implementation of the
system are presented. The robot used in this project is based on the Arduino
platform. Programs for Arduino are written in either C, C++ or Processing. The
board, used for assembling the robot, has the following parameters:
Microcontroller: ATmega328, CPU: 8-bit AVR, Clock: 16MHz, Memory of
23KB flash, 2KB SRAM and 1KB EEPROM, 14 1/O pins, 6 Analog Input pins.
Physical parameters: 68.6x53.4mm, 259 weight, Bluetooth module and
Magnetometer. The Flowchart of the system’s general design is done. The testing
and evaluation are divided into 2 parts: Android Application (Robot recognition
algorithm, Application Stability) and Robot behavior (Plane transformation
algorithm, Turning accuracy). Experimental results are shown in tables.

Pe3ome:

Cratusita npecTaBs IU3aiiH U peaiu3aius Ha MOOMIeH poOOT, pa3noyIoKeH
B OKWIMIIHO TOMEIIeHWe. 3a pa3auka OT JAPYrM U3BECTHU pEIICHMUS,
MPEACTABEHOTO € M3II0 0a3upaHO Ha CTaHAAPTHU, €BTUHU M JIOCTBITHU
ycTpoicTBa M cpenctBa. OmucaH € anropuTbMm 3a TpaHchopmupane Ha 2D
KoopauHatutTe Ha podota B 3D koopauHatu. [IpeactaBeHusT moaxo npeaocTaBs
METO/OJIOTH 3a MpUJlaraHe Ha IpoOjemMa ¢ OpHEHTalMsITa Ha poOoTa, KakTo
cnena: IIpernen Ha cucremara, Pazno3naBane Ha po6otu, Tpanchopmarius Ha
2D koopaunatu B 3D, Ananutuyna reometpus 3a Tpanchopmanus, Jlepunupane
Ha anropuThM 3a Tpanchopmarus. [IpencrtaBenu ca Iu3ailHBT U U3IMTBIHEHUETO
Ha cuctemara. PoOOTHT, M3MON3BaH B TO3W MPOEKT, € OazupaH Ha 1aTdopmara
Arduino. IIporpamute 3a Arduino ca nanucanu Ha C, C++ umm Processing.
[InaTkara, u3non3BaHa 3a crio0sBaHe Ha poOOTa, UMa CIIETHUTE MapaMEeTPH:
Muxkpokontposep: ATmega328, CPU: 8-bit AVR, Clock: 16MHz, ITamet 23kB
flash, 2kB SRAM u 1kB EEPROM, 14 1/O nuna, 6 aHajoroBs BXOJHU NHUHA,
Ouznueckn mnapamerpu: 68.6x53.4mm, 25g Tterno, Bluetooth Momyn wu
MarHuToMmeTsp. IIpencraBena e Ook-cxema Ha OOIIMS JU3aiiH HAa CUCTEMaTa.
TecTBaHeTO W OIEHKAaTa ca pas3jelieHW Ha 2 4YacTu: npuiokeHue 3a Android
(aropuThHM 3a pas3no3HaBaHE Ha POOOTHU, CTAOUIIHOCT HA MPHUIIOKEHHUETO) U
NoBeZeHUE Ha poOoTa (AIropuThM 3a TpaHcPopMalvsg HA paBHMHA, TOYHOCT Ha
3aBbpTaHe). ExcriepuMeHTaTHUTE pe3yaTaTH ca MOKa3aH! B TaOJIMYEH BH/I.



B.4-2

Karova M., Penev |., Marinov D., Design and Implementation of Cryptocurrency
Price Prediction System, Advances in Intelligent Systems and Computing 1230
AISC, Springer Nature, pp. 628-643, 2020, |ISSN: 2194-5357.
(https://www.scopus.com/record/display.uri?eid=2-s2.0-
85088511005&origin=resultslist&sort=plf-
f&src=s&st1=Penev&st2=Ivaylo&nlo=1&nlr=20&nls=count-
f&sid=4114e97b4d9bfb04e2b11bc2b95942b4&sot=anl&sdt=aut&sl=34&s=AU-
ID%28%22Penev%2c+lvaylo%22+34880589800%29&relpos=1&citeCnt=0&s
earchTerm=)

Abstract:

The paper presents conceptual design of a cryptocurrency price prediction
system. The algorithm for data collection and a LSTM neural network for
predicting future prices are presented. A brief explanation of the system
implementation is shown. The structure of the neural network and the tuning of
the hyper parameters are explained. The system consists of the following logical
modules. 1) The collector collects data from remote sources (APIs). The data is
then stored in a database for further usage by the machine learning algorithm; 2)
the machine learning algorithm converts the stored in the database data to a
suitable format for machine learning (CSV files). The data is then processed by a
LSTM neural network, which outputs one day ahead predictions for the
cryptocurrencies’ close prices. The predictions are stored in the database. 3) REST
API — exposes the predictions made by the machine learning algorithm to the end
users. It gives permission only to authorized users to access the secured resources
(predictions). 4) The security is implemented with JWT authentication. 5) The
front end applications — Android and web application for displaying the
predictions to the users.

The machine learning algorithm consists of two parts. The first one is loading
the data and transforming it into a suitable format for training the neural network.
This process is known as ETL (extract, transform, load). The second part is related
to operations with the neural network. The crypto price prediction system consists
of the following software modules: 1) Spring Boot application (back-end); 2)
MongoDB database; 3) Angular web application (front-end); 4) Android mobile
application (front-end). Finally, experimental results with predicted future price
of Bitcoin cryptocurrency are presented. The results are compared to the
prediction of the Bitcoin price for the same time periods obtained by Cryptomon
system.

Pe3rome:

JIOKIIaabpT MpecTaBsi KOHLUENTYaJEeH AU3aiiH Ha CHCTEMA 3a IPOTHO3UPAHE
Ha IleHaTa Ha KpunroBanyTa. [IpeacraBeHu ca anropuTsbM 3a ChOMpaHe Ha TaHHU
u LSTM neBpoHHa Mpexka 3a mporHo3upaHe Ha Obaenu ueHu. Ilokazano e
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KpaTKo OOsSCHEHHE Ha peainn3anuara Ha cucremara. O0siCHsIBA ce CTPYKTypaTa Ha
HEBpPOHHATa Mpeka U HacTpoiKkara Ha xurnepnapamerpure. Cucremara ce ChCTOU
OT cienHuTe Jioruuecku Moayiu. 1) KonekropbT chOupa JaHHU OT OT/IaJICUCHU
uzrounui (API). Crnen ToBa maHHHMTE ce ChbXpaHsSBaT B 0asza JaHHM 3a TO-
HATATBIIHO U3MOJI3BAHE OT aJITOPUTHhMA 32 MAIIMHHO O0y4YeHue. 2) AITOPUTHBMbBT
3a MalIMHHO O0y4YeHue NMpeodpa3yBa ChXpaHEHUTE B 0a3aTa JaHHU B MOAXO/SII
dopmar 3a mammuHHO 00ydyeHue (CSV (aitnose). Cren ToBa JaHHUTE ce
obOpaboTBat ot HeBpoHHA Mpeka LSTM, KoaTO u3Bekaa MPOTHO3HU 3a €IUH JICH
HaIlpes1 3a HEHUTE Ha 3aTBapsHe Ha KpunToBayTute. [Iporuo3ure ce cbxpaHsaBaT
B 0azata nanHu. 3) REST API u3Bexa kbM KpailHUTE OTPEOUTENH TPOTHO3UTE,
HalpaBeHU OT AJITOPUTHMA 32 MAIIMHHO o0ydeHue. Toll JaBa pa3zpenieHue camo
Ha OTOpU3HMpPAHU TMOTPEOUTENM 3a JOCTBI J0 3aAUIUTEHUTE PECYypCH
(mpenckazanus). 4) CurypHoctra € peanmmsupana ¢ JWT ynocroBepsiBane. 5)
[Tpunoxenusra: Android u ye0 npunokeHue 3a MOKa3BaHE Ha MPOTHO3UTE Ha
NOTpEOUTENHTE.

AJTOPUTHMBT 32 MAIMHHO 00YYEHHUE C€ ChCTOU OT JiBE yacTu. [IbpBuAT e
3apekJaHe Ha JIaHHUTE€ W TpaHCHOPMHUPAHETO UM B MOAXOIAl] (opmaT 3a
oOydyeHre Ha HeEBpoHHaTa Mpexa. To3um mpomec e wusBecteH kato ETL
(u3Bnuuane, TpaHchopMmHpaHe, 3apexkiaHe). Bropara uact e cBBp3aHa C
omnepaluuTe ¢ HeBpoHHaTa Mpexa. Cucremara 3a MPOTHO3UMPAHE Ha KPHUITO-
LIEHUTE C€ ChCTOM OT caeaHuTe copryepuu moaynu: 1) I[punoxxenue Spring Boot
(back-end); 2) MongoDB 6a3a nanuwu; 3) Angular ye6 npmioskenue (front-end);
4) Mobunino nipunoxxkenue 3a Android (npenen kpait). Hakpasi ca mpeactaBeHu
€KCIIEpUMEHTAJIHU Pe3yJTaTH C MPOTHO3MpaHa Objaema IeHa Ha OWUTKOWH
KpuUIToBajgyTara. Pesynrarure ce cpaBHABaT ¢ MPOrHO3aTa 3a lieHaTa Ha OUTKOMH
3a ChUIUTE NIEPUOU OT BpeMe, NojiydeHa oT cuctemara Cryptomon.

B.4-3

Kalcheva N., M. Karova, |. Penev. Comparison of the accuracy of SVM kernel
functions in text classification, Proceedings of the International Conference on
Biomedical Innovations and Applications, BIA 2020, ISBN: 978-172817073-2,
Institute of Electrical and Electronics Engineers Inc., pp. 141-145, 2020.
(https://www.scopus.com/record/display.uri?eid=2-s2.0-
85096779803&origin=resultslist&sort=plf-f&s)

Abstract:

The objective of this paper is to compare the accuracy of different kernel
functions of the SVM method for text classification. As a basis for the research
film reviews are used. The authors try to detect the kernel functions and their
parameters to achieve high accuracy in movie reviews classification. The studied
kernel functions are: polynomial kernel of degree 2, a linear kernel and a radial
base kernel. The achieved accuracy is higher than 83%. The experiments show
that the sigmoid radial kernel is an inappropriate choice in text classification.


https://www.scopus.com/record/display.uri?eid=2-s2.0-85096779803&origin=resultslist&sort=plf-f&s
https://www.scopus.com/record/display.uri?eid=2-s2.0-85096779803&origin=resultslist&sort=plf-f&s

Pesrome:

Ilenta Ha cTaTHUATa € A MPEICTaBU CPAaBHEHHE HA TOYHOCTTA HA PA3IUYHU
¢yHK1MM Ha sApoTO Ha MeTona SVM npu knacuduxanus Ha TekcT. Karo 0a3a 3a
M3CJIEIBAHETO Ca M3IMOJI3BAaHU KOMEHTapH 3a (GuiIMU. ABTOpPHUTE C€ ONUTBAT Ja
OTKpUAT (YHKIMM HA SAPOTO M TEXHUTE MapaMeTpy 3a MOCTUTaHE Ha BUCOKA
TOYHOCT MpH Kinacupukanus Ha GuaMoBu KoMeHTapu. M3cnensanu ca cieaHure
(GyHKIMH: TOTMHOMHA (DYHKIIKA OT BTOpA CTETICH, JIMHEHHA U pauaiHO-0a3ucHa
¢yukmus. [locturnarara Tounoct HagsumiaBa §3%. ExcnepuMenTuTe mokassar
CBIII0, Y€ CUTMOMAHATA paguanHa (QyHKIUS HE € MOAXOASIl H300p 3a
KJacu(uKalus Ha TEKCT.

B.4-4

Kalcheva N., M. Karova, |. Penev. Comparison of the accuracy and the execution
time of classification algorithms for Bulgarian literary works, 2020 International
Conference Automatics and Informatics (ICAIl), ISBN:978-1-7281-9309-0,
IEEE, 2020. (https://ieeexplore.ieee.org/document/9311373,
https://www.scopus.com/record/display.uri?eid=2-s2.0-
85100106110&origin=resultslist&sort=plf-
f&src=s&stl=Karova&st2=Milena&nlo=1&nlr=20&nls=count-
f&sid=6a6a7ebdc623276acf21c2586370b124&sot=anl&sdt=aut&sl=35&s=AU-
ID%28%22Karova%2c+Milena%22+24450850900%29&relpos=6&citeCnt=1&
searchTerm=)

Abstract:

The purpose of this paper is to compare the accuracy and the execution time
of machine learning algorithms for classification of texts, written by Bulgarian
authors. The algorithms examined are: Multinomial Naive Bayes classifier,
Support Vector Machines, Random Forest and AdaBoost. The results show that
the Multinomial Naive Bayes classifier is the most accurate and fastest algorithm
for classifying texts by two authors with an equal number of poems in Bulgarian
language. The ensemble algorithm AdaBoost is the most accurate for unbalanced
data classification. The Support Vector Classification has the highest accuracy. In
a classification with an unbalanced set of data, the fastest algorithm is Bernoulli
Naive Bayes classifier.

Pe3rome:

Ilenta Ha cTaTusATa € Ja MPEACTaBU CPABHEHUE HA TOYHOCTTA M BPEMETO 32
M3IIBIHCHNE HA AITOPUTMH C MAITMHHO OO0y4YeHHUE MPH KIacH(PUKAIUSI Ha TEKCT
OT TIPOU3BEICHUS Ha ObATapCKU aBTOpH. M3cneaBaHm ca CIeHUTE aITOPUTMH 32
knacudukanus: Multinomial Naive Bayes, Support Vector Machines, Random
Forest u AdaBoost. Pesynrature mnokaszsat, ue Multinomial Naive Bayes
KJIacu(PUKATOPBT € Hal-TOYeH M Hal-ObP3 aJrOpUTHM TIPHU KiIacupUKaIus Ha
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TEKCTOBE OT JIBamMa aBTOPHU TPU MPOBEKIAHE HA CKCIIEPUMEHTAIHH TECTOBE C
€THaKbB Opoii moeMu Ha ObATapcKu e3uk. AnropuTbMbT AdaBoost e Hali-ToueH
npu  Kiacudukaius Ha HeOamaHCUpaHW daHHU. Haii-ronsiMa TOYHOCT ce
HaOmoaasa rpu Support Vector Machines. [Ipu knacudukaiys Ha MHOKECTBA OT
HeOajaHCHpaHU JJaHHU Hail-0bp3 € kinacudukaropbT Bernoulli Naive Bayes.

B.4-5

Karova M., lvanov I, Penev I., Mitev K., A New Model of Logo Generator,
International Conference Automatics and Informatics 2021, Proceedings,
September 30 - October 02, 2021, Varna, Bulgaria (ICAI'21), DOI:
10.1109/1CAI52893.2021.9639860, IEEE, pp. 210-213, 2021, ISBN: 978-1-
6654-2661-9. (https://www.scopus.com/record/display.uri?eid=2-s2.0-
85123854966&0rigin=resultslist&sort=plf-
f&src=s&stl=Karova&st2=Milena&nlo=1&nlr=20&nls=count-
f&sid=d4balb66458e239078cdc737990499c1&sot=anl&sdt=aut&sl=35&s=AU

1D%28%22Karova%?2c+Milena%22+24450850900%29&relpos=1&citeCnt=0&
searchTerm=&featureTogglessSFEATURE NEW DOC DETAILS EXPORT:1

)

Abstract:

The paper presents a model of a logo generator. The proposed model uses
extended StyleGAN neural network. The architecture of the StyleGAN network
Is presented with an emphasis on the additional components extending the
classical GAN neural network. The configuration of the network parameters is
also explained. Unlike the known logo generators, the proposed architecture
achieves production of unique and original logos. The generator used in
StyleGAN consists of two subnets - a mapping network and a synthesis network.
The generator has the following parameters: 1) input latent vector Z; 2) input for
the condition (i.e. categories); 3) input data for the truncation function (this
function ensures the image areas for performing poorly during training, i.e. do not
lead to a meaningful output).

Once the training data is available, several modifications are required to
reach the stage where they are transformed into TF Records. The first step is to
convert JPG format to PNG format, as the transformation of the output data into
PNG is required and the model must be trained on this type of images. The next
step of modification is to create pickles using the Python pickle library. It allows
information of any kind to be serialized. Thus, the software transfers and
processes the input data (in this case the images) faster, which will be in the form
of bytes. NVIDIA offers a ready-made script for creating TF Records. This script
takes as input bytes in pickle format and the directory where to save the file
created by it. The data must meet the above requirements related to size, format,
color space and others.
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Experimental results are presented and discussed. The advantage of a logo
generator (Logonator) over other similar applications is the way of generating the
final results (i.e. the logos). The use of a neural network guarantees the uniqueness
of each logo, and the ability of the user to edit the text dynamically while seeing
the result of each change, contributes to better control of the result.

Pe3rome:

Cratusita mpeAcTaBsi MojieNl Ha Jioro reHepartop. [IpennoxxeHusit mopen
M3TOJ3Ba pa3peHa HeBpoHHa Mpexa StyleGAN. ApxuTekTypaTta Ha MpexaTa
StyleGAN e mpexncraBeHa C akIEHT BbPXY JOMBIHUTEIHUTE KOMIIOHEHTH,
pasmmpsBamy kiaacuueckara HeBpoHHa Mmpexka GAN. Kondurypamnusra na
MpPEKOBHUTE MapaMETPHU ChILO € 00sICHEHA. 3a pa3yiiKa OT U3BECTHUTE T€HEPATOPH
Ha JIOro, MPeIJIOKEeHATa apXUTEKTypa MOCTUra MPOU3BOACTBO HA YHHKAIHHU H
opuruHanHu jora. ['eneparopst, n3nonsBan B StyleGAN, ce cbcrom OT 1BE
HOIMPEKU - Mpeka 3a KapTorpadupaHe U Mpexa 3a cuHTe3. ['eHepaTopbT uma
CJIEIHUTE MapaMeTpu: 1) BXOJIEH JIaTEeHTEH BEKTOp Z; 2) BXOJ 3a YCIOBHETO (T.€.
KaTteropuu); 3) BXOAHM JaHHU 3a (QYHKIMITA 3a ChKpaliaBaHe (Ta3u (QyHKIUA
rapaHTupa, ye o0JacTuTe Ha U300pPaKEHUETO CE MPECTABST JIONIO [0 BpeMe Ha
TPEHHUPOBKA, T.€. HE BOJAT JIO CMHUCIICH PE3yJITar).

Cnen kato JaHHUTE 32 OOYUYEHUETO ca HAJMYHU, ca HEOOXOIUMU HIKOJIKO
MoAU(pUKALIMHY, 32 J1a C€ JOCTUTHE J0 eTara, B KOUTo Te ce Tpanchopmupar B TF
3anucH. [IppBata crenka e na kouseptupare JPG popmar B PNG gopmar, Tbii
KaTo € HeoOxoauma TpaHchopmalus Ha u3xogHuTe naHHUu B PNG u MomensbT
TpsiOBa na Objae OoOydeH Ha TO3W TUNl H300pakeHus. CreamaiiaTa CThIIKAa HA
MoauduKarms e 1a ce ch3aanar 1.H. pickles ¢ momoinra Ha 6ubarorekara Python
pickle. Tst mo3BonmsiBa WMHQOpMaNUs OT BCAKAKBB BUJ Jla OBbJE IMOCTaBEHA
cepuiino. Taka copTyepbT NpexBbPJid U 00pabOTBa MO-0BP30 BXOJHUTE JaHHU (B
citydasi u300pakeHusiTa), Kouto 1e Opaat noxa gopmara Ha GaiitoBe. NVIDIA
npejyara roToB CKpUMNT 3a cb3aaBaHe Ha TF 3amucu. To3u CKpuntT npuema Karto
BxonHU OaiitoBe BBB ¢opmar pickle m nupekropusita, KbACTO Ja 3aIuIle
ch3faneHuss OoT Hero Qaitn. JlanHuTe TpsiOBa na OTroBapsT Ha TOPHUTE
U3MCKBaHMsI, CBbP3aHu C pa3Mep, popmar, HBETOBO ITPOCTPAHCTBO U JIPYTH.

ExcriepuMeHTamHUTE  pe3ynTaTd ca  NPEACTaBeHM U OOCBHICHH.
[IpeaumcTBOTO Ha TeHeparopa Ha joro (Logonator) mpea apyru moaoOHH
OPUIOKEHUS! € HAUMHBT 33 TEHEpUpaHe Ha KpalHUTE pe3ynTaTu (T.€. Jorara).
N3non3BaHeTo Ha HEBPOHHA MpeKa rapaHTHpa YHUKAJTHOCTTA Ha BCSKO JIOTO, a
BB3MOXKHOCTTA MOTPEOUTENAT J1a pelakKTHpa TEKCTa JMHAMUYHO, JIOKATO BHXK/IA
pe3ynrTara oT BCsika MpOMSsIHA, TOTPUHACA 32 [T0-A00bp KOHTPOJI BBPXY pe3yJiTaTa.

B.4-6

Kalcheva N., Karova M., A Comparison of Machine Learning Classification
Algorithms and Methods for English Author’s Works and their Translations into
Bulgarian, Proceeding of 57th International Scientific Conference on Information,



Communication and Energy Systems and Technologies (ICEST 2022), Ohrid,
North Macedonia, 16-18 June, 2022, pp.????, IEEE publisher, Electronic
ISBN:978-1-6654-8500-5, DOI: 10.1109/1CEST55168.2022.9828579,
https://ieeexplore.ieee.org/document/9828579, MyOJIMKALIHS:
https://www.scopus.com/record/display.uri?eid=2-s2.0-
85136143185&origin=resultslist&sort=plf-
f&src=s&stl=Karova&st2=Milena&nlo=1&nlr=20&nls=count-
f&sid=eb82b738bed1be2131d9d65b4799b0dd&sot=anl&sdt=aut&sl=35&s=AU

ID%28%22Karova%2c+Milena%?22+24450850900%29&relpos=2&citeCnt=0&
searchTerm=)

Abstract:

The aim of the publication is to compare the accuracy, precision, sensitivity
and F-measure of machine algorithms trained in the classification of authors of
works by English authors and the classification of authors of the same works
translated into Bulgarian. The algorithms examined are Multinomial Naive Bayes
classifier, Bernoulli Naive Bayes classifier, Support Vector Machines, Random
Forest, AdaBoost, Decision Tree and K-Nearest Neighbosr. In order to obtain a
more stable assessment in classification, the method of cross-validation is applied.
It guarantees an equal number of participations of each object in the training
sample and exactly one participation in the test sample. In the cross-validation,
the following parameters are calculated: Accuracy, Precision, Recall and the
combined measure F-measure. The studied machine learning algorithms are
implemented in Python. Two external libraries were used - nltk and scikit. 5-fold
cross-validation and accuracy measure were used to evaluate the classification.
The research results show that in the English author’s classification with an equal
number of works in English, Support Vector Machines and Multinomial Naive
Bayes classifier receive the highest values of the studied indicators. In Bulgarian
texts, the best results are obtained depending on specific authors.

Pe3ome:

HGJ'ITa Ha Hy6J’II/IKaI_[I/IHTa ¢ Ja CC CpaBHU TOYHOCTTA, IIPCHHU3HOCTTA,
YyBCTBUTEIHOCTTa U F-mspkara Ha MallMHHM aJIrOpPUTMHU, OOY4YEHU B
KHaCI/I(l)I/IKaHI/IHTa Ha aBTOPUTC Ha IMIPOU3ZBCACHHUA OT aHTJIUNCKU aABTOpHU H
KJ]aCI/I(l)I/IKaLII/IS[Ta Ha aBTOPUTC Ha CbIIUTEC IIPOU3BCACHUA, IPCBCIACHU Ha
Obarapcku e3uk. M3cnenpanumte anroputmu ca Multinomial Naive Bayes
classifier, Bernoulli Naive Bayes classifier, Support Vector Machines, Random
Forest, AdaBoost, Decision Tree and K-Nearest Neighbosr. 3a na ce mony4uun mo-
craOuiHa OLICHKAa IIpr KJ'IaCI/I(l)I/IKaLII/ISITa, CC Impujiara MCTOABT Ha KPBbCTOCAHO
Banuaupane. ['apantupa paBeH Opoil y4acTHsi Ha BCEKU OOCKT B 0Oy4HTEIIHATA
HU3BaKa WM TOYHO CIHO Yy4JaCTUC B TCCTOBATA H3BaJIKa. HpI/I KPpBCTOCAHOTO
BallMaupaHe CC€ un34YucriBar CICAHUTC IIapaMCTpH: TOYHOCT, IMIMPCHHU3HOCT,
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MPUTIOMHSIHE ¥ KoMmMOmHHMpaHa Mmspka F-mspka. M3cnepBanute anroputvu 3a
MaIIMHHO OOydYeHHe ca peanusupaHu Ha Python. M3mon3Banu ca aBe BBHIIHA
oubimoteku - nltk u scikit. 3a ornenka Ha kiacudukanusaTa 6sxa U3MoJ3BaHU 5-
KpaTHO KpPBCTOCAHO BaJlUJUpaHE M MspKa 3a TOYHOCT. Pesynrature ot
M3CIICIBAHETO MOKA3BaT, Ye¢ B KJacU(HUKAIUATA HA aHTJIMHCKHUS aBTOP IIPU paBeH
Opoii mpou3BeieHus Ha aHrInicku e3uk Support Vector Machines u Multinomial
Naive Bayes classifier momydyaBaT Hal-BUCOKHM CTOMHOCTH Ha HW3CICABAHUTE
mokazateni. B ObITapcKuTe TEKCTOBE HAW-TO0OpW pe3ysTaTh Ce MOJydaBaT B
3aBUCUMOCT OT KOHKPETHHU aBTOPH.

B.4-7

Todorov D., Karova M., Machine Secret Key Recognition in a Homogeneous
Environment, 2021 International Conference Automatics and Informatics (ICAl),
2021, pp. 1-4, doi: 10.1109/1CAI52893.2021.9639544, ISBN:978-166542661-9
https://www.scopus.com/record/display.uri?eid=2-s2.0-
85123857635&origin=resultslist&sort=plf-
f&src=s&stl=Karova&st2=Milena&nlo=1&nlr=20&nls=count-
f&sid=d4balb66458e239078cdc737990499c1&sot=anl&sdt=aut&sl=35&s=AU
ID%28%22Karova%2c+Milena%22+24450850900%29& relpos=0&citeCnt=0&
searchTerm=&featureTogglessEFEATURE NEW DOC DETAILS EXPORT:1

Abstract:

The most important characteristic of cryptographic systems is the
management of a secret key and its resistance to brute force - attack with all
possible variants of the key. The proposed article presents a scheme for
recognizing secret keys using machine learning tools. Some of the most used and
known symmetric encryption algorithms are used - AES, DES, TripleDES and
RC2. It proposes a method for achieving encrypted communication without
stipulating the encryption algorithm used. The secret key recognition methods and
algorithms include: 1) Placing the generated key in a homogeneous environment;
2) Recognition with kNN algorithm. The KNN algorithm consists of three main
steps: 1) calculation of distance between two points; 2) finding the nearest
neighbors based on the calculated distances; 3) select a class based on the list of
nearest neighbors. The presented modules were developed in the C # software
environment, using the Accord.Net machine learning platform. The experiments
are made with a total of 440 keys (by 110 for each encryption algorithm),
recognized by each of the two machine learning algorithms - kNN and SVM,
using basic data from 4000 known examples. The experimental staging has
achieved good results, and with secret keys with significant differences, the
recognition is about 100%.


https://www.scopus.com/record/display.uri?eid=2-s2.0-85123857635&origin=resultslist&sort=plf-f&src=s&st1=Karova&st2=Milena&nlo=1&nlr=20&nls=count-f&sid=d4ba1b66458e239078cdc737990499c1&sot=anl&sdt=aut&sl=35&s=AU-ID%28%22Karova%2c+Milena%22+24450850900%29&relpos=0&citeCnt=0&searchTerm=&featureToggles=FEATURE_NEW_DOC_DETAILS_EXPORT:1
https://www.scopus.com/record/display.uri?eid=2-s2.0-85123857635&origin=resultslist&sort=plf-f&src=s&st1=Karova&st2=Milena&nlo=1&nlr=20&nls=count-f&sid=d4ba1b66458e239078cdc737990499c1&sot=anl&sdt=aut&sl=35&s=AU-ID%28%22Karova%2c+Milena%22+24450850900%29&relpos=0&citeCnt=0&searchTerm=&featureToggles=FEATURE_NEW_DOC_DETAILS_EXPORT:1
https://www.scopus.com/record/display.uri?eid=2-s2.0-85123857635&origin=resultslist&sort=plf-f&src=s&st1=Karova&st2=Milena&nlo=1&nlr=20&nls=count-f&sid=d4ba1b66458e239078cdc737990499c1&sot=anl&sdt=aut&sl=35&s=AU-ID%28%22Karova%2c+Milena%22+24450850900%29&relpos=0&citeCnt=0&searchTerm=&featureToggles=FEATURE_NEW_DOC_DETAILS_EXPORT:1
https://www.scopus.com/record/display.uri?eid=2-s2.0-85123857635&origin=resultslist&sort=plf-f&src=s&st1=Karova&st2=Milena&nlo=1&nlr=20&nls=count-f&sid=d4ba1b66458e239078cdc737990499c1&sot=anl&sdt=aut&sl=35&s=AU-ID%28%22Karova%2c+Milena%22+24450850900%29&relpos=0&citeCnt=0&searchTerm=&featureToggles=FEATURE_NEW_DOC_DETAILS_EXPORT:1
https://www.scopus.com/record/display.uri?eid=2-s2.0-85123857635&origin=resultslist&sort=plf-f&src=s&st1=Karova&st2=Milena&nlo=1&nlr=20&nls=count-f&sid=d4ba1b66458e239078cdc737990499c1&sot=anl&sdt=aut&sl=35&s=AU-ID%28%22Karova%2c+Milena%22+24450850900%29&relpos=0&citeCnt=0&searchTerm=&featureToggles=FEATURE_NEW_DOC_DETAILS_EXPORT:1
https://www.scopus.com/record/display.uri?eid=2-s2.0-85123857635&origin=resultslist&sort=plf-f&src=s&st1=Karova&st2=Milena&nlo=1&nlr=20&nls=count-f&sid=d4ba1b66458e239078cdc737990499c1&sot=anl&sdt=aut&sl=35&s=AU-ID%28%22Karova%2c+Milena%22+24450850900%29&relpos=0&citeCnt=0&searchTerm=&featureToggles=FEATURE_NEW_DOC_DETAILS_EXPORT:1
https://www.scopus.com/record/display.uri?eid=2-s2.0-85123857635&origin=resultslist&sort=plf-f&src=s&st1=Karova&st2=Milena&nlo=1&nlr=20&nls=count-f&sid=d4ba1b66458e239078cdc737990499c1&sot=anl&sdt=aut&sl=35&s=AU-ID%28%22Karova%2c+Milena%22+24450850900%29&relpos=0&citeCnt=0&searchTerm=&featureToggles=FEATURE_NEW_DOC_DETAILS_EXPORT:1

Pe3rome:

Hali-BaxxHata XapakTepucTuka Ha  KpunrTorpadCKUTe CUCTEMU €
YIIPaBJICHUETO HA CEKPETCH KITFOY M HeroBaTa yCTOHYMBOCT Ha brute force - ataka
C BCHYKM BB3MOXXHU BapuaHTh Ha Kitova. [Ipennokenara mnyOmukamus
Ipe/CcTaBs CXeMa 3a pas3lo3HABAHE HAa CEKPETHH KIIOYOBE C IOMOIITAa Ha
MHCTPYMEHTH 32 MallMHHO oOy4eHue. M3mnons3sar ce eiHu OT Hall-U3BECTHUTE U
MO3HATH AJITOPUTMU 3a cuMmeTpuyHo kpuntupasne - AES, DES, TripleDES u RC2.
[Ipemyiara ce MeTon 3a NMOCTHraHe Ha KpUIITHpaHAa KOMYHHMKanus, 0e3 1a ce
YTOUYHSIBA M3MOJI3BAHUS AITOPUTHM 32 KpUINITUpaHe. MeToauTe U alrOpuTMHUTE 32
pasno3HaBaHE Ha CEeKpeTeH Kitou BkitouBar: 1) IloctaBsHe Ha reHepupaHus
KIIF0Y B XOMOTeHHa cpefa; 2) PasnosnaBane ¢ kNN anroputbm. AITOPUTEMBT
kNN ce cbcTOM OT TpU OCHOBHHU CTHIKU: 1) HU3YMCIISIBAHE HAa PA3CTOSHUETO
MEXIy JABE TOYKH; 2) HaMUpaHE Ha Hail-ONU3KUTE ChCEOU Bb3 OCHOBA Ha
M3YHCIIEHUTE Pa3CTosHUS; 3) n30UpaHe Ha KJlac Bb3 OCHOBA HAa CIIMCHKAa HA Hal-
onuskute cbeenu. [lpencraBennre Moayinu ca pa3paboTeHu B codTyepHa cpena
C#, wusnom3Baiiku mnatdopmara 3a MammHHO o0yudeHue Accord.Net.
Excniepumentute ca Hanpasenu ¢ 00110 440 kitoua (1o 110 3a Bcexku aaropurbm
3a KpUIITUpaHE), pa3lo3HaTH OT BCEKHM OT JBara ajJropuThMa 3a MAaIIUHHO
obyuenue - kNN u SVM, msnon3Baitku ocHoBHHM JaHHM oT 4000 um3BecTHHU
npumepa. ExkcrniepuMeHTanHaTa MOCTAaHOBKA € TMOCTHUTHAjda JOOpH pe3yiTaTH,

KaTo IMpH CCKPCTHU KIIHOYOBC CbC 3HAYUTCIHU PA3JIMKHU PA3IIO3HABAHETO € OKOJIO
100%.

B.4-8

Spasova Gergana, Karova Milena, An Algorithm for Detecting the Location and
Parameters of the Iris in the Human Eye, Proceedings of 2022 International
Conference on Communications, Information, Electronic and Energy Systems
(CIEES), 24-26 November 2022, Veliko Tarnovo, Bulgaria, IEEE publisher,
Electronic ISBN:978-1-6654-9149-5, DOI:
10.1109/CIEES55704.2022.9990831,
https://ieeexplore.ieee.org/document/9990831,
https://www.scopus.com/record/display.uri?eid=2-s2.0-
85146488360&o0rigin=resultslist&sort=plf-
f&src=s&stl=Karova&st2=Milena&nlo=1&nlr=20&nls=count-
f&sid=eb82b738bed1be2131d9d65b4799b0dd&sot=anl&sdt=aut&sl=35&s=AU

ID%28%22Karova%?2c+Milena%22+24450850900%29&relpos=0&citeCnt=0&
searchTerm=)

Abstract:

In the present article, an algorithm for iris detecting in the human eye is
proposed. The realization consists of two parts - opening the inner and outer edge
of the iris. The Canny edge detection method is used to detect the inner edge, after
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which the result is filtered and smoothed. The Daugman algorithm has been
modified to detect the outer edge of the iris. The detection of an image with the
human eye is for the purpose of establishing the presence of an iris in an image
and determining its parameters, by which it can later be separated from the rest of
the image. The requirements that must be met by the implementation are:
1)Detects the location and size of the pupil of the eye (inner edge of the iris);
2)Determining the location and size of the iris (outer edge); 3)Check the validity
of the result - the outer and inner edges of the iris should be approximately
concentric. The achieved results are better interception and localization of the two
iris circles. The software product used for the image processing and the algorithm
implementations is MATLAB.

Pe3ome:

B HacrosimaTa cratus € npeuiokKeH alfOPUThbM 32 OTKPUBAHE HA UpHCA B
YOBELIKOTO OKO. Peanmu3anusara ce CbCTOM OT JBE€ YacTU - OTBapsHE Ha
BBTPEIIHUS M BBHIIHUS PbO Ha upuca. MetonsT Canny edge detection ce
M3I10J13Ba 32 OTKPUBAHE HAa BTPELIHUS PBO, €/ KOETO PE3yNTaThT ce (huinTpupa
U u3maxaa. AnroputbMbT Ha Daugman e mMoauduimpan 3a OTKpUBAaHE Ha
BBHIIHUA PBO Ha HpHca. 3aCHYAaHETO Ha U300PaKEHUE C YOBEILIKO OKO € C Le Ja
CE YCTaHOBM HaJMYMETO HAa UPUC B U300PAKEHUETO U J1a CE ONPEAEIAT HETOBUTE
napameTpH, 4pe3 KOUTO TOM MO-KbCHO J1a ObJie OTIEIEH OT OCTaHajaTa 4acT OT
n3o0paxkeHnero. M3uckBaHusATa, KOMUTO TpsiOBAa JAa OBAAT M3MNBIHEHU NIPH
BHeJpsiBaHETO ca: 1) OTKprBaHE HA MECTOMOJIOKEHUETO U pa3Mepa Ha 3eHUIIATa
Ha OKOTO (BbTpeliHus pbO Ha upuca); 2)OnpenessiHe MECTOMOJIOKEHUETO U
pasmepa Ha upuca (BpHIIEH pB0); 3) [IpoBepka BaluIHOCTTAa Ha pe3yJTara -
BBHIIHUAT W BBTPEIIHMAT pbO Ha upHca TpsOBa aa ca MNPUOIU3UTEIHO
KOHLUEHTpu4HH. IlocTurHature pe3yaTaTd ca M0-700po NpHUXBAllAHE U
JIOKaJU3MpaHe Ha JBata UpUCcOoBU Kpbra. CoQTyepHUSAT MPOAYKT, U3MOI3BaAH 3a
o0paboTka Ha u300pakeHUsITa U peanuznpanero Ha anroputbma € MATLAB.

B.4-9

Spasova G., Karova M., A New Secure Image Encryption Model Based on
Symmetric Key, International Conference on Biomedical innovations and
Applications BIA 2021, 2.06-4.06.2022, Technical University Varna, IEEE
publisher, pp. 107-110, Electronic ISBN:978-1-6654-4581-8, DOIl:
10.1109/B1A52594.2022.9831258,
https://ieeexplore.ieee.org/document/9831258,
https://www.scopus.com/record/display.uri?eid=2-s2.0-

85136239884 &origin=resultslist&sort=plf-
f&src=s&stl=Karova&st2=Milena&nlo=1&nlr=20&nls=count-
f&sid=eb82b738bed1be2131d9d65b4799b0dd&sot=anl&sdt=aut&sl=35&s=AU
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https://ieeexplore.ieee.org/document/9831258

ID%28%22Karova%2c+Milena%22+24450850900%29&relpos=3&citeCnt=0&
searchTerm=)

Abstract:

This paper presents a new image encryption model with focus on symmetric
key schemes. It discus 5 schemes: Random Generation Key (8B); Random Key
Generation part A(4B) and part B(4B); Input User Key (4B), Encrypted key and
Random Key generation (4B); Random Key Generate (4B) and Input User
Encrypted Key (4B); Input User Key (8B). The proposed encryption model
proposes an image encryption with symmetric key. Both the sender and the
receiver know the same secret key. Messages are encrypted by the sender using
the generated key (by 5 variants) and decrypted by the receiver using the same
key. The symmetric cryptography largely depends on the symmetric key and key
length. The input image is in .jpg format. After reading the image, it is encoded
to obtain a byte stream in hexadecimal format, which is used for further processing
of the image. Encrypted process contains 7 sequential activities. The key
generation is the most important activity in the presented model. There are 5
generation ways (Keyl, Key2, Key 3, Key 4 and Key 5). The process of Image
encryption uses DES and AES algorithms with different generated keys. The
process of Image encoding converts image from hexadecimal to binary format.
The Picture Output Component in Cryptotool 2.0 (experimental software) does
not work with hexadecimal format and needs binary format for Image
visualization. A standard Header is placed for Image type determining.
Experimental results are based on image encryption by DES algorithm (5
instances) and by AES algorithm (5 instances). A table with image quality values
and a table with complex arithmetic mean error are done.

Pesrome:

Ta3u cTaTus npeacTaBst HOB MOJIEN 32 KPUIITHPaHe Ha U300pakeHus ¢ PoKyc
BbPXY CHUMETPUYHHM KItouoBU cxeMu. OOcwxmar ce S5 cxemu: Kirou 3a
npou3BoJIHO reHepupane (8B); 'enepupane Ha ciydaen kitod yact A(4B) u act
B(4B); BwbBexnmane Ha mnotpeOutencku kioud (4B), kpunTupaH K04 H
reHepupane Ha ciydaeH kioud (4B); T'enepupane Ha ciydaeH kiod (4B) u
BbBEXKJAHE Ha KpUITHUpPaH OT mnorpedutens kmoud (4B); BbBexnane Ha
norpedutencku kiod (8B). IlpeanokeHusT Mozaen 3a KpUNTHpPAaHE Mpejsara
KpUNITHpAaHE HAa HW300paXeHHe ChC CHMETpPUYEH Kimod. W momarenar, u
MOJTy4aTeNAT 3HAAT €AMH W ChII TaeH Kiod. ChoOIIeHUsITa ce KPUITUPAT OT
noJiaTens ¢ MOMOIITA Ha TeHepupanus Koy (1o 5 BapuaHTta) u ce aemupupar
OT TIOJTydaTesl ¢ MOMOIITa Ha ChInus Kitod. CumMeTpuyHaTa Kpunrorpadus 10
rojsiMa CTENeH 3aBUCH OT CHUMETPUYHMS KIIOY W JIhIDKMHATA Ha KIIOYa.
Bxognoto wu300paxenue e BBB ¢opmar .Jpg. Cien mnpouyuTaHe Ha
M300paXXeHHeTo, TO C€ KOJUpa, 3a Ja ce€ MOJIy4d MOTOK OT OaliToBe B
IIeCTHaIeCeTHUeH (popMar, KOMTO ce M3I0JI3Ba 3a MO-HaTaThIIHAa 00paboTKa Ha
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n300pakeHneTo. KpunTupaHusT npouec chabpka 7 MOCIEI0BATEIHHN ONEpaLUu.
['enepupanero Ha KJIIOY € Haii-BakKHATAa OMepalus B MNPEICTABEHHS] MOJEIL.
[Tokazanu ca 5 HaunHa 3a reHepupane (Kmroul, Kimou2, Kirou 3, Kimrou 4 u Kirou
5). IlponiechT Ha KpunTUpane Ha uzoOpaxeHus usnoizsa DES u AES anropurmu
C pa3au4HM TeHepupaHu KitouoBe. [IporechT Ha KoAMpaHe HA H300paKEeHUs
npeoOpa3zyBa M300paKEHUETO OT MIECTHANECETUYEH B JBOMYEH (opmart.
KommonenTsT 3a u3BexgaHe Ha kaptuHa B Cryptotool 2.0 (u3mon3BaHus
eKcIiepuMeHTaseH copryep) He paboTH ¢ IECTHAIeCETHUEH (opMaT U ce Hy»K7ae
OT ABoMYeH (popmar 3a BU3yanu3alus Ha M300pakeHHETO. 3a OMpeessHe Ha
TANIA HAa  MW300pAKEHHETO CE€  MOCTaBsl  CTAHJAPTEH  KOJIOHTHUTYJL.
ExcrniepruMeHTaTHUTE pe3yiTaTH c€ OCHOBAaBAaT HA KPUNTHUPAHE HA N300pakKeHHe
upe3 DES anroputsm (5 cinyuas) u upe3 AES anroputsm (5 cinyuas). Hanpaena
€ Tabiuia CchC CTOMHOCTH Ha KAueCTBOTO Ha M300pakK€HUETO W Taldiula ¢
KOMILJIEKCHA CpEHA apUTMETHYHA IPELIKA.

B.4-10

Mashkov V, Karova M., Penev I., State Of Charge Estimation in Lithium-lon
Batteries via Machine Learning, Proceeding of 2022 International Conference
Automatics and Informatics (ICAI), 06-08 October 2022, Technical University
Varna, Bulgaria, IEEE publisher, pp. 95-99, Electronic ISBN:978-1-6654-7625-
6, DOI: 10.1109/ICAI55857.2022.9960064,
https://ieeexplore.ieee.org/document/9960064,
https://www.scopus.com/record/display.uri?eid=2-s2.0-
85143748410&origin=resultslist&sort=plf-
f&src=s&stl=Karova&st2=Milena&nlo=1&nlr=20&nls=count-
f&sid=eb82b738bed1be2131d9d65b4799b0dd&sot=anl&sdt=aut&sl=35&s=AU
ID%28%22Karova%?2c+Milena%22+24450850900%29&relpos=1&citeCnt=0&
searchTerm=)

Abstract:

Accurate State of Charge estimation is crucial for rationing the energy usage
of lithium-ion batteries. The goal of this paper is to showcase different machine
learning techniques for State of Charge modeling. Machine learning methods
were trained and tested on the NASA lithium-ion battery dataset. The dataset
includes data for charging, discharging and impedance testing for four, 18650
lithium-ion batteries. Different Support Vector Machine (SVM) and Deep Neural
Network (DNN) models were trained and tested on this Battery dataset. The
presented models take into account battery voltage, load voltage and battery
temperature and can be applied for online State of Charge estimation. To evaluate
the presented models’ performance, the use of evaluation metrics is needed. In
this paper, we use Root Mean Squared Error, Mean Absolute Error, and Mean
Absolute Percentage Error to compare and optimize different machine learning
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models. Mean Squared Error is used for model optimization, while MAE and
MAPE are used for more human-readable and absolute evaluation. The conducted
experiments show that Deep Neural Networks offer higher accuracy (MAPE -
1.2%), compared to SVM models (MAPE - 3.6%).

Pe3rome:

TouHOTO OMpenesnsiHe Ha ChbCTOSTHUETO Ha 3apsijia € OT peniaBauio 3HaYeHUe
3a pasnpezesnsHe Ha MOTPEOICHUETO Ha EHEPrusl Ha TUTHEBO-HOHHHUTE OaTepUH.
[lenTa HA TO3U JOKYMEHT € J1a OKaXKe pa3IMYHU TEXHUKH 3a MAIlIMHHO 00y4YeHHE
3a MOJIETTUpaHEe Ha ChCTOSIHUETO Ha 3apsanaa. MeroauTe 3a MalllMHHO O0yYeHHe ca
00y4YeHU U TECTBAHUW BBbPXY HaOOpa OT JAaHHM 3a JIMTHEBO-MOHHU OaTepuu Ha
HACA. HaGopbT OT JaHHM BKJIIOYBA JAaHHU 3a 3apekJaHe, pa3pexaaHe U
TECTBaHE HAa MMIIEJAHCA 33 YETUPHU JIUTUEBO-MOHHU OaTepuun 18650. Paznuunu
Mmoenu Ha Support Vector Machine (SVM) u Deep Neural Network (DNN) ca
oOy4eHH U TeCTBaHU BBPXY TO3M HAOOp OT JaHHU 3a OaTepusta. [IpencraBenure
MOJIENIM OTUMTAT HANPEKEHHETO Ha Oarepusra, HANPEKEHHETO Ha ToBapa U
TeMIiepaTypara Ha OaTepusiTa U MoraT Jia ce IpujaraT 3a OHJIaliH OlLIeHKa Ha
CBhCTOSIHUETO Ha 3apsjia. 3a Ja ce OlEeHH e(PEeKTUBHOCTTAa Ha MPEIACTABEHUTE
MOJIEJIH, € HEOOXOAMMO M3I0JI3BAHETO HAa METPHUKH 3a OolleHKa. B Ta3u cratus ce
U3IO0JI3Ba CPEHO-KBAApaTUYHA TpEIlKa, cpeHa a0CONI0THA Tpellika U CpeaHa
a0COJIIOTHA MPOLEHTHA TPEIIKa, 33 Ja C€ CPAaBHAT M ONTHUMHU3UPAT Pa3IudyHU
MOJIEJIA Ha MalIMHHO oOy4eHue. CpelHO-KBaipaTUYHAaTa rpelliKka ce U3M0J13Ba 3a
onTuMu3upane Ha mozena, aokaro MAE u MAPE ce wusnosssar 3a mno-
pazOupaemata OT 4oBeKa aOcoJiloTHa oueHKa. [IpoBeneHuTe eKCrepuMEeHTH
nokas3Bat, 4ye Deep Neural Networks npennarat nmo-sucoka tounoct (MAPE -
1.2%), B cpaBHenue cse SVM mogaenute (MAPE - 3.6%).

I.7-1

Karova M., Penev 1., Algorithm for html preprocessing in email messages,
Proceedings of the International Conference on Biomedical Innovations and
Applications, BIA 2019, Institute of Electrical and Electronics Engineers Inc.,
2019, ISBN: 978-172814754-3.
(https://www.scopus.com/record/display.uri?eid=2-s2.0-
85079270069&origin=resultslist&sort=plf-
f&src=s&stl=Karova&st2=Milena&nlo=1&nlr=20&nls=count-
f&sid=d4balb66458e239078cdc737990499c1&sot=anl&sdt=aut&sl=35&s=AU

ID%28%22Karova%?2c+Milena%22+24450850900%29&relpos=5&citeCnt=0&
searchTerm=&featureToggles=FEATURE_NEW _DOC _DETAILS EXPORT:1

)

Abstract:
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The paper presents an algorithm for preprocessing the HTML code of email
messages; this is used in email client applications (such as Gmail App and
Microsoft Outlook). The purpose is to create an easy-to-use tool, automatically
inserting pre-declared styles from the <head> tag to <body> tag of the HTML
document. The algorithm solves the following specific tasks, concerning the email
preprocessing: 1) Extracts the styles, declared in the <head> tag of the HTML
document, and to write them into the class attribute of the relevant element tag;
2) Recognizes the *_path _/* keyword, which stores the path to an image and to
write the path into the src attribute of the image tag; 3) Recognizes the ‘<br
height=" “ />’ tag and to transforms it into table <td> tag; 4) Recognizes the
‘<mobilebr height=" “ />’ tag and to add more paddings between the elements to
provide responsive mobile design of the email content. In the lexical analysis step
the algorithm recognizes the tokens from the HTML code. The token name is used
In the next parsing step and the attribute value points to an entry into the symbol
table. The parsing step of the preprocessing algorithm uses the tokens to produce
parse tree of the HTML document. After the parse tree is created, the interpreter
starts searching and replacing process.

The experimental results of running the algorithm are presented.

Pesrome:

Crarusra npeactaBs ajJropuThM 3a npeasaputenHa odpadorka Ha HTML
KOJla Ha UMENJ ChOOIIECHUATA; TOBA C€ M3MOJI3Ba B KIMEHTCKH MPHIOKECHUS 32
nMmenn (kato npuwioxkenrueto Gmail u Microsoft Outlook). LlenTa e na ce cp3nazne
JIECEH 3a W3MOJ3BaHE HHCTPYMEHT, aBTOMAaTUYHO BMBKBAI MPEABAPUTEITHO
JeKJapupanu cTuiioBe ot Tara <head> xbMm Tara <body> na HTML nokymenTa.
ANTOPUTBMBT  pelllaBa CIACAHUTE CHenuUYHA  3a7adv, CBBP3aHU C
npeaBapurTenHara 00padoTka Ha umeitna: 1) M3Bnuua cTuioBete, NeKIapupaHul B
tara <head>na HTML nokymeHnra, u ru 3anucBa B aTpuOyTa class Ha CbOTBETHHS
Tar Ha eJieMeHTa; 2) Pa3no3nasa kimtouoBaTa qyma ,,  path  /*, kosiTo chXpaHsBa
obpTS 70 HU300pakeHHEe W 3a 3aluc Ha BT B arpuOyTa Src Ha Tara Ha
n3o0paxxenuero; 3) Pasznosnasa tara ‘<br height=" “ />’ u ro Tpanchopmupa B
tar <td> 3a Tabnuua; 4) Pa3sno3naBa tara ‘<mobilebr height=" “ />’ u noGaBs
MOBEYE MOJIJIOKKH MEXKTY €IEMEHTHUTE, 32 J1a OCUTYPU OT3UBYUB MOOUJICH TU3ANH
Ha ChIbpKaHUETO Ha uMeiina. [1o Bpeme Ha JeKCUKaTHUS aHAU3, aITOPUTHMBT
pasno3HaBa TokeHute oT HTML koma. Mmero Ha TOKEHa ce M3IIOJI3BA B
cleqBamiaTa CThIIKa Ha aHAIM3 U CTOMHOCTTA Ha aTpuOyTa COYM KBbM 3aIlUC B
TabnuiaTta cbc cuMBOJIM. CTHIIKaTa aHAW3 HA alTOPUTHMA 3a MpeIBapUTeIHA
00paboTka M3M0J3Ba TOKEHUTE, 3a Ja Ch3Jaze AbpBO 3a aHanu3 Ha HTML
nokymenTta. Crien kato JBPBOTO 3a pa3dop € Ch3AaJACHO, MHTEPIPETaTOPHT
3armoyBa Mmpoiieca Ha ThPCEHE U 3aMECTBAHE.

[IpeacraBenn ca EKCHEPUMEHTAHU pE3YyATaTH OT H3MBIHCHHETO Ha
aNropUTHMA.
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I.7-2

Penev I., M. Karova. Implementation of a Training Parser Using Explicit Abstract
Syntax Tree, Proceedings of the 20th International Conference on Computer
Systems and Technologies, CompSysTech’19, June 21-22, Ruse, Bulgaria, ACM
International Conference Proceeding Series, ISBN: 978-1-4503-7149-0, ACM
Inc., N.Y. USA, pp. 299-303, doi>10.1145/3345252.3345283, 2019,
(https://dl.acm.org/citation.cfm?id=3345283,
https://www.scopus.com/record/display.uri?eid=2-s2.0-
85073051612&origin=resultslist&sort=plf-
f&src=s&st1=Karova&st2=Milena&nlo=1&nlr=20&nls=count-
f&sid=6a6a7ebdc623276acf21c2586370b124&sot=anl&sdt=aut&sl=35&s=AU-
ID%28%22Karova%?2c+Milena%22+24450850900%29&relpos=10&citeCnt=0
&searchTerm=)

Abstract:

The presented report focuses on the use of a learning compiler to run a
university course. The emphasis is on one of the modules of the compiler - the
parser. The developed parser has the following two distinctive features compared
to known parsers: 1) It contains the construction of an abstract syntactic tree (AST
- Abstract Syntax Tree); 2) The abstract syntax tree is a structure that contains
information about the program - variables, data types, operators. This structure is
Important because it is used to build the symbol table that is the basis of semantic
analysis and code generation.

The well-known parsers used in most tutorials build this tree implicitly, i.e.
it cannot be visualized and checked by the students. This makes the development
of the parser easier, but makes it difficult to understand and work on the next
stages - semantic analysis and code generation.

The parser is implemented as a completely self-contained module, making it
convenient for testing by students. A programming language was created for
compiler purposes that is procedurally oriented and is a subset of C and Java. A
language grammar and a compiler code with parts of it removed is obtained.

The report shows a sample of the grammar that describes a variable
definition. The syntax function for variable definition without building a tree is
shown. It is proposed to extend the function with the construction of tree tops.
The experiments were conducted in two school years.

Pe3rome:

JloknaabT € HacoyeH KbM H3MOJI3BAHETO Ha Yy4uyeOeH KOMMMWIATOp 3a
MPOBEXKIaHE HA YHUBEPCUTETCKU KypC. AKIICHTHT € BbPXY €IMH OT MOAYJIUTE Ha
KOMITWJIATOpa - CHUHTAaKTUYHMS  a”Haim3atop (parser). PaspaboreHusr
CUHTAKTUYEH aHAJIN3aTOP UM CIETHUTE ABE OTIWYUTEIIHU YEPTU B CPAaBHEHUE C
M3BECTHUTE aHAIU3ATOPHU:
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1) Cpabpxa mocTposiBaHE Ha aOCTPAKTHO CHHTAKTUYHO IbpBO (AST -
Abstract Syntax Tree); 2) AOCTpaKTHOTO CHHTAKTHYHO JBbPBO € CTPYKTYpa, KOSTO
ChAbpkKa HH(OpMaIs 3a Iporpamara - IPOMEHJIMBY, TUIIOBE JAHHU, ONIEPaTOPH.
Ta3u cTpykTypa € BaxkHa, 3alI0TO CE U3IMO0JI3Ba 32 MOCTPOSIBAHE HA CUMBOJIHATA
Ta0JIMIIa, KOATO € B OCHOBATa Ha CEMAaHTUYHUS aHAJIM3 U TeHEPUPAHETO Ha KO/JIa.

N3BecTHUTE CUHTAKTUYHHM aHAJIU3AaTOPH, U3MOJI3BAHU B MOBEYETO YUCOHU
KypCOB€, OCTPOSIBAT TOBA JbPBO HESIBHO, T.€. TO HE MOXKE Jla CE BU3YyaJU3Upa U
7la ce MpoBepsBa OT CTyAeHTUTEe. ToBa nmpaBu pa3pabOTBAHETO HA CHHTAKTUYHUS
aHaJIM3aTop MO-JIECHO, HO 3aTpyAHsIBA pa30oupaHeTo U padoTarta Mo CIEIBALIUTE
eTanu - CCMaHTUYECH aHAJIU3 U TeHEepHUpaHe Ha KOJI.

CHHTaKTUYHUSAT aHAJTM3aTOp € peajlu3upaH KaTo M3IUIO CaMOCTOSITEJICH
MOJyJ, KOETO T0 TpaBH yIOOEH 3a TECTBaHE OT CTYACHTHU. 3a IETUTE Ha
KOMITMUJIATOPA € CHh3AaleH MPOTrpaMeH €3UK, KONTO € MpOoIeIypPHO OPUEHTHPAH U
e moagMHoxkecTBO Ha C u Java. IlomydaBa ce rpamarhka Ha €3WKa M KOJa HA
KOMITHAJIATOpa C IPeMaxXHaTH YacCTH OT HETO.

B noknazna e mokaszaHna u3BajKa OT TpaMaTukaTa, KOsiTO OMUCBa Je(PUHUITIS
Ha npomensiuBa (variable definition). [lokazana e cuHTakTHYHaTa QYHKIUS 32
variable definition 6e3 moctposiBane Ha abpBO. [Ipemnara ce pasuupsiBaHe Ha
GyHKIMATa C TOCTPOSIBAHE Ha BBHPXOBE Ha JAbPBOTO. EKcliepuMeHTHUTE ca
IPOBEJCHU B JIBE€ yU€OHH rOJIMHHU.

r.8-1

Karova M., D. Zhelyazkov, M. Todorova, I. Penev, V. Nikolov, V. Petkov. Path
Planning Algorithm for Mobile Robot. RECENT RESEARCHES in APPLIED
COMPUTER SCIENCE, vol. 9, Proceedings of the 15th International Conference
on Applied Computer Science (ACS’15), Konya, Turkey, pp. 26-30, ISBN: 978-
1-61804-307-8, ISSN: 1790-5109, WSEAS Press, 2015,.
(https://www.researchgate.net/publication/280622356 Path Planning Algorith
m_for_Mobile Robot#full TextFileContent)

Abstract:

The paper presents an algorithm for planning the path of a mobile robot in a
labyrinth. The algorithm uses an image, obtained by a camera. The algorithm
processes the image to convert it into a matrix, presenting the labyrinth with
obstacles and walls. Afterwards the algorithm, based on the Dijkstra’s algorithm,
finds the shortest path to a final target in the labyrinth. As opposed to the classical
Dijkstra’s algorithm, the presented algorithm compares the size of the robot to the
size of the obstacles on the way. The algorithm consists of the following basic
steps: 1) creation of a queue — a set of ordered points; 2) extraction of elements
from the queue; 3) for each point all neighbor points are checked. The possible
neighbors are in four directions — up, right, down, left. A neighbor point is free, if
the following conditions are satisfied: 1) the point is not a part of an obstacle; 2)
the point is not marked. A free point is marked and added to the queue. All free

17


https://www.researchgate.net/publication/280622356_Path_Planning_Algorithm_for_Mobile_Robot#fullTextFileContent
https://www.researchgate.net/publication/280622356_Path_Planning_Algorithm_for_Mobile_Robot#fullTextFileContent

points are marked by its neighbors. The order of marking forms the shortest path.
A simulation of the algorithm is developed to visualize the movement of the robot.
The algorithm is tested with labyrinths with varying sizes (different width and
height in pixels). The following times are measured for each labyrinth: 1) time for
labyrinth construction (i.e. converting the image into text format, suitable for
processing); 2) time for obtaining a solution (i.e. finding a path to the target); 3)
time for the movement of the robot to reach the target. The experimental results,
obtained by the simulation, are presented.

Pe3rome:

B cratusita e mpeacTaBeH anropuThM 3a MJIAHMpPAHE HAa MbTA HA MOOWJICH
poOOT B TaOMPHUHT. ANTOPUTHMBT U3I0I3BA U300paKEHHE, TOJIYYEHO OT KaMmepa.
AnroputbMbT 00pabOTBa M300paXKEHUETO, 3a Jla ro mpeoOpasyBa B MaTpuliia,
MpeAcTaBsa JaOMpUHTA C MNpPenaTcTBUs U creHu. Cien ToBa alrOpUTHMBT,
0a3upaH Ha anropuTbMma Ha JleiikcTpa, HaMHUpa Hal-KpaTKUs BT 0 KpailHaTa
nen B jabupuHTa. 3a pazivka OT KJIacHMYecKus ainropuThm Ha Jledkcrpa,
IOpPEICTAaBEHUAT aIrOpUThM CpaBHsIBAa pa3Mepa Ha podoTa ¢ pa3Mepa Ha
IOPENATCTBUATA 10 IBTS. AJTOPUTBMBT C€ CbCTOU OT CJIIETHUTE OCHOBHHU CTBIIKU:
1) ch3naBaHe Ha omamika — Ha0Op OT MOJAPENEHU TOYKM; 2) MU3BIMYAHE Ha
€JIEMEHTU OT OlallKaTa; 3) 3a BCSKa TOYKA CE MPOBEPSBAT BCUUYKU ChCEIHU
TOYKU. BB3MOXKHHUTE ChbCEIM ca B YETUPHU MOCOKH — HArope, HaasCHO, N0y,
HasiBo. ChcelHA TOYKA € CBOOOJIHA, aKO Ca M3IBJIHCHH CJICIHUTE YCiaoBHs: 1)
TOYKaTa HE € YacT OT NPEMATCTBUE; 2) TOUKaTa He € 0TOessA3aHa. CBoOOAHA TOUKa
ce MapKupa 1 100aBs KbM onaiikaTta. Bcuuku cBOOOAHM TOUKM ca MAPKUPAHU OT
cBouTe cheenu. PeabT Ha mapkupaHe popmupa Hail-kpatkus nbT. Pa3pabortena e
CUMYyJIallisl Ha QJIrOpUThbMa 3a BU3YAJIM3UpPAHE HA JIBXKEHHETO Ha poloTa.
AJTOPUTHMBT € TECTBAH C JJAOUPHUHTH C PA3IMYHU pa3Mepu (paziuyHa LIUpUHA
¥ BUCOYMHA B TTUKCEIN). 32 BCEKU JTAOMPUHT C€ U3MEPBAT CICTHUTE BpeMeHa: 1)
BpeMe 3a U3rpakaaHe Ha JabupuHTa (T.€. KOHBEPTHUpaHE HA U300PAKEHUETO B
TEeKCTOB hopMat, MOIXO 1T 32 00paboTKa); 2) BpeMe 3a MoJyuyaBaHe Ha PEIICHHE
(T.e. HaMHpaHe Ha THT KBM IIeNTa); 3) BpeMe 3a JIBIJKEHHE Ha podoTa 10
JOCTUraHe Ha neinra. [IpeactaBeHu ca eKCIEpUMEHTAIIHUTE PE3YJITaTH, OJIyYEHH
OT CUMYJIAITUsTA.

I.8-2

Karova M., I. Penev, V. Nikolov, D. Zhelyazkov. Path Planning Algorithm for a
Robot in a Labyrinth. Proceedings of papers, L International Scientific
Conference on Information, Communication and Energy Systems and
Technologies, Publishing house TU-Sofia, 2015, pp. 228-231, ISBN: 978-619-
167-182-3
(https://drive.google.com/file/d/1gRmyZBalf8f2zj1QINxjKKIVNPoijQBY /view)
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Abstract:

The paper presents an algorithm for path planning for a robot in a labyrinth.
The algorithm uses an image, obtained by a camera. The image is processed and
converted to a matrix, presenting the labyrinth with obstacles and walls.
Afterwards an algorithm, based on the Dijkstra's algorithm, is applied to find the
shortest path in the labyrinth. As opposed to the classical Dijkstra’s algorithm, the
presented algorithm compares the size of the robot to the size of an obstacle. The
algorithm consists of the following basic steps: 1)Creation of a queue — a set of
points; 2) Extraction of elements from the queue; 3) For each point all neighbor
points are checked. The possible neighbors are in four directions — up, right, down,
left. The application is implemented using the Java Swing technology for user
interfaces. When the process is completed a maze monitor is shown as a panel in
the main user window sharing the virtual labyrinth. A maze command executor is
also used to move the robot according to the markers over which it is currently
placed. If there are no markers in the robot position, then this means that the target
Is reached or there is no path in the labyrinth. The algorithm has been implemented
in a real robot platform (in our case LEGO EV3 robot) and the obtained results
are presented.

Pesrome:

JloknaabT TpeAcTaBs alrOpPUTHM 3a IJIAaHUpPAHE Ha ObTS Ha POOOT B
JAOUPUHT. ANTOPUTBMBT H3IOJ3Ba HU300pakeHHe, IMOJYy4YeHO OT Kamepa.
N3obpaxkennetro ce 00paboTBa W mpeoOpazyBa B MaTpwuila, MpeACTaBsIa
JnabupuHTa ¢ npensTcTBUS U cTeHu. Cliesl ToBa ce Mpujara airopuTsbM, 0a3upan
Ha anropuThma Ha JleiikcTpa, 3a HaMUpaHe Ha Hall-KpaTKUs IbT B JTaOUPUHT. 3a
pasyiika OT KJIACMYECKUsI alropuThM Ha JlelkcTpa, mpeacTaBeHUsIT alifOPUTHM
CpaBHsIBa pazMepa Ha poOOTa ¢ pa3Mepa Ha MPENATCTBUETO. AJITOPUTHMBT CE€
ChCTOU OT CIIETHUTE OCHOBHU CThIKU: 1) Ch3maBaHe Ha omamika — HabOp OT
Touku; 2) M3Baumvane Ha eneMeHTHM OT omamikara; 3) 3a BCsSKa TOYKa ce
IPOBEPSBAT BCUUKH ChCEIHHU TOUYKHU. Bb3MOKHUTE ChCEAU Ca B YETUPHU TOCOKHU —
Harope, HaJsICHO, 10y, HaABO. [IpUIoKEeHUETo € peaau3upaHo ¢ MOMOIITA Ha
TexHonorusaTra Java Swing 3a moTtpeburtencku mHTepdeiicu. Koraro mpomechT
PUKITIOYH, JIJAOMPUHTHT C€ TMOKa3Ba KaTO TMaHeJ B TJABHUS TMOTPEOUTENCKU
po30pell, CHOACNAN BUpPTyaldHus JiaOupunt. M3mos3Ba ce kKomaHaa 3a
npeMecTBaHe Ha poO0Ta Criope]l MapKepUTe, BbPXY KOUTO € MOCTAaBEH B MOMEHTA.
AKO HsIMa Mapkepu B TMo3ulMsATa Ha po0OTa, TOBa O3HAyaBa, 4e IETa €
JOCTUTHATA WA HSMA MIbTeKa B JAOUPUHTA. AJITOPUTHMBT € UMIJIEMEHTUPAH B
peanna pob6otHa miatdopma (B Hammusa ciaydah LEGO EV3 pobGor) u ca
peACTAaBeHU MOJYyYCHUTE PE3yITaTH.

I.8-3
Karova M., Todorova G., Todorova M., Penev I., Nikolov V., Comparative
Analysis of Algorithms for Communication Encryption. MATHEMATICS and
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COMPUTERS in SCIENCES and INDUSTRY, Series: Mathematics and
Computers in Science and Engineering Series - 50, INASE, 2015, pp. 38-42,
ISBN: 978-1-61804-327-6, ISSN: 2227-4588
(http://www.inase.org/library/2015/books/MCSI.pdf)

Abstract:

A comparative analysis of the algorithms DES, Triple DES-128, Triple DES-
192, AES-128, AES-192 and AES-256 is done. For this purpose an application
for research of algorithms for cryptographic secure data transmission has been
created. The application is developed in C#. It offers the user access to the
transmitted data via password. The used resources and time required for
encryption of groups of files with different lengths are studied with the help of the
application. Two programs — server and client are developed. After starting the
server passphrase and "salt" are set. They have to be strings with a length of at
least 8 characters. From a security perspective, it is desirable for “salt” to contain
uppercase and lowercase letters, numbers and symbols. There are built-in
passphrases and “salt” that can be used for quick test of the application. To
compare the algorithms groups of files with four different lengths (10,000 bytes;
100,000 bytes; 1,000,000 bytes and 10,000,000 bytes) is done. The tests were
performed with minimal use of computer resources from other processes. The
encryption is done by using each of the selected algorithms.The obtained results
were compared and analyzed and corresponding conclusions are made.

Pe3ome:

Hampasen e cpaBuutenen ananus Ha anroputmute DES, Triple DES-128,
Triple DES-192, AES-128, AES-192 u AES-256. 3a menta e Cb31aJ€HO
MPWIOKEHUE 32 HU3CIEABAHE HA AJIrOPUTMHM 32 KPUOTOrpa)CKO 3alIUTEHO
npenaBaHe Ha nanHu. [Ipunoxenuero e paspadoreno Ha C#. Toitl nmpennara Ha
noTpeduTenst AOCThII O MpeAaBaHUTE JaHHM upe3 mnapona. C momoinra Ha
IPUIIOKEHUETO €€ U3CJeIBAT U3MOI3BAaHUTE PECYPCH U BpeMe, HeoOX0IuMo 3a
KpUITHpaHE Ha Tpynu OT ¢ailioBe ¢ pa3nuyHa AbDKUHA. Pa3paboreHu ca jaBe
nporpamMu — CbpBbpHaA U KiIueHTcka. Ciell ctapThpaHe Ha ChpBbpa ce 3ajaBaT
napona u "con". Te TpsaOBa ma ca HM30BE C IBDKMHA Hal-Manko 8 3Haka. OT
rJieJIHa TOYKa Ha CUTYPHOCTTA € KEJIaTeIHO ,,CONTa’ 1a ChAbpKa INIaBHU U MAJIKH
OykBu, 1upu U cumBoiu. Mma BrpajeHa naposia  ,,coi*, KOUTO MoraT Jia ce
U3MO0JI3BAT 3a ObP3 TECT HA MPUIIOKEHUETO. 32 CPABHSABAHE HA AITOPUTMUTE CE
paBsT Ipynu oT ¢aioBe ¢ yeTupu paznuynu AbjxuHu (10 000 Gaiita; 100 000
Oaitta; 1 000 000 Gaiita u 10 000 000 Oaiita). TecroBere ca MPOBEIEHU C
MUHUMAJTHO H3MOJ3BaHE Ha KOMIIIOTBPHU pECypcH OT APYrd MPOLECH.
Kpunrtupanero ce u3BbplIBa Ype3 M3MOJI3BAaHE HA BCEKU €IUH OT U30paHUTE
anroputmu. [lomyyeHuTe pe3ynratu ca CpaBHEHU U aHAIM3UPAHU U Ca HallpaBeHH
CHOTBETHHUTE U3BOJIH.
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I.8-4

[TeneB U., Kapora M., Hukomnos B., O61m1 niperyien Ha cucTeMa 3a IpHUIBHKBAHE
Ha poOoT B J1abupuHT, ,,KOMMIOTHPHU Hayku u TexHosoruu™, rox. XIII, Op.
2/2015, ISSN: 1312-3335, 2015, pp. 55-60. (http://csejournal.cs.tu-
varna.bg/cse journal 2 2015.pdf

Abstract:

The paper presents a general structure of a system for moving a robot from
a given starting position to a final goal in a maze. The system uses a photo of the
maze taken in advance with an external camera. The captured image is sent to the
robot, which converts it into a suitable format, finds the shortest path to the final
destination, forms and executes commands to move the robot. In the presented
implementation, the image is converted into a matrix in which the obstacles
(walls), the starting position and the final goal in the maze are marked with
appropriate symbols. An example maze matrix is presented in the experimental
studies. In the present implementation, a modified Dijkstra algorithm is used. The
change to the classic algorithm consists in the fact that when the robot moves, a
check is made whether its dimensions correspond to the dimensions of the
passages in the maze, i.e. whether the robot can pass through a given location.
The path found is marked with appropriate symbols. As a result of the marking,
movement commands (forward, backward, left, right) are formed, through which
the robot moves from the initial position to the final position. The results of the
system application for an idealized image of an example maze are presented.

Pe3ome:

Crarusta mpeacraBs o0mia CTPYKTypa Ha CHCTEMa 3a MPHUABWKBAaHE Ha
poOOT OT 3ajlajieHa HayaJHa MO3UIMs 10 KpaiiHa 1en B jJadupuHT. Crucremara
U3I0J13Ba CHUMKA Ha JIAOWPUHTA, HAIIpaBeHa MPEABAPUTEIIHO C BHHIITHA Kamepa.
HampaBenoTto nzo0pakeHue ce uampaiia KbM poOoTa, KOWTO ro nmpeodpasysa B
noaxonsml ¢opmar, HaMUpa Hall-KpaThbK IBT 0 KpaiiHaTa e, ¢opMupa H
U3ITBJITHSIBA KOMaH/M 32 MPUABMKBaHE Ha poboTa. B mpencraBenara peanuzanus
N300pakeHUETO ce Mpeodpa3yBa B MaTPHUILIA, B KOSITO C MOAXOASIIN CUMBOJIM ca
MapKUpaHU TPEMSITCTBUATA (CTCHUTE), HAYaJIHATA TO3UIIMS U KpalHaTa 1e] B
nabupunTa. Martpuiia Ha NOpuUMEpeH  JTaOUMPUHT € TpeJCcTaBeHa B
EKCIIEpMMEHTAJIHUTE Hu3cienBaHus. B HacTosimiata peanusainusi € M3MOJI3BaH
MoauduIpan anroputbM Ha Jleitkerpa. [IpoMsiHaTa Ha KJIIaCUYECKUS aJITOPUTHM
Ce ChCTOM B TOBA, Y€ MPHU MPUIBUKBAHETO Ha poOOTa ce MpaBu NMpOBEpKa Jalu
pa3MepuTe My CbOTBETCTBAT Ha pa3MEPUTE HA MPOXOIUTE B JaOUPUHTA, T.€. 1alU
poOOTHT MOKE J1a MPEMUHE Mpe3 AaieHO MsicTo. HamepeHusaT mbT ce Mapkupa c
NOAXOMSIIM CUMBOJIM. B pe3ynrar oT HampaBeHaTa MapKUpoBKa ce (popmupat
KOMaH/IM 3a JBW)KCHHE (Hampe., Ha3al, HaJIsBO, HAJSICHO), Ype3 KOUTO POOOTHT
ce MPUIBMKBA OT HavajiHATA MO3UIMS 0 KpaiHata [IpencraBenu ca pesynaratu
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OT MPUJIOKEHUETO HA CHCTEMAaTa 3a UACATM3UpPaHO M300pakKeHHe Ha MPUMEpEH
JTAOUPUHT.

I'.8-5
Nikolov V., Penev I., Karova M. Processing of labyrinth images for moving of a

mobile robot, journal “Computer Science and Technologies”, year XIII, vol.
1/2015, ISSN: 1312-3335, 2015, pp. 121-125. (http://csejournal.cs.tu-
varna.bg/cse journal 1_2015.pdf)

Abstract:

This paper considers the stage of an image processing as a step of actions of
moving of robot in a labyrinth. The image is received from a camera positioned
above the labyrinth and after that it is analyzed in order to create a stylized image
of the labyrinth in which the shortest path should be found from the mobile robot
position to the labyrinth exit. A real image of a labyrinth is the scene contains
perspective distortion. The image is first transformed into grayscale image and
then so called edge detectors are used to traverse the image. Here appropriate
gradient operators can be used, such as Sobel, Prewitt, Roberts operators, etc. or
second derivative operators, Canny operator. Alternatively the image can be
processed without transformation into grayscale by applying output fusion
method or multidimensional gradient method. In order to find real edges in most
cases additional actions are performed after their detection like thinning and
connecting because of their false breakage. The sloped lines (edges) are analyzed
and set up straight vertical or horizontal according to the smaller slope. The
correction is performed by rotation of the sloped lines around the center in the
middle between the critical points of the wall ends. The stylized image of the
labyrinth is obtained by having the critical points and having preliminary
information for the walls width.

Pesrome:

Taszu crarust pazriexzaa erama Ha 00paOOTKa Ha M300pPAKEHUETO KATO
CTBIIKA OT JCUCTBUS Ha JABWKEHHE Ha poOOoTa B JIaOupuHT. M300paxeHueTo ce
MoJIy4aBa OT Kamepa, pa3noJiokeHa HaJl TAOUPUHTA, CJIe]T KOETO CE€ aHAIN3UPa, 3a
Ja ce Ch3/aJie CTUIM3UPAHO U300pakeHUE Ha TaOUpUHTA, B KOETO TpsiOBa Jia ce
HaAMEpH HaW-KpPaTKUAT BT OT MO3MIMATAa HAa MOOWMJIHUS poOOT A0 M3XoAa Ha
nabupunrta. PeanHo u3oOpaxkeHMe Ha JAOMPUHT € ClLEHaTa, KOATO ChAbpiKa
NEPCTIICKTUBHO HW3KpUBsBaHE. I300pakeHHETO MHPBO ce TpaHchopMupa B
n300pakeHHe B CHMBa CKalla M Clie[] TOBAa CE€ M3MOJ3BAaT Taka HapEUCHUTE
JETEKTOPH 3a pHOOBE, 3a J1a ce MpeMuHe Ipe3 n300paxeHneTo. Tyk Moxke Ja ce
M3T0J13Ba MOIXO/ISAII] OTIepaTop 3a rpaJueHT, KaTo onepaTopute Ha Sobel, Prewitt,
Roberts u T.H. unm omepaTopu 3a BTopa mpousBoaHa, oneparop Canny. Kato
aJTepHATUBA N300paXKEHUETO MOXKe J1a Oble 00padoTeHo 6e3 TpaHchopMalms B
CKaJjla Ha CUBOTO 4pe3 MpHjIaraHe Ha METOJ Ha U3XOJHO CIIMBAHE WM METOJ| Ha
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MHOTOMEPEH TPaJHeHT. 3a 1a c€ HaMepAT peasiHd PbOOBE B TIOBEUETO CIy4yau Ce
U3BBPIIBAT JOI'BIHUTEIIHU IEUCTBUS Clie] OTKPUBAHETO UM KaTO U3THHIBAHE U
CBBp3BaHe Nopajau (pammmBoTo UM cuynBaHe. Hakinonenure nunun (ppOoBe) ce
aHaJIM3upaT U ce HACTPOMBAT MPaBU BEPTUKAIHO MM XOPU3OHTAIHO CIOPE/T MO~
MasKkusg HakioH. Kopekiusita ce W3BBpIIBA Ype3 3aBbPTaHE HA HAKIOHEHHUTE
JIMHUU OKOJIO LEHTHhpPA B CpellaTa MEXJy KPUTHUYHUTE TOYKM Ha Kpauilata Ha
creHata. CTUIM3MPAHOTO U300pakeHHE Ha JaOMpUHTAa Cce ToJydaBa Ype3
HaJIMYue Ha KPUTUYHUTE TOUYKU U Mpe/IBapUTeIHa MH(OpMaLKs 3a IUPUHATA HA
CTEHUTE.

I.8-6

Karova M., Todorova G., Todorova M., Penev I., Nikolov V.. Research of
Algorithms for Communication Encryption, INTERNATIONAL JOURNAL OF
COMPUTERS AND COMMUNICATIONS, vol. 10, NAUN, 2016, pp. 30-36,
ISSN: 2074-1294 (http://www.naun.org/main/UPress/cc/2016/a122002-255.pdf)

Abstract:

An application for research of algorithms for cryptographic secure data
transmission by using the algorithms DES, TripleDES-128, TripleDES-192,
AES-128, AES-192 u AES-256 is developed in C#. It offers the user access to the
transmitted data via password. Testing of the application is carried out to ensure
trouble-free operation. The application is composed of two programs — server and
client. On the basis of the passphrase and the "salt" are derived a key and an
initialization vector to be used for decryption of the received data. Upon receipt
of a connection request from the client, the server starts a thread in which the
receiving and decryption of data is done. After completion of the exchange of
data, or after a period of idle time (15 seconds), the connection with the client is
closed. The example of Encrypted TCP server and the example of Encrypted TCP
client are done. The used resources and time required for encryption of groups of
files with different length are studied. A comparative analysis of the algorithms is
presented in 31 figures and corresponding conclusions are made.

Pesrome:

Ha C# e pa3paboTeHo mOpwioKeHUE 3a H3CIEBaHE Ha aJIFOPUTMH 32
Kpunrorpadcko 3alMTEHO MpeJaBaHe HAa JIaHHU C MOMOINTAa Ha aJITOPUTMUTE
DES, TripleDES-128, TripleDES-192, AES-128, AES-192 u AES-256. Toi
npejjiara Ha MOTpeOuTeNss JOCTHI J0 TMpeJaBaHUTE JaHHU dYpe3 IMapoia.
N3BbpIilIeHO € TeCTBaHE Ha MPUJIOKEHUETO, 3a Ja ce rapaHTupa 0e3mpodiemMHa
paboTa. Ilpunoxennero ce ChCTOM OT JBE MPOTPpaMH — ChbPBbPHA U KIIMEHTCKA.
Ha 6a3ara na maposiara u "conra" ce U3BIMYAT KJIFOY M MHUIIUATIM3UPAIL] BEKTOP,
KOWTO Jla C€ WU3Moi3BarT 3a jaemudpupaHe Ha TmoidydeHuTe mgaHHH. [lpu
MOJIy4aBaHe Ha 3asBKa 32 BPb3Ka OT KIIMEHTA, CbPBBPHT CTAPTUPA HUIILIKA, B KOSITO
Ce M3BBPIIIBA MOJydyaBaHeTo U Aemudpupaneto Ha gaHHU. Cren MpUKIIOYBaHe

23


http://www.naun.org/main/UPress/cc/2016/a122002-255.pdf

Ha oOMeHa Ha JJaHHU WK ciief repuo Ha 6e3aeiicTBue (15 cexyHnn), Bpb3KaTa
c kiueHTta ce 3arBapsa. llpumep 3a mmdpoBan TCP cbpBbp U mpumep 3a
mdpoad TCP kinueHt ca najnenu. M3cienaBaHu ca U3MOI3BAHUTE PECYPCH H
BpeMe, HEOOXO0IMMU 3a KPUIITHUPAHE Ha TPYNH OT (aijIoBe ¢ pa3iuyHa IbHKUHA.
Ha o6m1o 31 ¢urypu e npeiactaBeH CpaBHUTEICH aHAIIU3 HA alTOPUTMUTE U ca
HaINpaBeHU CHOTBETHUTE U3BOJIM.

I'.8-7

Karova M., Penev I., Todorova M., Bobev H., Kalcheva N. Graph Construction
Algorithm for finding the Shortest Path in a Maze, Proceedings of Papers, 51st
Scientific Conference on Information, Communication and Energy Systems and
Technologies, Faculty of Technical Sciences, Bitola, Macedonia, 2016, pp. 225-
228. ISBN: 978-9989-786-78-5, ISBN-10: 9989-786-78-X, ISBN-13: 978-9989-
786-78-5. (https://drive.google.com/file/d/1eJR-
LOt9xVQKaQWvuSapxDFzslgOtgdV/view)

Abstract:

The paper presents implementation of an algorithm for movement of a robot
from a start position to a final destination in a maze. The algorithm solves two
main problems: transformation of the maze into a graph and finding the shortest
path from an initial to a final position. The algorithm is implemented as a part of
an application, using already generated text image, obtained by a picture of the
maze from top. Walls (obstacles), empty spaces, starting position of the robot and
the final destination are marked on the image. The maze is presented as a bit set
to form a graph which vertexes are valid positions of the robot (i.e. the robot can
rotate without touching a wall). The algorithm finds the shortest path, marks
movement commands and saves them into a text file. The AlgoHris algorithm is
compared to three other algorithms: Backtracking, A* and Genetic Algorithm
GAPP. The most challenging problem in the implementation of the described
algorithm is proper presentation of mazes with large dimensions (e.g. 1600x1013
pixels). Such images have to be quickly transformed to a graph, considering the
limited memory and computing power in the selected robot platform. In the
implementation of the AlgoHris algorithm the maze is presented as a set of bits.
Each bit is a structure of elements with only 2 possible values: O (true) or 1 (false).
The experiments are carried out in two directions: 1)Comparing the times for
graph construction for mazes with various dimensions; 2)Comparing the
algorithm with three other algorithms, using the same dimensions (height and
width in pixels) of the maze.

Pe3rome:

B cratusta e mpencraBeHa peanmzanus Ha ajJrOPUTHM 3a JIBIDKCHHE Ha
poOOT OT HavaHa MO3UIUS 10 KpaifHa IeCTUHAIUS B JTAOUPUHT. AJNTOPUTHMBT
periaBa JBa OCHOBHHU TpoOiemMa: TpanchopMupaHe Ha JlabupuHTa B rpaduka u
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HAMUPaHE Ha HAW-KPaTKUA BT OT Ha4YaJIHa 0 KpaiiHa MO3ulus. AJTOPUTHMBT €
peanu3upaH KaTo 4acT OT NPUII0KEHHE, U3MO0I3BANKN BeUe TeHEPUPAHO TEKCTOBO
U300pakeHue, TOJIyYeHO OT CHUMKa Ha Jjabupunta otrope. CreHure
(npensiTCTBUSAITA), MPa3HUTE MPOCTPAHCTBA, HAayalHATA MO3UILIMS Ha podOoTa U
KpailHaTa JeCTHHAIMS ca OTOeNs3aHu Ha u300paxeHueTo. JlaOMpUHTHT e
IpecTaBeH KaTto OuT, HacTpoeH na (opmupa rpaduka, YMUTO BBPXOBE ca
BaJIMHU MO3UIIMK HA poOoTa (T.e. pOOOTHT MOXKE Jla ce BbPTH, 03 Ja IOKOCBa
CTeHa). AJITOPUTBMBT HaMHpa Hal-KpaTKHs BT, MapKupa KOMaHIUTE 3a
JBMKCHHE U TH 3alKCBa B TEKCTOB (aitn. AnroputbmbT AlgoHris ce cpaBHsiBa C
Tpu apyru ainroputbma: Backtracking, A* u Genetic Algorithm GAPP. Haii-
MPEIM3BUKATEIIHUAT MPOOJIeM MpU MPUIAraHeTO Ha OINUCAHUS AJITOPUTHM €
MPAaBIJIHOTO TPEACTaBsIHE Ha JAOMPUHTH C TOJEMH pa3Mepu (Hampumep
1600x1013 mukcena). TakuBa n3odpaxeHus TpsioBa Obp30 1a ce TpanchopMupar
B rpaduka, KaTo ce uMa MpeIBU/] OTpaHnYeHATa TaMeT U U3YHCIUTEIHA MOIITHOCT
B u30panara rargopma Ha podota. [1pu peanuzanusita Ha anropurbma AlgoHris
JaOUPUHTHT € MpeACTaBeH KaTo Habop oT O6uroBe. Beceku OUT € cTpykTypa OT
€JIeMEHTH caMO C 2 BB3MOXHH cToHOocTu: O (BsipHO) wmiau 1 (HEBSIPHO).
ExcriepuMenTuTe ce mpoBexaat B jBe Hacoku: 1)CpaBHsiBaHEe HAa BpeMeHaTa 3a
nocTposiBaHe Ha rpadu 3a JaOUPHUHTH C pa3auuHu pasmepH; 2)CpaBHsIBaHE Ha
QITOpUTHbMA C TPU JIPYTU AITOPUTHMA, KAaTO C€ M3IOJ3BAT CHIIUTE pazMepH
(BMCOYMHA Y IMPUHA B MUKCEIN) HA JTaOUpPUHTA.

I'.8-8

Penev |., Karova M., Todorova M., Exploration of the K Parameter in Hand-
Written Digit Recognition by K-Nearest Neighbor Algorithm, International
Journal of Control Systems and Robotics, vol. 1, 2016, pp. 158-161, ISSN: 2367-
8917. (http://www.iaras.org/iaras/filedownloads/ijcsr/2016/011-0022.pdf)

Abstract:

The paper presents the application of the k-nearest neighbor algorithm (kNN)
for recognition of handwritten digits from 0 to 9. Typically the images of the digits
are entered in some graphic format (e.g. BMP, JPG, PNG). The algorithm
processes the digits as sets of characters O and 1. The character “1” presents
availability of a pixel into the grey scale of the image, and the character “0”
presents the lack of a pixel. The emphasis is on the choice of the number of the
nearest neighbors (the k parameter), which has significant impact on the algorithm
performance. The main steps of the algorithm are described. The function for
distance calculation and the method for choosing a class of the recognized digit
are explained. Experimental results are presented. According to the results
recommendations for the choice of k are summarized. The aim is increasing the
performance of the kNN algorithm for the hand-written digit recognition problem,
regarding two criteria — percent of the correctly recognized input data and time
for recognition. The tests are carried out with 946 examples of images of digits
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from 0 to 9. The algorithm is run with a set of 946 digits for recognition. The tests
are performed with different values of the k parameter. The good recognition time
makes the algorithm proper to work in realtime systems, where large data sets
should be processed quickly (for example in robots and controllers).

Pe3rome:

CrartusTta npeacTaBsi IPUI0KEHUETO Ha AITOPUThMA Ha HA-OM3KUS ChCe]]
(kNN) 3a pasno3naBane Ha pbkomucHH Iudpu or 0 mo 9. OOUKHOBEHO
n300paxeHusITa Ha HU(PUTE ce BHBEXKIAT B HAKAKBB rpaduueH Gopmar (Hamp.
BMP, JPG, PNG). AnroputsMbT 00paboTBa mudpute Kato Habopu ot 3Hamm 0 u
l. 3HakpT “1” mnpencraBs HAIMYMETO HA IHKCEI B CHBaTa CKajlla Ha
M300paKEHHUETO, a 3HAKBT ‘0 MpeacTaBs JUICATA HA MUKCET. AKIIEHTHT € BbPXY
n300pa Ha Oposi Ha Hail-OyM3KkuTe cheenu (mapamersp k), KOUTO UMa 3HAYUTETHO
BIUSHUE BBPXY MPOU3BOAUTEIHOCTTA Ha anropuTbma. ONUCaHU ca OCHOBHUTE
CTBIIKM Ha ainroputbma. Pa3sicHena e pyHKIuATA 3a U3UKUCIISIBAHE HA PA3CTOSTHUE
U METOOBbT 3a M300p Ha Kiac Ha pasno3Harata uugpa. IlpencraBenu ca
eKCIIepUMEHTaIHU pe3yntaTu. Cropes pe3yaTaTuTe ca 0000IIeHH TPENOPBKU 3a
n36op Ha k. Ilenra e na ce mosuiu npousBoautenHoctra Ha KNN anroputrbma
Opy 3ajJadara 3a pa3lo3HaBaHE HAa PHKOIMCHU LHU(PU MO OTHOIICHHWE Ha JIBA
KpUTEpUsl — MPOLIEHT HAa IPABWJIHO PA3MIO3HATUTE BXOAHHU JIaHHU U BpEME 3a
pasno3HaBaHe. TecrtoBere ce mpoBexaaT ¢ 946 mpumepa Ha HU300pakeHHsS Ha
uuppu or 0 10 9. ANropuTHMBT C€ M3MNBIHABA ¢ Habop orT 946 uudpu 3a
pasno3HaBaHe. TecToBeTe ce MPOBEXKAAT C pa3IMuyHU CTOMHOCTH HA MapaMeThbpa
k. [lo6poTo BpeMe 3a pa3no3HaBaHE MpPaBU AITOPUTHMA MOIAXOJAIN 32 padoTa B
CUCTEMH B pEallHO BpeMe, KBJAETO rojieMd Habopu OT JaHHH TpsOBa na ce
00paboTBat OBp30 (HampuMep Mpu PoOOTH U KOHTPOJIEPH).

I'.8-9

Genchev P., Karova M., Analysis of some issues in risk assessment for
information security., Computer Science and Technologies, TU-Varna, 2019,
Vol. 1, p.p. 62-70, ISSN: 1312-3335. (http://csejournal.cs.tu-
varna.bg/cse_journal_2019.pdf)

Abstract:

In the modern world, the importance of information security is growing. This
IS why many organizations are building information security management
systems. The basis of these systems is risk management. This article discusses
some issues related to risk assessment in building information security
management systems. An attempt has been made to summarize and unify
problems and to clarify the causes of these issues. A more detailed analysis of
some of the problems has been made and tasks have been formulated to eliminate
or to reduce the cause is impact of the causes of the problems. The problems with
risk assessment methods, problems related to subjective factor, missed or
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undervalued sources of risk and organizational problems are discussed. The
problems associated with risk assessment methods, reduce the gaps and
underestimate the sources of risk.

Pesrome:

B cBBpeMeHHHs CBST 3HAUEHUETO Ha WH(POPMALMOHHATA CUTYpPHOCT
HapacTBa. ETO 3a1110 MHOr0 OpraHu3anuy U3rpaxaar CUCTEMH 3a YIPABJICHUE Ha
nH(pOpMalMOHHAaTa CUTYpHOCT. OCHOBaTa Ha TE€3HM CUCTEMH € YIIPaBJICHHETO Ha
pucka. Ta3u cratus oOChkAa HIKOM BBIIPOCH, CBHP3aHU C OLIEHKATa Ha pHCKa
OpU  U3TPAKIAHETO HAa CHUCTEMH 3a YIpaBieHHe Ha HH(pOpMalroHHaTa
curypHoct. Hampasen e onut 3a 06001aBane u yHuduupane Ha IpoOIeMuTe u
M3SICHSABaHE Ha MPUUYMHUTE 3a TsaX. Ha Hikou oT mpobieMuTe € HampaBeH Io-
JeTaiiNieH aHAMU3 U ca (popMyIHpaHu 3a1auul 32 OTCTPaHSBAHE WU HaMaJsiBaHE
Ha MpUYMHATA € BB3JICWCTBUETO HA MPUYMHHUTE 3a mpobnemute. OOCHKIAT ce
npo0JIeMHU ¢ METOJIUTE 3a OLIEHKA Ha pUCKa, TPOOJIEMH, CBbP3aHU ChC CYyOEKTHBEH
(akTop, MpoNycHaTH WX MOALCHEHW U3TOYHHUIM Ha PUCK U OpraHU3allMOHHU
npo6siemu. [IpobieMure, CBbp3aHU C METOAMTE 3a OLIEHKA HAa pUCKA, HaMaJsiBaT
IOPONYCKUTE U MOJLEHABAT U3TOUHUIIUTE HA PUCK.

I'.8-10

Karova M., Desktop Information System for Employee Management, Proceeding
of XIX INTERNATIONAL SCIENTIFIC CONGRESS MACHINES,
TECHNOLOGIES, MATERIALS 2022, vol. 4, 07-10.09.2022, pp. 290-293,
VARNA, BULGARIA, PUBLISHER: SCIENTIFIC TECHNICAL UNION OF
MECHANICAL ENGINEERING, INDUSTRY-4.0 ISSN 2535-0021 (Print),
ISSN 2535-003X (Online). (https://stumejournals.com/journals/mtm/2022/9/318)

Abstract:

The report presents a developed Desktop Information System for Employee
Management. The system includes database development and encryption using a
special algorithm to create an encryption key. The main goal of the development
is to provide two types of protection: at the entrance to the system and in the
transmission and data storage.

The system must include the following safeguards: 1) Control of access to
the system Dby filling in the personal identification number and password,
individual for each employee; 2) Control over the number of failed login attempts;
3) Ensuring the possibility of secure communication between the application and
the server; 4) Ensuring an input data protection through irreversible encryption of
the password with a specially created system key and measures against SQL
injections. The system includes four access levels: Employees, Executives or
Managers, Directors and Administrators.

The information system provides the following functionalities, depending on
the access levels: entering tasks, registering users, entering priorities for tasks,
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entering the status of tasks, reviewing entered tasks, editing tasks and their status,
deleting tasks, reviewing , add, edit and delete all users in the system; and others.

The database consists of five tables: Employees, Tasks, Task Priorities,
Task_States and Task_Archive.

The encryption algorithm is based on the PBKDF2 (Password-Based Key
Derivation Function 2) function with 10000 iterations. The unique key is
generated when a new user is registered in the system. It is formed from the
current date and the time of registration in seconds and the last three digits of the
EGN in reverse order. The date is a fractional number and the whole part is
divided by the fractional part. The key is recorded in the database as a "unique
identification key" to the respective user.

Pe3ome:

JloknaabsT mpencTaBs pa3pabOTeHa HACTOHA MH(POpPMAalMOHHA CHUCTEMA 3a

ympaBiieHHe Ha ciykutenure. Cuctemara BKIIOYBa pa3paboTBaHe Ha 0a3za JaHHU
U KPUIITHPAHE C MOMOIITA Ha CIENHAIEH AITOPUTHM 3a Ch3JaBaHE HA KIIOY 32
kpuntupade. OCHOBHATa 11eJ1 Ha pa3padoTKaTa € JjJa OCUTYpH JiBa BHUJIA 3allUTA:
Ha BXOJla Ha CUCTeMara U IpH MPeIaBaHE U ChbXPAHEHUE HA JJAHHU.
Cucremara TpsiOBa Ja BKIJItOUBa cienuute rapaniuu: 1) Kontpon Ha goctwia g0
cucremara upe3 nonwiBaHe Ha EI'H u mapona, WMHIMBUAYyallHM 3a BCEKH
cayxuten; 2) KoHTpon BbpXy Opos HEYCHNENIHW ONWUTH 3a BiU3aHe; 3)
OcurypsiBane Ha Bb3MO>KHOCT 3a CUTYpHa KOMYHUKAIUSI MEXKYy TPUIOKEHUETO
U cbpBbpa; 4) OcurypsiBaHe Ha 3alIUTa Ha BXOJHUTE JAHHU 4Ype3 HEoOpaTUMO
KpUIITUpPAHE Ha MapoJlaTa ChC CIECHHUATHO Ch3/aJIEH CUCTEMEH KJIIOY MU MEpPKH
cpemy SQL wHxekuun. CucTeMara BKJIOYBA YETUPU HHUBA HA JOCTBIIL:
CILYKUTEJH, PbKOBOAUTENIN UIN MEHUIKbPH, TUPEKTOPH U aIMUHUACTPATOPH.

NudopmanmonHaTa cucremMa npefocTaBsi CIEIHUTE (PYHKIMOHAIHOCTH, B
3aBUCHUMOCT OT HHMBaTa Ha JOCTBI: BBBEKJAHE HA 3aJayd, PETUCTpUpAHE Ha
NOTPEeOUTENH, BHBEXK/IAHE HA MPUOPUTETH 3a 3a]a4M, BbBEKJIAaHE Ha CTATyC Ha
3a/1a4i, Mperje/] Ha BbBEJICHU 3aJ]auH, peIaKTUPaHE Ha 3ala4ukl U TEXHHUS CTaTyC,
U3TPUBAHE Ha 3aJlayM, Tperjiel], J00aBsHe, peJaKTUpaHe U H3TPUNTE BCUYKH
NOTPEOUTENH B CHCTEMATa; U JIPYTH.

bazara pamnm ce cwhcrom ot mer Tabmuiu: Employees, Tasks,
Task_Priorities, Task States u Task Archive.

AJTOpUTBMBT 3a KpUNTUpaHe ce ocHoBaBa Ha (ynkiusta PBKDF2
(byHkIUs 32 U3BIMYaHE HA KiItOY, Oa3upaHa Ha maposa 2) ¢ 10 000 urepanuu.
VYHUKQJIHUST KIIOY Ce TeHepupa NpHU PErucTpupaHe Ha HOB MOTpeOUTen B
cuctemata. opmupa ce OT TeKylllaTa JaTa U 4ac Ha PErucTpalus B CEKYHIU U
nocienuute Tpu uudpu Ha EI'H B oOparen pen. lataTta e 1poOHO YKCIIO U 1s1aTa
4acT € pazjerneHa Ha ApoOHaTa yacT. KioubT ce 3amucBa B 0a3ara JaHHU KaTo
"yHUKaJeH UACHTU(UKAIIMOHEH KIII04U'" 32 ChOTBETHHS TOTPEOUTEI.
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I.8-11

Todorov D., Zheynov Zh., Valchanov H., Karova M., Penev 1., Investigation of
the influence of a template matrix on the embedding of information in an image,
Annual Journal of Technical University of Varna, vol, 5, No 2 (2021), Technical
University of Varna, pp. 140-145, 2021, ISSN: 2603-316X. (https:/aj-
tuv.org/index.php/ajtuv/article/view/234/88)

Abstract:

Steganography is a modern approach to protect classified data against
malicious attacks and misuse. Presented, accordingly, in this paper is a novel
method for steganographic embedding of information. A template matrix is used
for screening the original message embedded in an image. The efficiency of the
steganographic embedding depends on the length of the message. The particular
dependency is, therefore, the primary focus of the proposed work. Stego images
or processed images are rela-tively small in size and are suitable for use in
transporting messages in a communication environment. The processing times are
within normal limits, but they are also highly dependent on the characteristics of
the hardware host system. It can be seen that the retrieval time is less than the
embedding time of the message, although the two operations are rather reversible
and it is assumed that they are likely to have identical execution time in view of
the fact that the use of the template is dependent on the length of the message,
which is used in the retrieval, and practically everything outside it is ignored. The
end results of the experiment were extremely satisfactory with the percentage of
successfully retrieved messages being more than 90%, and the size of the
processed images with embedded messages being fully acceptable and capable of
being used in a communication environment.

Pesrome:

Creranorpadusra € MoJIepeH MOJIX0/1 3a 3allUTa Ha KJIacu(UIIUpaHU TaHHH
Cpelly 3JIOHaMEpeHU aTaku W 3joynorpeda. ChbOTBETHO B Ta3W CTaTHS €
IpelCcTaBeH HOB METOJ 3a cTeraHorpadcko BrpaxkjaaHe Ha HHGOpMAIIHS.
N3non3Ba ce mabiioHHa MaTpuIla 3a eKpaHUpPaHe Ha OPUTHHAIHOTO ChOOIIICHHE,
BrpajiecHo B m3oOpakeHue. EdekTuBHOCTTa Ha cTeraHorpad)CKOTO Brpa)aaHe
3aBUCH OT Jb/DKMHAaTa Ha choOmenuero. CremoBaTenTHO KOHKpETHATa
3aBUCHUMOCT € OCHOBHHUAT (OKyc Ha mpemioxkeHata pabdora. Crero
n300pakeHusaTa Uil 00pabOTEHUTE M300paKEHUsSI ca OTHOCUTEIHO MAJKU IO
pasMep M ca TOJIXOISAIIN 3a M3ITOJI3BaHe IIPH TPAHCIIOPTUPAHE HA CHOOIICHHS B
KOMYHHKAIIMOHHA cpeia. Bpemenara 3a 00paboTka ca B HOpMaJIHU IpaHULIU, HO
CBIIIO TaKa CHJTHO 3aBHCAT OT XapaKTEPUCTHKUTE Ha XapyepHAaTa XOCT CUCTEMA.
Moske na ce BUAM, Y€ BPEMETO 3a M3BIMYAaHE € IMO-MaJKO OT BPEMETO 3a
BrpaKJaHe Ha CHOOIIEHUETO, BBIPEKH Y€ JBETE OMNEpalMH ca I0-CKOPO
oOpaTuMu W Ce€ TpeJroyiara, 4€ € BEpOSTHO Ja MMaT UACHTHYHO BpeMe 3a
W3MBJIHEHUE C OrJie] Ha (aKTa, Y€ M3I0JI3BAHETO Ha Ma0JI0Ha € B 3aBUCUMOCT OT
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IBbJDKAHATA Ha CHhOOLIEHUETO, KOETO C€ H3M0JI3Ba NPHU HU3BIMYAHETO, MU
IPaKTUYECKH BCUYKO WM3BBbH HEro ce urHopupa. Kpaiinure pesynratd ot
€KCIIEpUMEHTA Ca U3KIIIOUUTEITHO 33JJ0BOJIMTEITHHU, KaTO MPOILIEHTHT Ha YCIEUTHO
u3BJIeueHUTE choOIIeHus € Haa 90%, a pa3MepbT Ha 00paOOTEHUTE N300PAKEHHUS
C BrpaJicHU CHOOIIECHMUS € HAIBJIHO MPUEMJIMB W TOJEH 3a H3I0JI3BaHE B
KOMYHHUKAaIIMOHHA CpeJia.

I.8-12

Kevnos K., Kapoa M., IlpunoxkeHue Ha TEHETHYEH aJITOPUTBM IIPU
MOJIETUpaHEe Ha ONTHUYHO Tojie, MexXayHapoaHa HAay4YHO-TIPaKTHYECKa
KoH(pepeHus ,,MaremMaTukara KaTo IpuioKHa U pyHIaMeHTanHa Hayka”. 1Y -
Bapna, 2015,  ¢.178-185. ISBN  978-954-21-0860-3,  uHn(.caiit
http: //C0nference ue-varna.bg/math/bg/srokove.html, yOJTMKAIHS:
https://drive.google.com/drive/folders/1536GGj9vvT2dHZMoBmTM_SJX8r U
6AsI

Abstract:

The paper presents an application of a Genetic Algorithm (GA) to find the
amplitude-phase distribution of an optical field at the open end of a multimode
stepped optical fiber to produce a specified far-zone radiation field. The Genetic
algorithm (GA) is applied as an optimization method for the synthesis of the
aperture amplitude-phase distribution. The characteristic of the considered
electrodynamic problem is the large number presence of parameters, which can
be discrete, continuous, or both. The parameters are subject to implementation
restrictions. In the GA program implementation, the chromosomes represent a
one-dimensional array of P number of 32-bit genes, where P is the number of
propagating modes. The initial amplitude and initial phase for each mode are
coded in the gene, and the amplitudes and phases of the modes are represented by
16 bits each. An appropriate objective function is chosen depending on the total
normalized field amplitude and the set field amplitude at a point number. The
better chromosome has a smaller objective function. Genetic operators are
applied, and the selection is important for faster convergence of the algorithm.
The time to obtain a satisfactory solution of the considered problem is
proportional to the number of analyzed modes and weakly depends on the number
of considered points. The values of crossover and mutation coefficients have a
weak influence on the final result.

Pe3rome:

JloknaabT mpeAcTaBs eaHO npuiioxkeHue Ha ['enetuder anroputsM (I'A) 3a
HaMHUpaHE Ha aMIUTUTYIHO-(Pa30BO pa3npeeieHue Ha ONTUYHO T0JIE B OTBOPEH
Kpail HA MHOTOMO/IOBO CTHIIAJIHO ONTUYHO BJIAKHO 32 Ch3J]aBaHE HA OMPEACIICHO
I0JI€ HA U3JIbYBAHE B AajsieuHaTa 30Ha. [ eHeTnunust anroputshM (I'A) ce mpunara
KaTo METOJI 3a ONTHUMHU3AIUS Ha CHHTE3a Ha anepTypPHOTO aMIUTUTYIHO-(ha30BO
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pasmpeneneHre. XapakTepHO 3a pasriiekJaHaTa eJIeKTpOJAMHAMUYHA 33j7ada €
HAIMYUETO Ha TOJsSIM Opod mapameTpw, KOMTO MoraT Ja ObJaT JUCKPETHH,
HEeTNPEeKbCHATH WJIH JBaTa BUJa. BrpXy mapaMeTpuTe ca HaJIOKCHH OTPaHUYCHUS,
CBBp3aHu ¢ peanusanusara. [Ipu mporpamuara peanmusanus Ha ['A xpomo3omuTe
IpeACTaBisABaT eqHOMEpeH MacuB oT P Ha Opoit 32-6uToBu reHu, kato P e 6pos
Ha pa3npocTpaHsBamuTe ce Moau. Hauannara ammmuTyna v HavanHarta ¢asa 3a
BCsIKA €JIHAa MOJIa C€ KOJUpaT B Te€HA KAaTO aMIUTUTYIUTE U (Da3uTe Ha MOJTUTE CE
npeacTaBsT ¢ mo 16 6ura. 36pana e moaxosimia meneBa GyHKINs, 3aBUCEIIa OT
CyMapHaTa HOpPMHpaHa aMIUIMTyJa Ha TOJIETO M 3a/JajeHaTa aMIUTUTyJa Ha
MOJIETO B TOYKa c ompenerneH Homep. [lo-moOpara xpomo3zoma MMa Mmo-Maika
neneBa GyHkuus. [IpunoxeHn ca reHeTHYHU ONepaToOpH, KaTo CENIEeKIUsITa UMa
BOXHO 3HAYEHHE 3a TMO0-Obp3a CXOIMMOCT Ha alropuTeMa. Bpemero 3a
MoJlyuaBaHe Ha 3aJOBOJIMTENTHO pEIIeHWE Ha pasrjiexaaHaTa 3ajada e
MIPOMOPIIMOHAIHO HA OpOsl HA aHAJTM3UPAHUTE MOJU U CJ1ad0 3aBUCH OT Opos Ha
pasriexnanure Toukd. Criabo BIMSHME Ha KpaWHUA pe3ysiTaT OKa3Bar
CTOMHOCTUTE HA KOS(UIIMEHTUTE Ha KPBCTOCBAHE U MYTallHsl.

I'.8-13

Todorov D., Karova M., Appropriate Conversion of Machine Learning Data,
Annual Journal of Technical University of Varna, Vol. 6, No 2, 2022, ISSN 2603-
316X (https://aj-tuv.org/index.php/ajtuv/article/view/262/97)

Abstract:

Data is an important part of computer technology and, as such, explains the
strong dependence of machine learning algorithms on it. The data can be
categorized into four main types: Numeric data, Categorized data, Time interval
data and Text. The secret keys from the synchronous encryption algorithms AES,
DES, TripleDES and RC2 are used as input data. The aim is to achieve recognition
of the type of encryption algorithm of a secret key from machine learning
algorithms. The second task is to determine the environment in which the data
will exist during the implementation of the algorithm. It must be consistent with
the data, in symbiosis with it and create sufficient contrast to the representation of
the different data units. This contrast is of crucial importance for the learning
machine learning algorithms. The term homogeneous environment is widespread
in many fields of science. It can be determined that a homogeneous environment
IS an environment in which the data and their environment are presented with the
same type, size and number of symbols of equal total length. The clearly defined
individual data unit differences lead to more accurate operation of algorithms. The
operation of any corresponding algorithm is directly dependent on the type of data
and the proper data representation increases the productivity of these algorithms.
Advanced in the present article is an algorithm for data pre-processing in a form
that is most suitable for machine learning algorithms, with cryptographic secret
keys being used as input data. The experimental results were satisfactory, and with
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the utilization of secret keys with significant differences, the recognition obtained
Is about 100%.

Pe3rome:

JlaHHMTE ca BaKHA 4YacT OT KOMIIOTbPHAaTa TEXHOJOIMS M KaTro TaKUBa
0OsICHSIBAT CHJIHATA 3aBUCHMOCT Ha aJITOPUTMUTE 3a MAIIMHHO O0Y4YEHHE OT TX.
JlanHute MoraT Ja ObJaT KaTeropu3MpaHd B YETHPU OCHOBHM THUIA: YUCIIOBU
JaHHW, KaTerOpU3WpaHU IaHHM, JTAHHU 32 BpPEMEBH HMHTEpBaid M TekcT. Kato
BXOJIHM JIaHHU C€ WU3I0JI3BaT CEKPETHUTE KIIOYOBE OT aIrOPUTMHUTE 3a
cunxponno kpuntupane AES, DES, TripleDES u RC2. Ilenta e na ce mocturue
pas3no3HaBaHe Ha THUIA AITOPUTHM 32 KPUIITHPAHE Ha Ta€H KIIIOY OT aJTOPUTMHUTE
3a MamMHHO 00y4yeHue. BropaTa 3amada e 1a ce onpenenu cpeaaTta, B KOSTO II1e
CBHILIECTBYBAT JAHHHUTE 10 BpeMe Ha U3IIBIHCHUETO Ha anroputhma. Ts TpsOBa ga
ObJie B CHOTBETCTBHE C JJAHHUTE, B CUMOMO03a C TAX U Ja Ch3/1aBa JIOCTATHUYCH
KOHTPACT C MPEACTABSIHETO HAa PAa3IMYHUTE €AMHULIN JaHHU. TO3M KOHTPACT € OT
pelaBalo 3Hau€HUE 3a aIrOPUTMUTE 3a OOydyeHHE Ha MallnHaTa. TepMUHBT
XOMOT€HHA Cpe/ia € LIMPOKO Pa3mpOCTPaHEH B MHOTO 00J1aCTH Ha HaykaTa. Moxke
7la ce OIpesieiu, Y€ XOMOI'€HHA CpeJia € Cpeia, B KOSITO JAHHUTE U TAXHATa cpejia
ca IMpEACTaBeHU C €AHAKbB THUII, pa3Mep U Opoil CHMMBOIM C €JHaKBa oOuia
IbJDKUHA. SICHO Ae(pUHUpPAaHUTE Pa3IuKU B OTACIHUTE €IMHULU JAHHU BOJST J10
Mo-To4Ha paboTa Ha anroputMmute. PaboTara Ha BCEKHM CHOTBETEH aJrOPUTHM
3aBHCH MPSKO OT TUMNA HA JAHHUTE W MPABWJIHOTO TMPEICTaBsHE Ha JaHHUTE,
KOETO yBeIrWYaBa MPOW3BOAUTEIHOCTTAa HA TE€3W alrOpUTMH. PasmupeH u
moJ00peH B HACTOAIIATA CTATUsI € aJITOPUTHM 3a MpeBapUTeIHa 00paboTKa Ha
JaHHU BBB (opma, KOSITO € HaW-MOAXOIAIa 3a alTOPUTMH 33 MAaIlTUHHO
oOydeHHe, KaTo KpUNTOIpa(CKUTE CEKPETHH KIIIOYOBE CE€ M3IO0JI3BAT KaTo
BXOJHU JNaHHU. EKcriepuMeHTamHuTe pe3ynraTi ca J00pH U MpU H3MOJI3BAHETO

Ha CEKPETHU KJIIOUOBE ChC 3HAYMTEITHH Pa3JIMKH, MOJYyYCHOTO pas3lo3HaBaHE €
okoJio 100%.

I'.8-14

I'enueB II., KapoBa M., OueHka Ha pucka B CHUCTEMHU 3a YIpaBJICHHE Ha
CUTYPHOCTTA Ha HH(OpMaIHATA — CHITHOCT U HACOKH, cTl. KOMIIIOTBpHH HayKH U
texHonoruu, TY-Bapua, 2018, O6p. 2, pp. 96-104, ISSN: 1312-3335,
(http://csejournal.cs.tu-varna.bg/cse journal 2 2018.pdf)

Abstract:

In the modern world, the importance of information security is increasing
more and more. This is why many organizations are building information security
management systems. At the heart of these systems is the risk management. This
article examines the main requirements of 1SO standards in this area. The main
attention is paid to the requirements for information security risk assessment
activities. The material describes some of the problems associated with these
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activities and described in cited articles on information security topics. The major
emphasis is placed on risk identification, risk analysis, risk assessment, risk
treatment, risk acceptance, risk communication and discussion, risk monitoring
and review, risk assessment. The problems in risk assessment are shown: 1) lack
of information on specific implementations; 2) campaignability; 3) uncertainty;
4) efficiency; 5) superficiality; 6) wrong choice; 7) multivariate; 8) complexity;
9) Subjectivity; 10) collection and processing of data. Conclusions related to
overcoming these problems and increasing the effectiveness of risk assessment
for information security have been made.

Pesome:

B cpBpemMeHHUS CBAT BCe MOBEYE HAPACTBA 3HAYCHUETO HA CUTYPHOCTTA Ha
nHpopManusaTa. ToBa e MpuYMHA MHOTO OPTaHU3AINH J]a U3TPAXKAAT CUCTEMH 32
yIpaBlieHUE Ha CUTYPHOCTTa Ha nH(popmanuara. B ocHoBaTa Ha Te3u cucTeMu €
3aJI0’)KEHO yNpaBlieHWE Ha pucka. B Ta3u craTus ca pasriiejaHd OCHOBHUTE
u3nuckBaHus Ha crta”papture Ha ISO B Tasu cdepa. OCHOBHO BHUMAHHUE €
OTJICJICHO Ha U3MCKBAaHUATA KbM JEHHOCTUTE IO OLIEHKA HAa PUCKA 32 CUTYPHOCTTA
Ha uH@opMmanusaTa. B MaTepuana ca onucanu HIKOU MpoOJeMu, CBbP3aHU C TE€3U
JEMHOCTH M ONMCAHM B LUTHUPAHU CTATUM IO TEMHU 3a CHUTYpHOCTTAa Ha
nHpopManusaTa. OCHOBEH aKIIEHT € MIOCTaBEH BbpPXY UAECHTU(DUIIUPAHE HA PUCKA,
aHaJW3 Ha PHUCKa, MpEIeHsIBaHe Ha PUCKA, TPETUpaHEe Ha PUCKa, MPHEMaHe Ha
pHUcKa, chboOIIaBaHEe U OOCHKIaHE HA PUCKA, MOHUTOPUHT U MpETJe/ Ha PUCKa,
olleHsBaHe Ha pucka. [lokasanu ca mpoOaeMHUTe MpH OIIEHKA HA pucKa: |)mumncea
uHpOpMAIIHS 32 KOHKPETHU PeaTu3alliy; 2) KaMIaHUWHOCT; 3) HECUTYpHOCT; 4)
e(PEKTUBHOCT; 5) MOBBPXHOCTHOCT; ) TpelieH U300p; 7) MHOTOBAPHAHTHOCT; 8)
cinoxroct; 9) CyoOekruBHoct; 10) ChbOupane u 00paboTBaHEe Ha JIaHHHU.
HampaBenn ca wu3BOAM, CBBP3aHU C TPEOAOJSIBAHE HA TE3W MPOOJIEeMU H
NOBHILIABaHE HA €(EeKTUBHOCTTA Ha OIIEHKaTa Ha pUCKa 3a MH(OpMalOHHATa
CUTYPHOCT.

I'.8-15

Penev I., Karova M., Todorova M., On the optimum choice of the K Parameter in
Hand-Written Digit Recognition by KNN in comparison to SVM,
INTERNATIONAL JOURNAL OF NEURAL NETWORKS and ADVANCED
APPLICATIONS, vol. 3, NAUN, pp. 47-52, 2016, ISSN: 2313-0563.
(http://www.naun.org/main/NAUN/neural/2016/a162016-082.pdf)

Abstract:

The paper concerns the application of two machine learning algorithms — k-
nearest neighbor (KNN) and support vector machines (SVM) for solving the
problem of hand-written digit recognition. The main goal of the work is to derive
recommendations for the choice of the k parameter in kNN (number of the nearest
neighbors) so that the performance of KNN to be the near (or even better than) the
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performance of SVM — one of the most power machine learning known
algorithms. The kNN distance function as well as the method for choosing a class
of the recognized digit are explained. The presented experimental results show
comparison of the KNN performance to SVM, regarding two criteria — percent of
the correctly recognized digit images and run time for recognition. As a final result
recommendations for the choice of the k value are summarized.

Pe3ome:

JIOKJIagbT ce OTHACs 0 MPHUJIOKEHUETO Ha JIBa aNTOpPUThMa 32 MAIIUHHO
oOydeHwne — anroputbMa Ha Hail-0mu3kust cween (KNN) u Support Vector Mashine
(SVM) 3a pemaBane Ha mpoOjema C pa3lO3HABAHETO HA PBKOMUCHU LUDpH.
OcHoBHata 1en Ha paboTaTa € Ja ce Hu3BemaT NpPernopbkKH 3a u30opa Ha
napamerbpa K B kNN (Opos Ha Hail-OJIM3KHTE CBhCEOHM), Taka dYe
npousBoautenHoctra Ha kNN na Obae Onuszka (Mam nopu mo-modpa oT)
POU3BOAUTENHOCTTa Ha SVM — eAuH OT MOBEYETO MO3HATH AITOPUTMHU 3a
MamuHHO 0o0ydeHue. OOscHeHa e (yHKuMsITa 3a pazcrosHue kNN, kakto u
METONBT 3a u300p Ha KjIac Ha pazno3Harata Iwmdpa. IlpencraBenure
EKCIIEpUMEHTAJTHU PE3yJITaTh MOKa3BaT CpaBHEHHE HA MPOU3BOJAUTEIIHOCTTA HA
kNN crpsimo SVM, 1o oTHOIIEHHE Ha JBa KPUTEPHUS — MPOLIEHT HA MPABUIIHO
pasno3HatuTe HuppoBU U300paKeHUS U Bpeme 3a pasno3HaBaHe. Kato kpaen
pe3ynTaT ca 0000IIeHN IPeopbKH 3a U300p Ha cToMHOCTTA Ha K.

I'.8-16

Genchev P., Mileva-Karova M., Determining the period for information security
risk checks, Proceedings of International Scientific Conference CONFSEC 2021,
pp.60-63, ISSN  2603-2945  (Print), ISSN  2603-2953  (Webh).
(https://confsec.eu/sbornik/2021.pdf)

Abstract:

Risk assessments are not a one-off action, but there are no formal guidelines
on when and how often a risk assessment should be carried out. Changing factors
affect the risk assessment parameters. The strongest influence of these changes is
the probabil ity of an accident. The article describes the main parameters of a
model that is built on the basis of an asset and the incident scenarios defined for
it. An analysis of the changes in the probability of an accident has been made.
Dependencies are derived to determine the appropr iate periods for checking the
risk factors. These periods must ensure an acceptable level of risk, which is within
acceptable levels for the organization.

Pe3ome:

OleHKHMTE Ha pUCKA HE ca €IHOKPATHO JIEUCTBHE, HO HsIMa OQUIIMAIHU
yKa3aHusi KOora M KOJIKO YeCTO TpsiOBa Ja ce M3BBHPIIBA OIICHKA HAa PHCKA.
[IpomensimuTe ce pakTopu BIUSAST BBPXY MapaMETPUTE 3a OIICHKA HA PUCKA.
Haii-cunHoTo BiIusHUE Ha T€3W MPOMEHHU € BEPOSITHOCTTA OT UHITMICHT. CTaTusiTa

34



OIIMCBAa OCHOBHUTC IMapaMCTpHU Ha MOZICII, KOWTO € H3rpaJcH Ha 0aszara Ha aKTHUB
N COCHAPHUHUTC HAa HWHIHUACHTH, I[G(I)I/IHI/IpaHI/I 3a HCTO. HanpaBeH € a”HaJIu3 Ha
IMPOMCHUTC BBB BCPOATHOCTTA OT 3JIOIIOJIYKA. HSBCI{CHI/I ca 3aBUCHUMOCTH, 3a Ja
CC ONpCACILAT IMOAXOAIMUTC IICPUOAN 3a IIPOBCPKA HA pPUCKOBUTC q)aKTOpI/I. Te3u
nepnoan TpiI6Ba Ja rapanTupar NpucMJINBO HUBO HAa PHUCK, KOCTO € B paMKHUTC Ha
AOIIYCTUMHTC HHMBA 3a OpraHHU3alusATa.

I.8-17

Karova M. , Avramova N., Penev I., Petkova J. Management of Software Project
using Genetic Algorithm, Procedings of ICEST 2012, pp.403-406, 28-30 June,
2012, Veliko Tarnovo, Bulgaria, ISBN: 978-619-167-002-4,
(http://www.icestconf.org/wp-

content/uploads/2016/proceedings/icest 2012 02.pdf, http://rcvt.tu-
sofia.bg/ICEST2012 2 32.pdf)

Abstract:

This paper presents a heuristic method — genetic algorithm to solve the
Project Management Problem. The problem is complex, NP complete. The
objectives are to minimize the project duration and to minimize the project cost.
The constraints are that each task must be performed by at least one person and
every person must have a set of knowledge. The algorithm must define the degree
of dedication of each employee. IGAPM (Implementation Genetic Algorithm for
ProjectManagement) is a part of a group planning algorithms and it is defined as
a tool for planning projects (in particular, and software projects). The application
provides the ability to manage projects so that project will be completed at - short
term and / or minimal cost and with minimal overlapping activities. IGAPM
provides: an interface enabling the user to implementation of projects and their
saving in format XML; GA management through its basic and additional
parameters to obtain the optimal solution for each run of the GA (the decision to
submit via charts) and removal of most — good fitness function. The Genetic
Algorithm (IGAPM) proposes a binary chromosome encoding, single crossover,
two types of selection and flip-bit mutation.

It analyzes and evaluates the Genetic Algorithm, changing the following
parameters: number of generations, number of chromosomes in the population,
crossover and mutation probability, type of selection and improvement of the
initial population. For a finite number starts with a constant configuration of
genetic parameters and genetic operators, the variations of the values of fitness
function are relatively constant. The analysis is based on the different number of
GA generations. The experiments were performed with common parameters:
number of chromosomes in the population = 10, crossover rate Pc = 0.65,
mutation rate Pm = 0.55, weight of the critical path ucr = 0.95, weight cost ucost
= 0.15 and weight of overlapping activities upr = 0.5. Additional parameter is the
type of selection - by rank. The fitness function finds its optimal solution for a
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small number of generations and their further increase is not necessary. The role
of mutation or other factors is important in order to escape the algorithm from
local minimum.

Pe3rome:

JIOKIagbT MpENCTaBs EBPUCTUYEH METOJ — TEHETHYEH allrOPUTBM 3a
peniaBaHe Ha rpo0JjemMa 3a yrpaBieHue Ha MpoekTu. [Ipo0iaemMbT e KoMIUIeKCeH,
NP-complete. Ilenute ca ma ce cBeae 0 MUHUMYM IPOAB/DKHTEITHOCTTA Ha
MPOEKTA U JIa C€ CBEJIAT 10 MUHUMYM Pa3XoJuTe Mo mpoekta. OrpaHnveHusiTa ca,
Ye BCSKA 3a/1aua TpsIOBa Ja ¢ M3MBJIHSABA OT MIOHE €IMH YOBEK U BCEKH TPsIOBa 1a
uMa HaOOp OT 3HaHUA. AJTOPUTBMBT TpsiOBa 1@ OMpeAeiTn CTEINeHTa Ha
otnaaeHocT Ha Bceku ciyxurel. [IGAPM (Implementation Genetic Algorithm for
Project Management) e 4acT oT rpyloBH aqrOpUTMH 32 IUTAHUPAHE U CE OTIPEICTIs
KaTO WMHCTPYMEHT 3a IUJIaHUpPaHE Ha MPOEKTH (MO-CIeIUaTHO U COPTyepHHU
npoekTH). [IpunoxkeHnero npeaocTaBsi Bb3MOKHOCT 32 YIPABICHUE HA MTPOEKTH,
Taka 4e MPOEKTHT Ja ObJie 3aBbPIIICH B - KPATHK CPOK U/ MUHUMAITHU Pa3XOIu
¥ C MUHUMAJTHO TIpUoKpuBaHe Ha neitHoct. IGAPM npenoctass: 1)untepodeiic,
MO3BOJISIBAI HA MOTPEOUTENST U3MBJIHEHUE HA MPOEKTH M 3allCBAHETO UM BbHB
dopmatr XML; 2)ynpanenue Ha ['’A dpe3 HETOBUTE OCHOBHU U JIOIBJIHUTEIIHU
napaMeTpu 3a IMOJy4yaBaHE Ha ONTHUMATHOTO PENIEHUE 33 BCSKO MU3MBIIHEHUE HA
['A(pemienuero 3a mojaaBaHe upe3 AWarpaMu) M MpeMaxBaHe Ha Hail-moOpata
¢utHec ¢ynkuusa. I'enetnunusat anropureM (IGAPM) npennara OuHapHO
XPOMO30OMHO KOJIUpaHe, €AMHUYHO KPbCTOCBAaHE, /Ba BUAA CeleKius u (-
OUTOBa MyTalHs.

I'A ce aHanu3Mpa U ce OUEHSIBA KAaTO CE€ MPOMEHAT CICIHUTE MAPAMETPU:
Opo¥i moKoJieHust, Opoil XpOMO30MHU B MOIyJIAIUATa, BEPOITHOCT 32 KPHCTOCBAHE
W MyTaiusi, TUI CEJeKLHs U MoJ00psABaHe Ha II'bpBOHAYAIHATA MOMyJiaus. 3a
orpaHuYeH OpoW cTapTUpaHUs CE€ 3aloyBa C IOCTOSHHA KOH(UTypalus Ha
T€HETUYHU [TapaMeTPU U TEHETUYHU ONIEPaTOPU, BAPUALIMUTE HA CTOMHOCTUTE Ha
¢uTHEC GYHKIUATA Ca OTHOCUTEIHO TMOCTOSIHHH. AHAlU3bT CE€ OCHOBaBa Ha
paznuyHus Opoil mokosnenuss Ha GA. ExcriepuMeHTUTE ca MPOBEACHU C OO
napameTpu: Opoit xpomozomu B nomyrarusta = 10, ckopocT Ha KpbcTocBaHe Pc
=0,65, crenien Ha MmyTanus Pm = 0,55, Terio Ha kputuuHus mbT ucr = 0,95, Terno
Ha 1eHara ucost = 0,15 u Terysio Ha mpunokpuBaimM ce aenoctu upr = 0,5.
JlombJIHUTENICH MapaMeThp € TUIA Ha CEJICKIIUSTA - 110 paHT. DUTHEC PyHKIMATA
HaMHUpa CBOETO ONTHUMAJHO pEIICHHWE 3a MallbK OpOi TOKOJICHUS U HE €
HEOOXOJMMO IM0-HATAaTHIIHOTO UM YyBeinuaBaHe. Pojsita Ha myTtanusara wid
npyru ¢pakTopH € BakHa, 3a Jia ce M30ETHE MOIaJaHeTO Ha aJITOPUTHMA B JIOKAJICH
MUHHUMYM.

I'.8-18
Karova M., Grigorova P. Catalogue System for Electronic Documents
Management and Control, Proceeding of ICEST 2008, pp. 584-587, 25-27 June
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2008, Nis, Serbia, ISBN: 978-86-85195-61-7, (http://rcvt.tu-
sofia.bg/ICEST2008_141.pdf, http://www.icestconf.org/wp-
content/uploads/2016/proceedings/icest_2008.pdf)

Abstract:

This paper introduces a desktop based catalogue system for managing and
control of electronic documents. Electronic documents are wide spread and there
Is a need for a tool with witch to sort, search and store these files in easily
accessible and convenient way. There are few other catalogue systems for
managing this kind of data but they are somewhat limited. The currently described
solution extends the data stored about the electronic document while preserving
the initial file, using MS SQL powered database. The basic tasks performed by
the application are: 1) input of additional data for the document; 2) searching a
document, based on the input data. The electronic documents can be very different
in format and contents that makes the automatic extracting of the aforementioned
information nearly impossible. After input of all the needed data, the user can then
easily search by random criteria.

One of the most important functions of the system is the possibility of
searching files based on their additional data. It’s independent from the selection
and is invoked from the main menu. The user can search using criteria like
filename, extension, genre, encoding and all the other data, stored in the database,
also allowing multiple criteria selection.

Pe3ome:

To3u MOKyMEHT mpeacTaBsi JACCKTON Oa3upaHa KaTajJo)KHAa CHUCTEMa 3a
YIpaBJICHUE W KOHTPOJ HA €JICKTPOHHH JOKYMEHTH. EJNCKTpOHHHUTE NJOKYMEHTH
ca MIMPOKO Pa3MpPOCTPAaHCHW W MMa HYXKJIa OT WMHCTPYMEHT C KOWTO Ja ce
COpTHpAT, THPCIAT U ChXpaHSABAT Te3U (HalJIoOBE MO JIECHO JOCTHIICH U yI0OCH
HaynH. iMa Manbk Opolt Ipyry KaTamoKHU CUCTEMH 3a YIPABJICHUE HA TO3HU BUJI
JaHHU, HO T€ ca JIOHSAKBJE orpaHudyeHd. OMMCaHOTO B MOMEHTa pEIICHHE
paslupsiBa  JAHHUTE, CBXPAaHEHW 32 CJICKTPOHHUS JIOKYMEHT, KaTo
CBIIIEBPEMEHHO 3ama3Ba MbpBOHAdaHUs (¢aiin, u3nomsBaiiku MS SQL 6aza
naHHu. OCHOBHUTE 3aJl1auM, KOUTO MU3ITHJHSIBA MPUIIOKEHUETO ca: 1) BbBEXKIaHE
Ha JOITBJTHUTEIIHA JIaHHU 3a JTOKYMEHTa; 2) ThPCEHE B JIOKYMCHT I10 BXOJIHUTE
naHHU. ENEKTpOHHNTE TOKYMEHTH MOTaT J1a ObJaT MHOTO Pa3IudHH 10 ¢popmar
U ChIAbp)KaHWE, KOETO MpaBH aBTOMATHYHOTO HM3BIMYaHE HA TOPEIOCOYCHATA
uHpOpMaITUS MOYTH HEBB3MOXKHO. CIieJl BbBEXKIaHE HAa BCUYKH HEOOXOIUMHU
JaHHU, TIOTPEOUTEIIAT MOXKE JIECHO J1a THPCH TI0 IPOU3BOJICH KPUTECPHUH.

Enna ot Hali-BakxHUTE (DYHKIIMM Ha CUCTEMaTa € Bb3MOKHOCTTA 32 ThPCEHE
Ha (hailyToBe B3 OCHOBA Ha TEXHHUTE JOMBIHUTEIHN JaHHU. Ts ¢ He3aBUCHUMA OT
n300pa W ce W3BHKBAa OT TJIaBHOTO MeHIO. [loTpeburtenst Moxe 1aa ThPCH,
M3MOI3BAlKA KPUTEPUU KATO MME Ha (ail, pasmupeHue, >kaHp, KOAUPaHE H
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BCUYKU JIPYTHU JIaHHU, CbXpaHEHHU B 0a3ara JaHHH, KOETO CHILO IMO3BOJISIBA H300D
Ha MHOXECTBO KPUTEPUHU.

I'.8-19

Daskalov S., Karova M., Cryptographic Protocol With a Proposed Cipher and
Aperiodic Key Replacement, Proceedings of ICEST 2015, pp.224-227, 24-26
June, Sofia, Bulgaria, ISBN: 978-619-167-182-3, (http://rcvt.tu-
sofia.nbg/ICEST2015_54.pdf)

Abstract:

The proposed cryptographic protocol implements a cipher with block and
key length of 2n bits. For demonstration of the encryption algorithm and the
majority of the experiments a length of 64 bits is chosen. The cipher uses a
symmetrical key algorithm with key length equal to the block length. The
encryption consists of n (n=log2blocklength ) major phases and a final inversion
phase. The block, with a length L equal to 64, the phases are 6+1. During the six
major phases the ciphertext is divided into segments of length 2k-1, where Kk is the
number of the current phase. In each phase the algorithm performs L/2k
operations with neighboring segments. The result of each such operation forms a
segment of greater rank, having the combined length of the two original segments
and preserving their location in the ciphertext. The processing of each pair of
segments is controlled by a predefined bit in the key and there are three possible
outcomes of the operation: 1) The value of the control bit of the key is 0 — The
two segments preserve their location and value; 2) The value of the control bit of
the key is 1 and the two segments are not identical — In this case the segments
preserve their value but swap their location; 3) The value of the control bit of the
key is 1 and the two segments are identical — In this case each bit of the two
segments is inverted. The last bit of the key is used for an inversion of the cipher
text block if the bit’s value is 1. Each key is used a seemingly random number of
times between 0 and 15, afterwards the next generated key is encrypted and
transmitted using the previous one. The initial key is established using Public key
encryption. The results are separated in 4 categories: 1) Processing speed
comparison with common encryption; 2) Analysis of the difference between
plaintext and ciphertext algorithms; 3) Analysis of the randomness of key
durability; 4) Performance analysis of the algorithm when using various block
sizes.

Pe3rome:

[IpennoxeHusT Kpuntorpagcku MPOTOKOI peanusupa mudsp ¢ OJIOK U
TBIDKWMHA Ha KITF0Ya OT 2n OuTa. 3a ACMOHCTpAIIUs Ha aITOPUTHMA 32 KPUIITUPAHE
U TO-TOJIsIMaTa 4acT OT EKCIEepPUMEHTHTEe € u30paHa AbJDKMHA OT 64 OwuTa.
[udgbpbT U3MONA3Ba AITOPUTHM ChC CUMETPUYEH KITIOU C TBJDKUHA Ha KITIOYa,
paBHa Ha JwmDKMHAaTa Ha Onoka. IlludppoBaneto ce cwhcToM OT n
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(n=log2blocklength ) ocHoBHM (a3u u KkpaitHa (a3a Ha UHBEpPCHs. BIOKBT € C
neibkuHa L paBHa Ha 64, dasute ca 6+1. [lo Bpeme Ha miecTTe OCHOBHHU (ha3u
MU BPTEKCTHT CE pa3jieis Ha CerMeHTH ¢ AbbkuHa 2K-1, kbaeTo k e HomMepbT Ha
Tekymara ¢aza. BpB Beska (daza anropuTbMbT U3BbpIIBa L/2k omeparuu che
ChCEIHM CErMEHTH. Pe3ynTaThT OoT Besika TakaBa orepaiusi opMupa CETMEHT ¢
M0-BUCOK paHr, UMmaill oOIara AbJDKMHA Ha JBaTa OPUTMHAJIHU CErMEHTa U
3ama3Baiku TSAXHOTO MECTOMNOJIOKEeHUE B mudpoBanus TekcT. OOpaboTkaTa Ha
BCsAKa JBOMKA CETMEHTU CE€ KOHTPOJHMpPA OT MPEABAPUTENHO NedUHUPAH OUT B
KJII0Ya U MUMa TPU BB3MOXKHHM pesynrara oT omnepauusTa: 1) CroiHOCTTa Ha
KOHTpOJIHUS OUT Ha kimouda € 0 — /[BaTa cerMeHTa 3ama3BaT MECTOTOJIOKEHUETO
u croitHocTTa cu; 2) CTOWHOCTTa Ha KOHTPOJHUA OUT Ha Kioya € 1 u jaBaTa
CerMeHTa HE ca MJICHTUYHU — B TO3M cilydail cerMeHTUTE 3ama3BaT CTOMHOCTTA
CH, HO Pa3MEHST MECTONOJIOKEHNUETO cu; 3) CTONHOCTTA HA KOHTPOJIHUS OUT Ha
KJIto4a € 1 1 ABara cerMeHTa ca MICHTUYHU — B To3u ciiyuaii Bceku OUT OT BaTa
cerMeHTa € o0bpHar. [locaenHuaT OUT OT KiIIOYa ce M3MOJI3Ba 32 MHBEPCHUS Ha
0J10Ka 3a mu(poBaH TEKCT, aKO CTOMHOCTTa Ha 6uTa e 1. Bceku kitod ce u3mnosi3Ba
OPUBHUJIHO TMPOU3BOJEH Opoi mbTu Mexay 0 u 15, cmex KoeTo cieaBauusT
IrEHEpUpaH KIKOY C€ KpUITUpa W IMpeJaBa C IIOMOIITA Ha MPEIULIHUS.
[IbpBOHAYAIHUAT KIIIOY C€ YCTAHOBSIBA Upe3 KPUNTHpaHE ¢ MyOIMYEH KIIIoY.
Pesynrartute ca pasmenenu B 4 kareropuu: 1) CpaBHEHHE Ha CKOPOCTTa Ha
00paboTKa ¢ o010 KpulThpaHe; 2) AHanu3 Ha pa3auKaTta MeXay allfTOPUTMUTE
3a TbhpBOHauajgeH M IHUGpoBaH TekcT, 3) AHanuM3 Ha ClydyalHOCTTa Ha
U3IPBHKIMBOCTTA Ha KJIHOYOBeTe; 4) AHaIU3 Ha €(PEeKTUBHOCTTA HA aIrOpUThbMa
P U3I0JI3BaHE HA PA3JIMYHU pa3Mepu OJIOKOBE.

I'.8-20

Bojikova V., Karova M., An Approach to Measure the Cost of Program
Restructuring, Proceedings of ICEST 2002, pp.669-671, 1-4 October,2002, Nis,
Yugoslavia, ISBN: 86-80135-69-0. (http://rcvt.tu-sofia.bg/PO4.5.pdf)

Abstract:

The program restructuring tools make it easier to rewrite software, and so
should be a key part of every software development environment. The problem is
that software developers do not know how to restructure programs. This paper
presents an approach for measuring the costs of program restructuring. The notion
“distance” between the initial and the final software decisions was introduced.
Pe3rome:

NucTpymeHTHTE 3a TOpECTpyKTypUpaHe Ha IporpaMara yJecHsBaT
npeHanucBaHe Ha copTyep M 3aToBa TpsAOBa Ja ObJie KIOYOBA YACT OT BCSAKA
codryepHa cpena 3a pasBurue. [IpodiemMbT e, ye u3noa3Baiku To3u codryep,
pa3paboTUUIIMTE HE 3HAAT KaK Ja MPECTPYKTypupart nporpamute. To3u mokian
MpPEeaCTaBst MOAXOJ 3a HM3MEpBAaHE Ha pasXoAUTE MO JaJeHa IporpamMa IIpu

39


http://rcvt.tu-sofia.bg/PO4.5.pdf

pecTpyKTypupane. BbBeeHO € MOHSTUETO ,,pa3CTOSTHUE MEXIY HadaaHUS U
KpalHUs BapyuaHT HA COPTYEPHOTO PEIICHHE.

I'.8-21

Hukomnos B., Kaposa M., [loaxox 3a uzrpaxaane Ha KOHIENTYaJIHO OMMCAHUE Ha
codryepeH npoekT, ci. KommoTbpar Hayku U TexHojoruu, roja. X111, 6p.1/2015,
pp.138-143, TY-Bapna, bwirapus, ISSN: 1312-3335. (http://csejournal.cs.tu-
varna.bg/cse journal 1_2015.pdf)

Abstract:

The article presents and describes a detailed scheme of building a conceptual

description of a software application. The correct description of the details in the
development of the project, from its beginning to its completion, can not only lead
to the clarification of its ideas and goals, but also it accelerates the development
and it increases its quality.
The presented approach to conceptual description of software projects borrows
fragments from different versions of the Project Management Body of Knowledge
(PMBOK Guide), which presents a standard terminology and recommendations
for general project management. The actions and steps of composing the
description are considered as recommendations, resulting in a document that
facilitates the development application process. As a result of the implementation
of the schematically presented activities, a text document is compiled with a
detailed preliminary description of the software project: 1)definition of goals;
2)WBS creation; 3)determination of the necessary resources (labor, material and
cost resources); 4)determination of the project cost; 5)definition and visualization
of the main activities; 6)planning the employment of team members; 7)software
guality management; 8)risk management; 9)determining the probability of a
certain event or risk factor occurring. When the Agile programming techniques
are applyed, the time intervals for meetings between the development team and
the customers/owners of the application are determined in advance.

Pesrome:

B crarusra e npencraBeHa U onucaHa rnojpoOHa cxeMa Ha M3rpax/JiaHe Ha
KOHIIETITYaJIHO ONTUCaHue Ha co(pTyepHO npusioxkeHue. [I[paBMIIHOTO U KOPEKTHO
ONMCBAHE HA JETAWJIMTE B PAa3BUTHETO HA NPOEKTa, OT HErOBOTO HAYajuao A0
INPUKIIFOYBAHETO MY, MOKE HE CaMO Ja JI0BEJE 10 U3SICHABAHE HA HETOBUTE UJIEU
Y L[EJIM, HO CBILIO TaKa J1a YCKOPAT Pa3BUTHUETO U MOBUILAT KAYECTBOTO MY.

B mpexacraBeHuss moaxojJ 3a KOHIIENTYajdHO OMNHMCaHUE Ha CO(PTyepHU
IPOEKTH Ca 3aMMCTBaHU (PparMeHTH OT pa3au4yHu Bepcuu Ha Project Management
Body of Knowledge (PMBOK Guide), kosTo mnpencraBs CTaHIapTHA
TEPMHUHOJIOTHSI U TIPENOPBKU 3a YIpaBlI€HUE HA MPOEKTH OT OOLI XapakTtep.
JIeicTBUATA M CTBIKHUTE IO CBHCTABSHE HA OINMCAHUETO CE€ PA3IVIEKAAT KaTo
IIPENIOPBKU, B PE3YJNTAT HAa KOETO CE€ IO0Jy4aBa JOKYMEHT, KOWTO YJIECHSABA
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mpoleca Ha pa3paboTka Ha MPHIOKEHHETo. B pe3ynraT OT M3MBJIHEHHETO Ha
CXEMAaTUYHO TIPEICTABECHUTE JEHHOCTH C€ CBhCTaBS TEKCTOB JOKYMEHT C
HOJJPOOHO MPEBAPUTEIHO ONMCaHKe Ha coQTyepHUs MPoeKT: 1)nedhuHupane Ha
nenu; 2)cb3naBaHe Ha WBS crpykrypa; 3)onpeneissHeTo Ha HEOOXOIMMHTE
pecypcu (pabOTHH, MaTEpHAIHH M Pa3XOJHH PeCypcH); 4)ompeieisHeTo Ha
[ICHaTa Ha TPOCKTa; 5)aeUHHMpPAHETO W BHU3yaJM3alMsITa Ha OCHOBHUTE
JACHHOCTH; 6)IUIaHUpAaHETO Ha 3aeTOCTTAa HA YYACTHUIIMTE B  CKHIIA;
7)ynpaBiICHHETO Ha KAadyeCcTBOTO Ha codTyepa; 8)ylpaBICHHETO Ha pHCKa,
O)ompenenisiHe Ha BEpOSTHOCTTA 3a COBIABAHE HA ONPEACICHO CHOUTHE WU
puckoB (daktop. Ilpu npunarane Ha TexHuku Kato Agile mporpamupane,
MPEIBAPUTEITHO CE OMPEACISAT HHTEPBAIUTE OT BpeMe, IIPe3 KOUTO JIa Ce MPaBsT
Cpem MEXIy eKuna 3a pa3paloTka U KIMEHTUTE/COOCTBEHMIIM Ha
MPUIIOKESHHUETO.

I'.8-22

Bacunes H., KapoBa M., AHanu3 u u3cienBaHe Ha aJITOPUTMHU 32 HAMHUPAHE HA
BT B cpena, cn. KoMmioThbpHU HAyKu U TeXHOJoruH, 0p.2/2016, pp.74-81, TY-
BapHha, boarapus, ISSN: 1312-3335, (http://csejournal.cs.tu-
varna.bg/cse_journal_2_2016.pdf)

Abstract:

The paper aims to discuss and compare three different robot orientation
problems in a static environment. The robot is treated as a single point in a two-
dimensional array. The environment is represented as a two-dimensional array,
and the path (chromosome) as an array of points that are pairs of integer values.
A standard DFS algorithm is used to create a "perfect maze" (which has only one
possible path from the entry point to the exit point) and a simple obstacle clearing
function to analyze the results. The method by which each chromosome is
generated is based on the random generation of integers in the range 1 to 4, which
are understood as four directions (forward, backward, up, down). A parameter of
the method is the population size. The goal of the method is to find the shortest N
paths from all chromosomes. At the beginning, two vectors are initialized that
keep the sizes and the indexes of each chromosome. The size vector is sorted and
the size of the vector is compared to the size of each chromosome. If they are
identical, the index in the index vector is added, the desired chromosomes are
swapped, and all others are cleared. It is recommended that a detach be done after
the generation and not after the modification, because the execution time is
extended up to ten times. To achieve the goal, modified genetic algorithms are
used. In all cases, a path generation is random. The execution of the algorithms is
completely dynamic. Genetic algorithms are fast, but they don't always give a
good result. The Backtracking works best in the "perfect maze" case, and genetic
algorithm - in any other environment. The larger the population, the better and
better the solution. The crossover of the solutions is also used for the best solution.
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In this case, the more chromosomes there are, the more generations will be
formed.

Pe3rome:

JloknaabT UMa 3a 11el1 1a AUCKYTUpa U CPaBHU TPHU Pa3IUYHU Ipodiema 3a
OpUEHTHpaHe Ha poOOT B cTaTH4YHA cpena. PoOOTHT ce mpuemMa KaTo eiHa TOYKa
B JAByMepeH MacuB. Cpenarta ce MpeAcTaBs KaTo JBYMEPEH MAacuB, a IbBTIT
(XxpoMo30Ma), KaTO MAaCUB OT TOYKH, KOUTO Ca YA(PT OT IEIOUUCICHU CTOMHOCTH.
Wznon3Ba ce crangapren DFS anroputbMm 3a ch3gaBaHe Ha ,JieppeKTeH
7aOupUHT ‘(KOWTO WMa caMoO €JIWH BB3MOXKCH IIBT OT BXOJIHATA JIO M3XOJHATA
TOYKAa) W TpocTa (PyHKIMS 3a HM3UYMCTBAHE HA MPEIMATCTBUS 3a aHAIU3 Ha
pesynrarure. MeToabT, IO KOMTO Ce FeHepHpa BCSKA €1Ha XpOMO30Ma, € Oa3upaH
Ha CIIy4yallHO T'€HEpHpaHE Ha LEeJIM Yucia B auana3oHa ot 1 mo 4, Kourto ce
pazoupar KaTo YETUPH MOCOKU (Hampe, Ha3all, Harope, Hajomy). [lapamersp Ha
METOoJa € pa3MepbT Ha momynanusara. Llenra Ha MeTona € Ja ce HaMepsAT Haii-
KpaTkuTe N IIbTHUINA OT BCHYKUTE XpOMO30MHU. B Hauanoro ce mHUIMAIU3UpAT
JIBA BEKTOpAa, KOWUTO Ma3sIT pa3MEpUTEe M HHICKCUTE Ha BCSKAa XPOMO30MA.
BekTopbT ¢ pazMepuTe ce copTupa U pa3MepbT Ha BEKTOpa CE CpaBHsIBaA C pa3mepa
Ha BCsIKa XpoMo3oMa. AKO ca WIEHTUYHH, c€ 100aBsi UHJIEKCHT BbB BEKTOpa 3a
MH/IEKCH, PA3MEHST CE JKEJITaHUTE XPOMO30MH, & BCHYKU OCTAHAJIM CE U3UHUCTBAT.
[IpenopbUUTENHO € OTAECISHETO J]a C€ U3BbPLIBA CJEJ I€HepalusaTa, a He Clel
MoAU(pUKALMATA, 3aO0TO BPEMETO 32 U3M'BJIIHEHHE CE YABIKABA JI0 JECET IIbTH.
3a mocTUraHe Ha LEeNTa C€ M3MOA3BAT MOAU(DUIIMPAHU T€HETUYHU AJITOPUTMHU.
BbB BCHUKM cllydaw IeHepalusTa Ha II'bT CE MOJy4yaBa Ha CIydyaeH MPUHIUIL.
W3nbaHeHHETO Ha aIrOpUTMUTE € HaAMbJIHO JAWHAMHYHO. | eHeTHYHHTE
anropuT™Mu ca Obp3M, HO HE BUHArU JaBaT A00Bp pe3yirar. Bpblianeto Hazan
paboTu Hail-noope B ciayyas ,,liepPeKTeH Ja0UPUHT, a TCHETUYHUSAT aJITOPUTHM-
BBB BCsIKakBa Jpyra cpefa. Konkoro e mo-rossMa momyianusaTa, TOJKOBa I0-
100pO0 M KAueCTBEHO € PEIICHHETO. 3a Hal-7o0po pelieHue ce H3I0JI3Ba U
KPbCTOCBAHE Ha penieHusTa. B ciayyas KOJKOTO TOBeYe XPOMO3OMHU
CBHILECTBYBAT, TOJKOBA [TOBEYE MOKOJIEHUS 11I€ c€ 00pa3yBar.

I.8-23

Naumov V., Karova M., Zhelyazkov D., Todorova M., Penev I., Nikolov V.,
Petkov V., Robot Path Planning Algorithm, INTERNATIONAL JOURNAL OF
COMPUTERS AND COMMUNICATIONS, Volume 9, 2015, pp.96-99, ISSN:
2074-1294, (http://www.naun.org/main/UPress/cc/2015/a282012-148.pdf)

Abstract:

This paper presents an improvement of a classic Dijkstra algorithm to the
domain of sampling-based motion. The algorithm uses an image, obtained by a
camera. The algorithm processes the image to convert it into a matrix, presenting
the labyrinth with obstacles and walls. Afterwards the algorithm finds the shortest

42


http://www.naun.org/main/UPress/cc/2015/a282012-148.pdf

path to a final target in the labyrinth. In contrast to the classical Dijkstra’s
algorithm, the presented algorithm compares the size of the robot to the size of
the obstacles on the way. A simulation of the algorithm is developed to visualize
the movement of the robot. Experimental results, obtained by the simulation, are
presented. The algorithm is tested by labyrinths with varying sizes (different
width and height in pixels). The following times are measured for each labyrinth:
1time for labyrinth construction (i.e. converting the image into text format,
suitable for processing); 2)time for obtaining a solution (i.e. finding a path to the
target); 3)time for the movement of the robot to reach the target. The potential of
the proposed results is apparent both in terms of reliability and quality of solutions
found.

Pe3ome:

Ta3u cratus mpeactaBs NOAO0OpeHHE Ha KIACHYECKHS alrOpuThM Ha
Jleiikctpa B o0siacTTa Ha JBWXKEHHETO, 0Oa3upaHo Ha Npoda-rpelka.
AJTOPUTBMBT H3IOJI3BA U300paKeHUE, TMOJYyYeHO OT Kamepa. AJTOPUTHMBT
o0OpaboTBa M300pa)XKeHUETO, 3a Ja IO Mpeodpa3yBa B MaTpulia, MpelcTaBslia
nabupuHTa ¢ TmpensTcTBUs U creHu. Clell ToBa ajlrOpUThbMbBT HaMupa Hai-
KpaTKusl BT 7O KpalHaTa 1enl B JabupuHTa. 3a pasiidka OT KJIACHUYECKHs
anroputbM Ha JlelikcTpa, MpeACTaBEHUSIT alrOPUTHM CpaBHsABA pa3Mepa Ha
poboTa ¢ pa3Mepa Ha MPEMATCTBUATA MO MbTA. PazpaboTeHa e cumynanus Ha
aNrOpuUTHhMa 3a BU3yalM3WpaHE Ha JBMKEHHETO Ha pobota. IlpenctaBenu ca
EKCIIEPUMEHTATHN PE3YJITaTH, MOIYYeHH OT CHUMYJalusTa. AJNTOPUTHBMBT €
TECTBaH C JAOMPUHTH C Pa3jMyYHU pa3MepH (pa3luyHa MHUPUHA U BHCOYHMHA B
MUKCeNN). 3a BCEKH JIAOMPUHT C€ U3MEpBAT CIEJHUTE BpeMeHa: 1) Bpeme 3a
U3rpakaaHe Ha JJaOupuHTA (T.e. KOHBEPTUPAHE HAa M300PAKEHHUETO B TEKCTOB
dbopmat, moaxozsi 3a 00paboTka); 2) BpeMe 3a MojydyaBaHe Ha pelieHue (T.e.
HaMUpaHe Ha ITBT KbM IIeJITa); 3)BpeMe 3a JBMKEHHE Ha poOOTa /10 TOCTUTaHE Ha
nenra. [loTeHIManbT Ha MNPEAJIOKEHUTE pPE3yATaTH € OYEBUJEH KaKTO IO
OTHOIIIEHUE Ha HAACKIHOCTTa, Taka M 1O OTHOIIEHHWE Ha Ka4eCcTBOTO Ha
HaMEPEHUTE PELICHMUS.

I'.8-24

Karova M., Nikolova A., Zhekova D., Development of Air Traffic Controller
Training Programming Model, Computer Science and Technologies, Publication
of Computing and Automation Faculty Technical University of Varna, Vol.1,
2017, pp.106-113, TU-Varna, ISSN: 1312-3335, (http://csejournal.cs.tu-
varna.bg/cse_journal 1 2017.pdf)

Abstract:

The article presents a programming model of simulator training for air traffic
controllers (ATC). The objective of this research is to conceive, design, and
implement an ATC system that can be easily used at schools, on courses or simply
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manage an air traffic situation. The advanced simulators facilitate realistic training
in the full-spectrum of ATC operations — from approach and departure phases to
the enroot phase of flight, as well as ground movement at the airport.

The Mathematical Modeling of Aircraft Trajectory includes two
constructors: one for usual trajectory change and one for landing. It is uses Bezier
curves: parametric curves given by controlling points. Bezier curves, and more
specifically cubic Bezier curves, are a standard tool in many computer-aided
design applications such as PhotoShop, InDesign, GIMP, Scribus, etc. The cubic
Bezier curves controlling polygon consists of 4 points: start point, end point and
two intermediate ones. The advantage is that the curve passes through both of the
endpoints while the two intermediate points act as magnets which can easily
control the shape of the curve. Moreover, every given curve can be represented as
a finite number of such four-point Bezier curves, connected to each other and its
smoothness around the connection point can easily be controlled. Many practical
problems require the approximation of circular arcs with Bezier curves. The
development of the mathematical model includes approximation of arcs using
cubic Bezier curves. The programming controllers contain action functions,
performed by the user: 1) LoginController.java — controller, responsible for
application initialization; 2) MainController.java and FlightController.java -
controllers responsible for the main panel (manage the flights). Controller
functions are used for airport drawing, runs runaways, the boundary of the flight
range, course changing etc; 3) ReportController.java - controller for report
writing.

The user interface of the desktop application is built by FXML. The elements
of each screen in the application are vector-based controls and graphics resources.
The appearance of the application describes using a software called JavaFX Scene
Builder. There is a login panel with username and password given in advance by
the administrator. Data storage is designed on Oracle 11g XE database, the
connection is performed by Hibernate ORM.

The model simulates the control of aircraft landing and aircraft take off, the
change of trajectory, the communication with flight control center and more. The
presented simulator could extend simulators capabilities: tower simulator, radar
simulation, putting dynamical environment and weather modelling, piloting and
other advanced ATM tools.

Pe3rome:

CraTtusTa npeAcTaBs MOJCI 3a MPOrpaMUpaHe Ha CUMYJIATOPHO OOyYeHHE
3a ppkoBoauTesu Ha nojietu (ATC). Llenta Ha ToBa U3ciIeABaHe € Ja Ce Ch3ale,
npoekTrpa u BHeapu cuctema 3a ATC (KB/I), kosaTo Moke JIECHO Ja ce U3I0JI3Ba
B YYMJIMINA, Ha KypCOBE WJIM MPOCTO Ja YyMNpaBsiBa CHTyallMs Ha Bb3IYIIHO
JIBWOKCHHE. Y CHBBPIICHCTBAHUTE CHUMYJATOPH  YJCCHSIBAT  PEATUCTHUHO
oOyueHwue B mbHUS crieKThp oT onepartuu Ha ATC (KB/I) — ot dhasure Ha moaxon
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U M3JIMTaHe /10 HavanHata ¢a3a Ha IMoJieTa, KaKTO U JIBIKEHUETO 10 3eMATa Ha
JIETUIIETO.

MareMaTu4eckoTo MOJIEJTUpaHe Ha TPAaeKTOpUATa Ha caMmoJjieTa BKIIIOYBA
JIBa KOHCTPYKTOpa: €IMH 3a oOWyaiiHa MpOMsHA Ha TPACKTOpUATA U €IIUH 3a
kamane. Tol wm3non3Ba kpuBM Ha be3ue: mapaMeTpuyHu KpUBH, JAICHU OT
KOHTpoJHU Touku. KpuBute Ha be3ue, u mo-cnenuaiHo KyOUYHUTE KPUBU HA
be3ue, ca craHgapTeH WHCTPYMEHT B MHOTO MPHUJIOKEHHUS 3a KOMITIOTHPHO
npoektupane kato PhotoShop, InDesign, GIMP, Scribus u 1.H. KyOmunute
KpuBHM Ha besne, KOHTponMpany MOJUIroHa, C€ ChCTOSAT OT 4 TOYKHU: HAayalHa,
KpaiiHa TOYKa U IB€ MeXAUHHU. [ [pe1nMCcTBOTO €, ye KpuBaTa MUHABA MPE3 ABETE
KpailHU TOYKH, JOKATO JBETE MEXKJAUHHU TOUKH JIEUCTBAT KaTO MarHUTH, KOUTO
MOTar JIECHO J1a KOHTpoaupat ¢popmara Ha KpuBaTa. Besika nageHa KpruBa MOXKe
na ObJe mpeIcTaBeHa KaTo KpaeH Opoil TakMBa YETUPUTOYKOBH KpUBU Ha besue,
CBBP3aHU €[IHa C Jpyra U HelHaTa INIaJIKOCT OKOJIO TOYKAaTa Ha CBbP3BAHE MOXKE
JECHO Ja c€ KOHTpoiupa. MHOTO TMpaKTUYECKH MPOOJIEeMU H3UCKBAT
anmpoKcUMaIusi Ha KpbroBu Ibr'd ¢ KpuBu Ha besue. PazpaborBanero Ha
MaTEeMaTUYECKUsT MOJIeNT BKJIIOYBA alPOKCHUMAIlMS HAa JbrCU C IOMOIITAa Ha
KyOnuHu KpuBH Ha besue. [IporpamupyemMuTe KOHTpOIEpU ChABPXKAT QYHKIIMU
3a geiictBue, wu3mbiHsABaHM OT mnorpedutens: 1) LoginControllerjava —
KOHTPOJIEp, OTrOBOPEH 3a HHUIMAIM3AIUATA Ha MPUIOKEHUETO; 2)
MainController.java u FlightController.java - koHTponepu, OTIrOBOpHHM 3a
maBHUs TaHen (ymnpamisBar noJietute). DyHKIUMUTE Ha KOHTpoJiepa ce
M3M0J3BaT 3a YepTaHe Ha JIETUIIETO, TPaHMIIaTa Ha MOJIeTa, IPOMSHA Ha Kypca U
T.H.; 3) ReportController.java - koHTpoJiep 3a nucaHe Ha OTYET.

[ToTpeOurenckust natepderic Ha HACTOTHOTO MPHUIIOKEHUE € U3TPAACH OT
FXML. EnemeHnTrTe Ha BCEKM €KPAH B MIPUII0KEHUETO Ca BEKTOPHU KOHTPOJIH U
rpaduyueH pecypc. BbHITHUAT BUJ HA MPUIIOKEHUETO CE OMKUCBA C U3I0JI3BAHETO
Ha codtyep, HapeueH JavaFX Scene Builder. NMma manen 3a Bxom ¢
MOTPEOUTEIICKO UME U TIapoJia, 3a/1aJIeHU MPEABAPUTEIIHO OT aJMUHUCTpATOpA.
Coxpanennero Ha qanHu € mpoektupano Ha Oracle 11g XE 6a3za nanau, Bpb3kara
ce ochiectBsaBa oT Hibernate ORM.

MopnenbT, pe3eHTUpaH B JI0KJIa/1a, CAMYJIUpa YIPABICHUETO HA KAllAHETO
U W3JINTAaHETO Ha CcaMoJjieTa, MPOMSHATA HAa TPACKTOPUATA, KOMYHHUKAIUATA C
LEHTHPA 3a yINpaBlieHWe Ha mnosieta u Jp. [IpeacTaBeHUsIT cuMyIaToOp MOXKE /1
pa3liupy BB3MOKHOCTUTE HA CUMYJIATOPHUTE: CUMYJATOpP Ha KyJja, pajapHa
CUMyJIallisl, BbBEXJAaHE Ha JUHAMUYHA Cpela M MOJIEJTUPAHE Ha BPEMETO,
MIJIOTHPAHE U IPYTH YChBBPIICHCTBaHU HHCTpyMeHTH 3a ATM (YB/I).

I'.8-25

Karova M., Genchev L., Vasilev L., Penev I., The Application of Minimax
Decision Rule in Games, Proceedings of ICEST 2011, Serbia, Ni§, June 29 - July
1, 2011, ISBN: 978-86-6125-031-6, pp. 889-892, (http://www.icestconf.org/wp-
content/uploads/2016/proceedings/icest 2011 03.pdf)
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Abstract:

This paper demonstrates three different applications: Minimax algorithm,
Alpha Beta pruning algorithm and Genetic Algorithm in games. They are used to
evolve a Tic Tac Toe and Chess games. The Minimax decision rule is applied as
a solution to twoplayer zero-sum games and in those cases is equal to the Nash
equilibrium. Since in these types of games both players work towards the same
mutual goal and one player’s moves towards winning directly affect the chances
of winning for the other player in a negative manner. The Minimax algorithm
works by scanning the nodes (and all of its children) of a game tree from a given
configuration and evaluates them based on the Minimax theory. The algorithm is
in fact a form of depth-first search and on a programme level is normally
Implemented as a recursive algorithm. Two basic strategies exist for the Minimax
algorithm: the first one consists of searching every child of every node of the
whole tree and the second limits the depth of the search in order to save
computational time.

Tic-tac-toe is a classic example of a game which can be played by a computer
using the Minimax algorithm. In this case, Minimax is an ideal solution because
the branching factor of the game is only 9, as opposed to more complex games
such as Chess, which has a branching factor of 35. The algorithm will work in
absolutely the same way as in its general form. The most negative feature of this
algorithm is that it requires great computational time in more complex games if it
runs in full depth.

The report presents a sort of improvement - the Alpha-beta pruning
algorithm. The algorithm returns the same result as pure Minimax but in the best
case it does it twice as fast. It literally prunes or cuts off some nodes that cannot
lead to a better overall result. The algorithm calculates and keeps track of two
variables: alpha and beta, one for each player. Alpha represents the value of the
best possible move the current player has made so far. Beta, on the contrary,
represents the value of the best possible move the opponent has made so far.

The size of strategies space is defined by the number of all possible game
situations, which follows from the question of how many distinct matches can be
played. The use of GA implementation improves the optimal paths and decreases
the playing time. The encoding of chromosome depends on game problem. Each
gene is defined by the corresponding move to be taken. The chromosome is a table
with 827 genes to represent each game situation. The fitness function is important
to create an efficient GA and it is formed as way:

f(n)=possible win configurations for current player — possible win configurations
for opponent player. Once the parents are determined, the offspring is created by
one-point crossover. The size of the population is 50 and the number of
generations is 50. The optimal result of genetic algorithm for different games is
not guaranteed because it depends on the length of the chromosome and the depth
of the tree decision.
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Pe3rome:

To3u MOKyMEHT NIEMOHCTpHUpa TPU PA3IUYHU MPUIIOKEHHUS: AITOPUTHM
Minimax, anroputbM Alpha Beta u ['enetnuen AnroputsMm B urpure. Te ce
U3MO03BaT 3a pa3padorka Ha urpute Tic Tac Toe u max. [IpaBunoro 3a pemiaBane
Ha Minimax ce mpuiiara Kato pelieHue 3a UTPH ¢ HyJIeBa cyMma 3a JiBaMa urpadu
Y B T€3U CJIy4au € paBHO Ha paBHOBecueTo Ha Nash. Tii kaTo B Te3U TUIIOBE UTPU
U IBaMaTa urpadu paboTsT 3a €Ha U ChIla 00IIIa 11e] U XOJA0BETE Ha €IUH Urpay
KbM M00€/1a AUPEKTHO BIUSAT HETATHBHO Ha IIAHCOBETE 3a Mevanda Ha JIPYyTrHs
urpad. AnropuTbMbT Minimax paboTu, KaTo CKaHUPA BB3JIUTE (M BCHUKH HETOBU
7ie1ia) Ha AbPBO HA UTpaTa OT JajieHa KOH(UTYpaIlys U T'1 OlleHsIBa Bb3 OCHOBA Ha
Teopusita Ha Minimax. AJNTOPUTBMBT BCHIIHOCT € (opMa Ha THPCEHE B
IBJIOOYMHA W HA MPOrPaMHO HUBO OOMKHOBEHO C€ Ipujara Karo peKypCHUBEH
anropuThM. ChIECTBYBaT JABE OCHOBHHU CTPAaTErHH 3a ajiropurbma Minimax:
IbpBaTa c€ ChCTOU B ThPCEHE HA BCHUKH JIElla Ha BCEKU Bb3€J B LISLIOTO ABPBO, &
BTOpaTa OrpaHHyaBa JAbJI0OYMHATA HA THPCEHETO, 3a Jla CIECTH WM3YUCIUTEITHO
BpEME.

Tic-tac-toe e KiacMueckw MpUMeEp 3a Wrpa, KOSTO MOXE Jia Ce uUrpae ot
KOMITIOTBp € MOMOIITa Ha aiaropurbma Minimax. B To3u ciywait Minimax e
UJICATHO PEIIeHUE, Thid KaTO KOC(PUIIMEHTHT Ha Pa3KIIOHIBAHE HA UTpaTa € camo
9, 3a pasznuKa OT MO-CIO0XKHUTE UTPHU KATO I1axa, KOUTO nMMma KOe(UIIMEeHT Ha
paskioHsiBaHe 35. AJITOpUTHMBT 111€ Pa0O0TH 110 aOCOIOTHO ChHIIUS HAYMH, KAKTO
npu obma ¢popma. Haii-HeraTuBHaTa XapakTepucTUKa Ha TO3U AJITOPUTHM €, 4e
TOM M3UCKBA TOJIAMO M3YMCIUTEIHO BPEME B IMO-CJIOKHU UIPU, aKO pabOTH B
IIbJIHA TBJI0OYHHA.

JlokiagbT mpeacTtaBs Bui TogoOpeHre Ha anropurbMa Alpha-beta.
AJTOpUTHMBT BpbILA ChUIUS PE3YATAT KaTo YMCTUS Minimax, HO B Hall-700pust
CiIy4ail To mpaBu JBa MbTU M0-Obp30. Toli OykBamHO MOIpsi3Ba WM OTpPsI3Ba
HSIKOU BB3JIM Ha Tpada Ha urpara, KOUTO HE MOTaT J1a OBEAAT JI0 MO-100Bp 001
pe3ynrar. AJIropuTbMbT U3YHCIISABA U CIIECAU JIBE MPOMEHINBU: alda u 6eTa, 1o
eHa 3a BCeKH urpad. Asnda npeicrapiisgBa CTOMHOCTTA Ha HAal-T00pHs Bb3MOKEH
X0, KOWTO HACTOAIUMAT WIpad € HampaBuil Jocera. bera, HanpoTus,
IIPE/ICTaBIIsIBa CTOMHOCTTA Ha Hal-100pHs Bb3MOXKEH X0/]1, KOUTO MPOTUBHUKBT €
HaIpaBuJ Jlocera.

Pa3mepbT HA IPOCTPAHCTBOTO 3a CTPATETUU CE OMPEIENs OT OPOs HA BCUUKHU
BB3MOKHU UTPOBU CUTYAIIMH, KOETO Clie/IBa OT BBIPOCA KOJIKO Pa3IMYHU Maya
Morar naa ce wurpasr. M3mon3BaHero Ha BHenpsiBane Ha ['A momoOpsiBa
ONTHUMAJHUTE WbHTHUINA M HaMmalsBa BpeMero 3a wurpa. Koawpanero Ha
XpoMo30MaTa 3aBUCH OT MpobOjieMa B urpara. Bceku reH ce ompeaens OT
ChOTBETHHS XOJ, KOMUTO TpsiOBa /a ce mpeanprueMe. XpoMo3oMara € Tabiuia ¢
827 TeHa, KOWTO MPEACTaBAT BCSKa UTrpoBa cutTyarus. dutHec (QyHKIUATA €
Ba)KHA 3a Ch3/1aBaHeTo Ha edexkTuBeH ['A u ce popmupa mo HauuH:
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f(n)=BB3MOXkHH KOH(PHTypaluu 3a modena 3a TEKyIIUS Hrpad — BH3MOXKHHU
KOHUrypauuu 3a nodeaa 3a MPOTUBHUKOB urpad. Cien Kato poJIuTENNuTe ca
OINpe/eNieHH, IOTOMCTBOTO C€ Ch3JaBa 4Ype3 €AHOTOYKOBO KPBCTOCBAHE.
Pa3mepsT Ha nomynauusara e 50, a OposT Ha nokoneHusTa € 50. ONTUMATHUAT
pe3yiaTaT OT T'€HETUYHHS aJrOpPUTHM 3a PAa3IMYHUTE UIPU HE € TapaHTHpaH,
3aII0TO 3aBUCHM OT JbJDKMHATa Ha XpoMmMo3oMara M AbJOOYMHATA Ha
IbPBOBUIHOTO PEIICHHUE.

I'.8-26

Penev |., Karova M., Graph-Based Neural Network for Handwritten Digit
Recognition. Proceedings of 53-rd International Scientific Conference on
Information, Communication and Energy Systems and Technologies (ICEST
2018), 28-30 June 2018, Sozopol, Bulgaria, Iss. 1, Publishing House, Technical
University of  Sofia, 2018, pp. 322-325, [ISBN: 2603-3259.
(http://icestconf.org/wp-content/uploads/2018/07/ICEST2018PROC.pdf)

Abstract:

The paper presents building and training of a neural network for handwritten
digit recognition. As opposed to the known solutions this work uses computation
graphs for building, training and estimating the neural network. This approach has
two main advantages: reduces the time for network building and training and
achieves relative independence of the constructed network model from the
runtime environment. The forming of the computation graphs at each step of the
neural network building, training and estimating is described. The structure of the
neural network is designed using 2 calculation types: 1) Calculation of digit
distance to a definite class; 2) Calculation of probability for belonging of the digit
to a definite class. The NN training is performed by backpropagation and
stochastic gradient descent algorithms. The results from experimental tests with
standard data patterns for handwritten digits are discussed. The best training
accuracy achieved is 99.5%. This result is close to the best known results for
handwritten digit recognition by Neural Network.

Pesrome:

Cratusita mpeACcTaBs U3TPaXKIAHETO U O0OYUYEHUETO Ha HEBPOHHA Mpexa 3a
pasno3HaBaHe HAa PbKOMUCHU IU(GPHU. 3a pa3iuKa OT U3BECTHUTE PELICHHUS, Ta3H
pa3paboTka M3MO0J3Ba M3YUCIUTEIHU TpaduKd 3a U3TpakaaHe, oOyudeHHE U
OIlCHKa Ha HEBpPOHHATa Mpexa. To3u MoAXOJ MMa JIBE€ OCHOBHM MPEIUMCTBA:
HaMaJIsiBa BPEMETO 3a M3rpaxkJaHe M oOydeHHe Ha MpekaTa W IOCTUTa
OTHOCUTEJIHA HE3aBUCHUMOCT Ha M3IrpaJIeHUss MPEXKOB MOJEN OT cpeaara 3a
u3nbjHeHue. Onucano € popMHUpaHETO HA UIYUCITUTETHUTE rpadUKy Ha BCSKa
CTBIIKa OT M3TPaXJaHETO, OOYyYEHHWETO W OIleHKaTa Ha HEBPOHHATa MpeExa.
CrpykTypaTa Ha HEBPOHHATa MpEXa € MPOEKTUpPaHa C MOMONITa Ha 2 BHUIA
n3uncnenus: 1) M3uncnsBane Ha UG POBOTO pa3CTOSIHHUE JI0 OMPEILIICH Kiiac; 2)
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N3uncnsBane Ha BEpOSATHOCTTA 33 MPUHAICKHOCT Ha IudpaTa KbM OTpeeIcH
knac. OOyuyenumero Ha NN ce u3BBpIIBA 4Ype3 aJIrOpuTMu 3a OOpaTHO
pa3NpoCTpaHeHUEe U cToXacTuyeH TpagueHT. OOChKIAT ce PE3yNTATUTE OT
€KCIIEPUMEHTAIIHA TECTOBE ChC CTAHAAPTHU MOJEIM Ha JAaHHU 3a PHKONUCHU
ugpu. Hait-nobparta mocturaata TO4YHOCT Ha oOyuyeHue € 99,5%. To3u pesynrar
e OJIM3BK 10 HAl-U3BECTHUTE PE3yJITAaTH 3a pa3N03HABAHE HA PHKOMUCHU U PH
OT HEBPOHHA MpPEXKa.

I'.8-27

Lekos L., Ob0perenoB H., Kaposa M., Ilpunarane Ha RSA anropurbem npu
KpUNITUpAaHE Ha CbHOOIIEHUS B 3alllUTEHAa KOMYHHKAIIMOHHA Cpeaa, CIL
Kommiorbpuu Hayku u TexHosoruu, 0p.2/2014, pp.98-106, TY-Baphna,
bwirapus, ISSN: 1312-3335, (http://csejournal.cs.tu-
varna.bg/cse_journal_2_2014.pdf)

Abstract:

The report discusses a development representing a security system that
serves to authenticate personal data in order to enter a secure virtual environment.
In the developed system, the messages encryption is a part of ensuring the work
in a "chat-room™, which is hardware secured by a group of computers served by
two servers - one main server and one backup server. The servers maintain the
database with user records. These data serve to log into a chat room, which is a
desktop application. Once registered, through their smartphones, the users use the
smartphone-generated codes (passwords) to log in. After successfully entering
data, the access to the system is provided. In this virtual environment, the
communication takes place through encryption algorithms, ensuring secure
correspondence between users. The security (in particular message encryption) is
provided by a variant of the RSA algorithm for encrypting information. To
facilitate possible access to a secure virtual environment by users, the secure
structure includes a smartphone and a personal computer. The application
provides a convenient and secure entry into the communication environment,
increasing the security of the system. The server stores the login data for the
desktop application, which comes from the smartphone used for registration. The
information that is sent from the smartphone is the code of the computer from
which the chat room will be entered and a user name for entering the chat room.
The unique number of the device participating in the chat connection is also sent
to the server.

The messages are encrypted is through an improved version of the RSA
encryption algorithm.

The number of connection attempts (Maximum Attempts - MA) is a set as a
parameter, and after reaching them, a block is loaded that opens a new connection
with the selected chat participant. If the connection is established before "MA" is
reached, the keys are generated, with which the secure communication between
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the two parties will take place. The generated keys are private and public
respectively. The public key is immediately sent to the interlocutor. This way, it
will send encrypted messages with the same public key.

When a real communication takes place between the two parties, it is
"listened” for the future user operation, i.e. whether to send or to receive a
message. When it is a message receiving, it must be decrypted, and when it is a
message sending, it must be encrypted and signed (to know who sent it).

The created application is very convenient and provides the necessary
security for a confidential communication. It can cover any type of company or
corporate activity where it is extremely important that the transfer of information
Is not disclosed to a third party.

Pe3ome:

JIoKIagbT AUCKyTHpa pa3paboTKa, MpeIcTaBisIBaIla CUCTEMA 32 CUTYPHOCT,
KOSITO CIIy>KM 3@ YJOCTOBEpsSIBAHE Ha JIMYHU JIaHHU, C 1IeJl HaBJIM3aHE B CUTypHA
BUpTYyaJHa cpena. B pa3paborenarta cuctemara KpUNTHPAHETO HA CHOOIIECHUS €
gacT OT o0esneyaBaHe Ha paboraTta B ,4ar-cTas®, KOSITO XapAyepHO ce
o0e3neyaBa OT TpyIa KOMIIOTPU, 0OCTYBaHU OT JABa ChPBbpA - €AUH TJIaBEH U
enuH pesepseH (backup). ChpBbpuTe OAIBPKAT OazaTa OT JaHHU, B KOSITO ca
3anyucuTe Ha notpedurenure. Te3n JaHHU CIyXkaT 3a BXOJ B 4aT-CTas, KOSTO €
JICCKTON TpUJIOKEHHE. BemHBK perucrpupanu, uUpe3 CBOUTE CMapTQOHH,
MOTPEOUTENUTE W3MOI3BAT 3a BXOJ TEHEPHpPAHUTE KbM CMapT@oHa KOIOBE
(maponm). Crief1 yCHEIIHO BbBEICHU aHHU, TOCTBITBT 10 CHCTEMAaTa € OCUTYPEH.
B Ta3u BupTyasnHa cpeqa KOMyHUKALMATA CTaBa Ype3 KPUNTHPAIIH alTOPUTMH,
OCUTYpSIBallld ~ CHUTypHaTa  KOPECTIOHACHIMS  MEXAYy  IMOTpPEeOUTENnTe.
CurypHoctTa (MO-CrelHaIHO KPUIITUPAHE Ha ChOOIIEHHUs) ce obe3rnedyaBa OT
BapuaHT Ha RSA anropuTsm 3a KpunTupane Ha nHpopmanusTa. 3a Ja ce yJIeCHH
BB3MOXKHHUSI IOCTHII J10 3alIUTEHA BUPTYyaJlHa Cpe/ia OT CTPaHa Ha MOTPEOUTENNTE,
3alUTeHaTa CTPYKTypa BKIIIOUBA B ceOe cu cMapT(HOH U NEPCOHAIEH KOMIIOTBHP.
[TpunoxkeHneTo ocurypsiBa ya00€eH U CUTYPEH BXOJl B KOMyHHKAI[MOHHATA cpefia
KaTo MOBHILIABAa CUTYPHOCTTA Ha cucTemara. B cbpBbpa ce cbXpaHsaBaT JaHHUTE
3a BXOJI B JIECKTOI MPUIOKEHUETO, KOUTO MOCTHIBAT OT cMapT(oHa, CIryKel] 3a
peructpauus. MHpopmanusTa, KOATO ce H3mpaiia oT cMapTdoHa, € KOABT Ha
KOMIIIOTHPA, OT KBJETO 1€ C€ BIM3a B UaT-CTasITa U IOTPEOUTEIICKO NME 33 BXOJ
B yaT-cTasTa. KbM chpBBpa ce u3Mpaiia 1 YHUKaTHUS HOMEpP Ha YCTPOKUCTBOTO,
KOETO yJacTBa B 4aT Bph3Kara.

HaunHbT Ha KpUNTHpaHe Ha CHOOIICHUATA CE OCHIIECTBIBA Upe3 oJ00peH
BapUaHT Ha aJirOpuThMa 3a kpuntupane RSA.

Karo mapamersp ce 3aaaBa Opoit onutu 3a cBbp3Bane (Maximum Attempts
— MA), xaTo cien JOCTUTAHETO MM Ce 3apekia OJIOK, KOMTO OTBapsl HOBa BPh3Ka
¢ U30paHusl yYaCTHHUK OT 4aTa. AKO Bpb3KaTa € YyCTAaHOBEHA IIPE JOCTUraHe Ha
“MA”, ce TreHepHpar KIIYOBETE, C KOHUTO W€ C€ OCBIIECTBU CUTypHATa
KOMYHMKAIMsI MEXIy JBETE CTpaHd. ['eHepupaHuTEe KIOUYOBE Ca CHOTBETHO
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au4deH u myonnyeH. [lyOnuuHusT KIiTto4y BeHara ce u3npaia KbM chOeceTHUKA.
[To To31 HauWH TOM 11Ie Ipallla KPUITHUPAHU ChOOIIEHUS C €IMH U CHIIU TyOIuYeH
KJTIOY.

[Ipu ocbiliecTBeHa peaiHa KOMYHUKAIUS MEXKy BETE CTPAaHU Ce ,,clrymia‘
3a orepanusrTa, KoAaTo e npearnpueMe noTpeOUuTensT, T.€. 1alu e ce u3npaia
WIH 11 ce noJjiydaBa choOiienue. [Ipu nmpuemane Ha choOleHue, To TpsadBa aa
ce JIEKpUIITHpA, a MPHU U3MpalllaHe Ha ChOOIIEHHE TO TPsAOBA Ja Ce€ KPUIITHUPA
CBHOTBETHO U Ja C€ MOANUIIE (3a J1a C€ 3Hae OT KOTO € U3IPATEHO).

[TpunoxxeHueTo, KOETO € Ch37aJECHO € MHOTO yI00HO U OCUTYpsIBa HY>KHATa
CUTYPHOCT NpU KOH(PHUACHIIMATHO oOmryBane. Moxe 1a o0XBaHE BCSIKAKbB THUII
(upMeHa UM KOpIopaTuBHA IEHHOCT, KbJIETO U3KIIOYUTEITHO BAXKHO € MPEHOCHT
Ha uH(popmaus aa He ObJe TOCTOSIHUE Ha TPETa CTpaHa.

I'.8-28

Karova M., Desktop Information System for Employee Management,
International Scientific Journals: Machines. Technologies. Materials, Vol. 16
(2022), Issue 9, pp. 318-320, Print ISSN: 1313-0226, Online ISSN: 1314-507X
(https://stumejournals.com/journals/mtm/2022/9/318)

Abstract:

There are a number of software products that offer services related to
personnel management. The workforce management systems provide managers
with information about the available workforce and help them better plan and
manage staff working hours. Thus, they could easily control labor costs and
increase the productivity of the company.

The current development offers an information system with access control
and different levels of access for each profile. It provides information security
against some of the better-known cyber-attack methods. The software allows
visualization of reports on registered employees and their tasks. A mechanism has
been developed to add different priorities and states to tasks, which allows
freedom to customize the system according to the needs of the owner.

The desktop information system development includes 2 phases: 1) creating
a database and 2) design of an encryption algorithm using a special algorithm for
creating a key. The main goal of the development is to ensure protection, both at
the entrance to the system and in the transfer and storage of data. The designed
information system uses database with 4 tables TASK_PRIORITIES,
TASK_STATES, EMPLOYEES, TASKS_ ARCHIVE.

The current development ensures data protection through the following
methods: 1)Control of access to the system, by entering the personal identification
number and password; 2)Control of entered data to protect against SQL injections;
3)Password length control; 4)Encryption of the access password; 5)Ability to
maintain an encrypted connection between the application and the server;
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6)Control of the number of attempts to enter the system; 7) The account blocking
in case of three incorrectly entered passwords.

The access control to the system is achieved with the following steps:

1. When entering the employee's personal identification number and
password, it is checked whether the personal identification number contains only
numbers and it is 10 characters long, and whether the password is more than 8
characters.

2. If the validation from step 1 is successful, the system opens a connection
to the database. It searches for an entry in the table for employees by entering a
social security number. If it finds such a record, it reads it and loads it into the
system memory.

3. If the record is successfully read, the status is checked to see if it is active.

4. If the status is active, the entered password is encrypted using the same
algorithm and key that were used to encrypt the password stored in the database.

5. If the encryption is successful, the two encrypted strings are compared:
the entered password and the one loaded into memory from step 2.

6. If there is a match, the employee enters the system. The counter for failed
login attempts is reset. Its database ID and privilege level data remain loaded in
memory until the application is closed.

In order to provide protection against Traffic Interception attacks, an
encryption method has been developed with a key created uniquely for the system.
A system-unique key is added to the encryption algorithm for the uniqueness of
each user's encrypted password. This also adds an extra layer of security. It is 128
bits or 16 bytes long, and the recommended size is 32 bits or 4 bytes.

Pe3ome:

CrpllecTByBa MHOXKECTBO OT CO(PTyepHH NPOAYKTH, KOWTO TpeaiaraT
YCIIyTH, CBBP3aHHU C yNPaBICHUETO Ha TiepcoHan. CuctemMuTe 3a yrpaplieHuEe Ha
CIYKUTEJIHM MPEOCTaBsi HAa MEHUDKbpUTE WHGOPMAIIUS 32 HaJTUYHATa pabOTHA
pbKa U UM TOMara jia TUIaHUpaT U YIpaBisiBaT Mo-A00pe pabOTHOTO Bpeme Ha
nepcoHana. Taka necHo OMxa MOTJIM J1a KOHTPOJIUPAT Pa3xoJuTe 3a TPYA U Ja
yBEJIMYAT MIPOU3BOAUTEIIHOCTTA HA (pupmara

Hacrosimara paspabotka npejiara napopmaimoHHa cuctemMa ¢ KOHTPOJI Ha
JOCThIIa W PA3JIMYHA HHUBA Ha JOCTHII 3a Bceku mpodwin. Toil ocurypsia
WH(OPMAITMOHHA CHUTYPHOCT CpEIly HSKOW OT TO-M3BECTHUTE METOIU 3a
kubeparaku. CodTyepbT TMO3BOJISBA BHU3yaJIUM3MpAaHE HaA CIOPAaBKU 32
PETHCTpUpAHU CIY)KWUTEIU W TEXHUTE 3amadd. Pa3paboTeH € MeXaHW3bM 3a
no0aBsHE HaA pa3IUYHU TPUOPUTETH W CHCTOSHUSA KBM 3a/JauuTe, KOETO
1o3BOJIsIBA CBOOOJA 3a TIEPCOHATM3MpAaHE HAa CHUCTEMaTa CHOopei HYXKIUTE Ha
COOCTBEHHKA.

Pa3zpaboTkara Ha HacToHA MHGOPMAITMOHHA CUCTEMA BKJtouBa 2 ¢dazu: 1)
Ch3JaBaHe Ha 0as3a JaHHU M 2) MPOCKTUPAHE Ha AJITOPUTHM 3a KPUIITUPAHE C
MOMOIIITAa Ha CTICIHAJICH aITOPUTHM 3a Ch3/laBaHe Ha Kitod. OCHOBHATA 1€ Ha
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pa3paboTkaTa € Ja OCUTypH 3allluTa, KAKTO Ha BXOJ[a Ha CUCTEeMaTa, Taka u Mpu
IpeHoca U ChXpaHEHUEeTo Ha JaHHU. [IpoekTupanara nHPpopMalmoHHa CUCTEMA
usnom3Ba 0aza jganHu ¢ 4 Ttabaunm TASK PRIORITIES, TASK STATES,
EMPLOYEES, TASKS ARCHIVE.

Teky1a pazpaboTka OCUTypsiBa 3allliTa Ha JAaHHUTE Ype3 CJICTHUTE METOIH:
1) Kontpon Ha mocThla g0 cucTtemara, upe3 BbBexkaaHe Ha EI'H u mapona;
2)KonTpoJ1 Ha BbBeZIcHUTE JaHHM 3a 3amuTa oT SQL umkekiuu; 3)KoHTposa Ha
IbJDKMHATA Ha mnaponata; 4) Kpuntupane Ha mnaposiata 3a JOCTBI; S)
BB3MOXKHOCT 3a MOAABpKAHE HA KPUIITHPAHA BPb3KAa MEKIY MPUIOKEHUETO U
chpBBpa; 6) Koutpos Ha Opos onuTH 3a BiAU3aHe B cuctemara; 7) biokupane Ha
aKayHT MPU TPU HEMIPABWIHO BbBEJCHU MAPOJIH.

KoHTpoabsT Ha nocThna 10 cCUCTEMaTa C€ OCBIIECTBSIBA ChC CIICIHUTE
CTBIIKH:

1. ITpu BeBexnane Ha EI ' H 1 mapouia Ha ciykutens ce nposepsia nanu EI'H
chaBprka camo 1udpu u e 10 3HaKa, KaKTO U JIajIu IapoJjiaTa € moBeye oT 8 3HaKa.

2. AKo mpoBepKara oT CThIIKa |1 € ycneniHa, cuctemaTra oTBapsi Bpb3Ka KbM
Oazara maHHH. ThpcH ce 3amuc B TabaWIIaTa 3a CIYXKUTEIH Ype3 BbBEKIaHE HA
COIMATHOOCUTYPHUTEIIEH HOMEpP. AKO CHUCTEMara OTKPHUE TaKbB 3aIlMC, TOW Ce
MIPOYMTA U CE 3aperKJia B CHCTEMHATA MaMeT.

3. AKO 3amuchT € MPOYETEH YCIEIIHO, CTaTyChT CE IpOBepsBa Jajlud €
AKTUBCH.

4. AKO CcTaTyCchT € aKTHBEH, BbBEJIEHATA Mapoja C€ KPUITUPA ChC ChIIUS
QITOPUTHM M KJIFOY, KOUTO ca OWJIM M3IOJI3BaHU 3a KpPUNTHUpaHE Ha MapoJiarta,
ChXpaHeHa B 0a3zara JJaHHM.

5. AKO KpUINITUPAHETO € YCIEIIHO, C€ CPaBHSBAT JBaTa KPUNTUPAHU HU3A:
BbBEJICHATA MapoJia U Ta3u, 3apejicHa B maMeTTa OT CThIIKa 2.

6. AKO WMa CBHBHAJECHHE, CIYKHUTENISAT BJIM3a B CHCTEMara. bposubT 3a
HEYCIICIITHA OMHUTH 3a BiIM3aHe ce Hynupa. MaeHTHPUKaIMOHHUAT HOMEp Ha
0a3ara JaHHU W JIAaHHUTE 3a HUBO Ha MIPUBMIICTHS OCTaBaT 3apE/ICHH B IIaMETTa,
JIOKATO MPHUJIOKEHUETO HEe ObJIe 3aTBOPEHO.

3a &1a ce OCHTypHW 3allldTa Cpelly aTakud 3a IpuxBallaHe Ha Tpaduk, e
pa3paboTeH METOoJ 3a KpUNTHUpaHEe ¢ KoY, Ch3/IaJICH YHUKAIHO 3a CHCTEeMaTa.
KbM anropurbma 3a kpuntupaHne ce 700aBsi YHUKaJISH 3a CUCTEMaTa K04, KOUTO
€ OTTOBOPEH 3a YHUKAJIIHOCTTA Ha KpUIITHpAHATa Mapojia Ha BCEKU MOTpeOuTel.
Taka ce m00aBsg JOMBIHUTENIEH CJIOM KbM CUTYpPHOCTTa Ha CHCTEMarTa.
JbmokuHaTa Ha Kitova e 128 ourta win 16 Gaiita, a MpenopbYUTEITHUAT pa3Mep €
32 ourta wim 4 Oaiita.

I'.8-29

Kapoa M., I'enueB II., M3cinenBane Ha MeTOAM 3a OIEHKAa HAa pPHUCKa 3a
uHpopmarmonHu aktuBu, COOPHUK pe3lOMETa Ha TPOEKTH, (PUHAHCUPAHU OT
nbppkaBHMs  OroykeT, TY-Bapua, 2019, pp. 55-56, ISSN: 2603-3208,
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(https://drive.google.com/drive/folders/1536GGj9vvT2dH2MoBmMTM_SJX8r_U
6Asl)

Abstract:

In today's world, more and more organizations rely on information
technology to help them achieve their business goals, such as a faster service
response or better quality. This is why information security is of paramount
Importance for organizations. A systematic approach to information security risk
management is needed to help define information security requirements and to
establish an effective management system. The information security risk is often
expressed as a combination of the consequences of an information security event
and the probability that this event will occur. The subject of the risk assessment
Is called an information asset. These methods are differently effective for different
information assets and most of them are based on the expert opinion of specialists
and are purely subjective. The methods that are based on objective criteria and
mathematical analysis are inapplicable to many of the assets. These features lead
to the need to apply heterogeneous methodologies and to hard-to-comparable
results.

The risk assessments for key information assets in exemplary information
security management systems are analyzed and compared to the problems
identified in the overview of risk assessment problems in scientific publications.

After the comparison, tasks are defined for analysis and overcoming
problems related to the subjective factor influencing the level of risk for
information security.

Based on the conclusions and findings, the main elements of a collecting
methodology, an accumulating and updating information about the owner’s
behavior of the information assets are defined.

The various methods are considered for assessing the behavior risk of an
information asset owner and the impact of that risk on the overall level of the asset
risk.

The inter-influences of the risks of various information assets have been
analyzed and measures to formalize these influences have been identified. In order
to overcome the problems that are related to subjective factors, the collecting ways
requirements and structuring the information related to the security of the
information assets are derived. An attempt was made to structure a methodology
for dynamic monitoring and updating the risk level related to the subjective
behavior of the information assets owners.

Pe3ome:

B cBBpeMeHHHS CBAT BCE€ TIOBEYE OpraHU3alMu  pa3yuTar Ha
MH(POPMAITMOHHU TEXHOJIOTHH, 3a Ja UM IIOMOTHAT JIa [IOCTUTHAT CBOMTE OM3HEC
IeJTM, KaTo Mo-Obp3 OTTOBOpP Ha yciyraTa Wi Mmo-ao0po kaudectBo. ETo 3ammo
CUTYpHOCTTa Ha wuHpoOpMaIMsITa € OT IIbPBOCTEIICHHO 3HAYCHHE 32
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opranmzanuute. Heo6xoanm e cucreMaTudeH MoaX0/[ 3a YIpaBlIeHUE Ha pHUCKa
[0 OTHOIIEHHWE HAa CUTypHOCTTa Ha MH(popmanusara, KOMTO 1a IOMOTHE Ja ce
OTNpEEAT M3UCKBAHUATA 3a CUTYPHOCT Ha MHQOpMaLMITa M Ja Ce Ch3JaJe
edeKTUBHAa CHUCTEMa 3a yIpaBieHHe. PUCKBT 3a MHPOpPMAIMOHHA CUTYPHOCT
4ecTo c€ Mu3pa3siBa B KOMOMHAIMS OT [OCJIEJICTBUATA OT ChOUTHE 3a
MH(POPMAIIMOHHA CUTYPHOCT M BEPOATHOCTTA Ja BBb3HUKBAHE TOBAa CHOUTHE.
[IpenMeThT Ha OlLIEHKAaTa Ha pUCKAa ce Hapuya MHPOPMAIMOHEH aKTHB. Te3u
METOJIM Ca pa3iuyHO e(PEeKTHUBHU 3a pa3iudyHd HHPOPMALMOHHU AKTUBU U
MOBEYETO OT TAX Ca OCHOBAHH HA €KCIIEPTHO MHEHHUE Ha CIICIIUATIICTH U Ca YHCTO
cyOekTuBHUA. MeToauTe, KOMUTO Ca OCHOBAaHM HA OOCKTUBHU KPHUTEPUU H
MaTEeMaTHYECKH AaHaJu3 Ca HENPWIOKHMH 332 MHOTO OT akTuBuTe. Te3u
0COOCHOCTH BOJIAT 10 HEOOXOAMMOCT OT MPHUJIaraHe Ha Pa3sHOPOIHU METOIUKU U
710 TPYAHO CHIIOCTABUMU PE3YNITATH.

AHanu3upaHu ca OLEHKUTE Ha PUCKA 3a KIIFOUOBU MH(POPMAIIMOHHN aKTUBU
B IIPUMEPHU CUCTEMHU 3a YIpaBJIEHHE Ha MH(GOpPMAIMOHHATa CUTYPHOCT M ca
CBIIOCTAaBEHHU C M3BEJCHUTE MPOOJIEMH MPHU HapaBeHUs 0030p Ha MpobiieMuTe
IpU OLICHKA Ha PUCKa B HAYYHH MTyOJIUKALUU.

Cnen u3BbplIEHATa CHIIOCTaBKAa ca JAepUHUpAHM 3aJaydl 3a aHAIU3 U
OpeoAosIBAaHE HAa MPOOJIEMU CBBpP3aHU ChC CYOEKTHUBHUS (aKTOp, BIMSEI] Ha
HUBOTO Ha pUCKa 32 HH(OPMAIMOHHATA CUTYPHOCT.

Ha ©Oazata Ha HampaBEeHUTE HM3BOAM M KOHCTaTaluu ca JAeUHUPAHU
OCHOBHUTE €JIEMEHTH Ha METOJMKa 3a ChOMpaHe, HaTPyNBaHE W aKTyalu3upaHe
Ha H($OpMaIUs 3a TOBEIEHUETO Ha COOCTBEHUIINTE HA MH()OPMAIIMOHHY aKTHUBH.

Pasrienanu ca pa3anyHu METOAM 3a OIIEHKA Ha pHUCKa OT MOBEACHUETO Ha
cOoOCTBEHHK Ha HH(POPMALIMOHEH aKTUB U BIUSHUETO HAa TO3H PUCK BHPXY 00ILIOTO
HUBO Ha PHUCKa 32 aKTUBA.

AHanm3upaHd ca B3aUMOBIMSHHUSATA HAa PHCKOBETE HAa Pa3IUYHU
nH(GOPMAITMOHHA aKTUBHM U ca Habels3aHu MEpKH 3a GopMalM3upaHe Ha Te3U
BIMSIHUSL. 3a IPEoI0JIsiBaHe Ha MTPOOJIEMUTE, KOUTO Ca CBBP3aHU ChC CYOCKTUBHU
(akTOpU ca M3BEIEHU M3UCKBAHHUS 32 HAUMHUTE 3a ChOMpAHE U CTPYKTypUpPaHE
Ha MH(OpMalMsTa CBbpP3aHa ChC CUTYPHOCTTAa Ha MH(POPMAIMOHHUTE aKTHUBH.
HanpaBen e onuT 3a CTpyKTypHpaHe Ha METOAMKA 3a JMHAMUYHO CJE/IEHE U
aKkTyaJu3MpaHe Ha HUBOTO Ha PUCKA CBbP3aHO ChC CYOEKTHUBHOTO MOBEAEHUE HA
COOCTBEHUIINTE Ha HHPOPMAITMOHHN AKTHBH.

I'.8-30
Kaposa M., Tomopos /., M3cienBane Ha METOAM 3a MAIIMHHO OOy4YeHHE 3a
Kpuntupane Ha gaHHu, COOpHUK pe3loMeTa Ha TPOEKTH, (UHAHCHUPAHU OT
nbppkaBuus  Owomker, TY-Bapna, 2021, pp. 33-34, ISSN: 2603-3208,
(https://drive.google.com/drive/folders/1536GGj9vvT2dH2MoBmTM_SJX8r_U
6Asl).
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Abstract:

Some of the most used and well-known symmetric encryption algorithms —
AES, DES, TripleDES and RC2 — are reviewed. With their help, the secret keys
were generated. AES algorithm with a key length of 256 bit, DES algorithm with
a key length of 64 bit, TripleDES algorithm with a key length of 128 bit and RC2
algorithm with a key length of 128 bit were used for the experimental study
purpose.

Each secret key is pre-processed and placed in a uniform environment. After
that, the type of its encryption algorithm is recognized using two of the most used
machine learning algorithms - KNN (k-Nearest Neighbors) and SVM (Support
Vector Machines).

Selecting the input parameters, the different cryptographic algorithms were
deliberately selected in this way - with different key lengths of 64, 128 and 256
bits. Expectedly, the results are best at both extremes at 64 and 256, because their
footprint is more contrasting compared to the other two (with 128 bits) placed in
a uniform environment. In TripleDES and RC2, in addition to inclusion to the set
sample data, the competition of the given fingerprint with another similar one of
the same length must be taken into account, but nevertheless, in both modules
(KNN and SVM) the result is close to 50%.

A total of 440 keys, 110 for each encryption algorithm, were tested with each
of the two machine learning algorithms, kNN and SVM, using a database of 4000
known examples. The results for KNN show that the execution time for one key
recognition is under 1 s (about 200 ms on average), and the execution time for all
440 examples is just over 10 min. The percentage-wise, the results are very good
for AES and DES, with the latter being even 100%. For TripleDES and RC2, the
results are rather good, but definitely weaker compared to AES and DES.

Pesrome:

Pasrnenanm ca emHuW OT HaAW-U3MONI3BAHUTE W U3BECTHU CHUMETPUYHU
kpuntupamu anroput™Mu — AES, DES, TripleDES u RC2. C taxna nomorr ca
TeHEpUpaHU CEKPETHUTE KIIIOYOBE. 3a IIeJiTa Ha OINWTHATa IOCTAaHOBKA ca
usnon3Banu AES anroputsbm ¢ aApipKuHA Ha Kiroda oT 256 bit, DES anroputsm ¢
IbIDKWHA Ha KITtoua oT 64 bit, TripleDES anroputsbm ¢ nbmkuHa Ha Kiroda ot 128
bit u RC2 anropuTsbM ¢ nbmKkuHa Ha Kiatova oT 128 bit.

Bcekn cekpereHn kimod ce mpepaboTBa MpEABAPUTEITHO M C€ TIOCTaBsS B
enHopoaHa cpena. Cren, KOETO ce pas3no3HaBa BHAA Ha KPUNTHPALIUS MY
aNTOPUTHM TIOCPEACTBOM JBa OT HAW-W3IMOI3BAHUTE AJTOPUTMU OT MAITUHHO
ooyuenue - KNN (k-Nearest Neighbors) u SVM (Support Vector Machines).

[Ipu moxOupane Ha BXOJHHUTE IMapaMeTpPH YMUIUICHO ca TOJ0paHu B TO3H
CHl BT Pa3JIMYHUTE KPUTITOTPa(CKU aJITOPUTMH — C pa3iIndHa AbJDKUHA Ha KITF0Ya
64, 128 u 256 6uta. OuyakBaHO pe3yJaTAaTUTE ca HAW-TOOpPH B ABETE KPAHHOCTH
nipu 64 u 256, 3a110TO TEXHUS OTHEYATHK € MO-KOHTPACTUPAIL] CIIPSIMO JAPYTUTE
nBa ( cwe 128 6ura) moctaBenu B eqHopoiHa cpena. [Ipu TripleDES u RC2, ocBen
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nprOOIIaBaHETO KbM 3aJaJICHUTE MPUMEPHU JaHHHU, TPsAOBa Ja ce OT4YETEe U
KOHKYPUPAHETO Ha JAJCHUSAT OTHEYaThK C Jpyr ce0ernojo0eH CbhbC Chlllara
IBJDKWMHA, HO BBIIpEKH ToBa U npu aBata moayia (kNN u SVM) pesynrara € B
omm3oct 10 50%.

Hanpasen e omut ¢ o6mo 440 wmoua mo 110 3a BCekn KpUOTHpAI
IrOPUTHM, PA3MO3HABAHM C BCEKM €JMH OT JIBaTa ajJrOpUTMHU 32 MAIIMHHO
oOyuenue — kNN u SVM, upe3 6azoBu ganuu ot 4000 uzsecTHu pumepa. BugHo
€, Y€ BPEMETO 3a M3I'bJIHEHHUE Ha €HO Pa3M03HAaBaHE Ha KoY € 1moJ 1 s ( cpegHo
okoJio 200 ms), a BpeMeTO 3a U3NbJIHEHHE Ha BcuukuTe 440 mpumepa — Majko
Hag 10 mun. [IpouentHo pesynrarure ca mHoro no0pu npu AES u DES, karo
ripu BTopus € fopu 100%. 3a TripleDES u RC2 pesynratute ca mo-ckopo n100pw,
HO ompejiesieHo no-cinadbu B cpaBHenue ¢ AES u DES.

6.04.2023 r. N3rorsuit:
nou. A-p Munena Kaposa
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