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A. CHARACTERISTIC OF THE THESIS

This dissertation aims to develop a user-centric privacy control system that helps
organizations comply with GDPR. The study uses literature review, primary and secondary
data collection and analysis, and design thinking to create a practical, scalable, and
cross-industry-applicable privacy control system that considers the societal impact of privacy,
fuzzy regulations, and technology. The research methodology includes an international
web-based survey using Qualtrics and Google Forms to understand user privacy awareness,
trust towards organizations, and evaluation of privacy control elements.

The dissertation consists of four chapters. Chapter 1 provides a general overview of
the dissertation's purpose and background. Chapter 2 defines relevant terms used in the
research, such as "user," "organization," "control," "trust," "trustworthiness," and
"measurement framework." Chapter 3 outlines the methodology used for collecting and
analyzing data on users' and organizations' trustworthiness-building factors. Chapter 4
summarizes the study results, proposes a future development plan, and concludes by
highlighting the need for a task force to research user needs and organizational challenges.

The dissertation brings a novel and practical approach to the challenges in GDPR
compliance by integrating societal impact of privacy, decreasing the burden of fuzzy
regulations, and technology into a user-centric system. The proposed privacy control system
will empower individuals to control their personal data, countering the trend of control
shifting to data processing organizations. The study's results provide insights into users'
privacy awareness and behavior, and their trust towards organizations, which will inform the
development of the user-centric privacy control system.

In conclusion, this dissertation contributes to the GDPR compliance discussion by
proposing a practical and user-centric approach to privacy control systems. The study
provides insights into users' privacy awareness and behavior, and their trust towards
organizations, which can be used to enhance individual control over personal data and
promote trust between individuals and organizations.

The problems addressed in the dissertation research therefore can be concluded as follows:

1. The societal impact of privacy, uncovering the lack of user-centricity and focus on
increasing numbers of data collection endpoints,

2. Fuzzy regulations and lack of practical guidance, reflecting the challenge to
understand and translate requirements into operational processes, lawfully and
consistently,

3. Technology as the enabler and obstacle, highlighting lagging information system
infrastructures at the core of an effective protection mechanism.
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B. OBJECT AND SUBJECT OF STUDY

The object of this study is the development of a user-centric privacy control system to
assist organizations in complying with the General Data Protection Regulation (GDPR). The
subject of the research is the practical, scalable, and cross-industry-applicable privacy control
system, which considers the societal impact of privacy, fuzzy regulations, and technology. To
achieve this objective, the study incorporated a literature review, primary and secondary data
collection and analysis, and design thinking.

The study's focus on making GDPR compliance practical and scalable is significant,
as it is essential for organizations to maintain user privacy while adhering to regulations.
Furthermore, the study's emphasis on a user-centric privacy control system that takes into
account user privacy awareness, trust towards organizations, and privacy control elements is
an innovative and practical approach to GDPR compliance challenges. The study also
provides valuable insights into users' privacy awareness and behavior, which will aid in the
development of the privacy control system.

The main theoretical and methodological issues concerning the privacy control system
concept are as following:

e The research will be conducted through a series of international surveys, a systematic
literature review, and a design thinking process. The resulting framework will be
evaluated through a prototype implementation.

e Definitions are drawn from the GDPR regulation, the Article 29 Working Party, and
social learning theory.

e Assessment of external research results and comprehensive market studies
Analysis of legal and technical control elements

e Evaluation of psychological control through surveys and studies

While the study itself is planned and executed from within the European Union (EU), the
method of analysis considers views of non-EU residents and their understanding of a privacy
control system as well as its effects on corporate trustworthiness. This approach ensures a
wider applicability, thus, expanding the territorial usage potentials.
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D. GENERAL CHARACTERISTICS OF THE DISSERTATION

I.  Approval of the Development

The dissertation work was reported and discussed in its separate parts and in its
completed form at a meeting of the Departmental Council of the Department of Industrial
Management at the Faculty of Mechanical Engineering and Technology of the Technical
University of Varna.

II.  Brief Outline of the Thesis

The structure of the thesis comprises a sequence of chapters that conform to a
prescribed set of rules, which are:
1) Emphasizes the scope, methods, results, and novelty of each chapter in the research
2) Includes a conclusion for each chapter that summarizes the advances and results
3) Summarizes the advances resulting from the PhD research

1.  Chapter: Introduction To Dissertation

With the introduction of a standardized General Data Protection Regulation (GDPR),
the European Parliament seeks to enforce stricter accountability compliance in the processing
of personal information. Consequently, organizations need to ensure adequate and effective
communication of privacy terms to build an appropriate level of trust in individuals. The
territorial scope of the regulation extends to foreign companies, which offer goods and
services to EU residents. A subsequent non-compliance can result in fines, of which a
cumulative 1.6 billion Euros have been paid as of mid 2022 (Ider, 2020b).

The introduction of a Europe-wide standardized data protection regulation is a
meaningful step as the rising number of personal devices and progressive digitization of
services add additional verticals for personal data collection and thus, such data needs to be
protected. As of 2020, 90% of all European residents regularly access the internet, primarily
via mobile phone, followed by desktop PC and marginally by tablet (ContentSquare, 2020;
Kemp, 2020). In Germany, where every person has access to more than seven
(internet-connected) devices, households consist of two members on average. While some
devices are used mutually, approximately two personal mobile phones are attributable solely
to each person (Werliin & Kokholm, 2020, p.10; Statistisches Bundesamt (Destatis), 2020,
p-44). The three most common digital services accessed are entertainment, product purchases
and banking transactions (Betti et al., 2020).

Due to the growing data access points, data collection and processing methodologies,
the regulation aims at improving data protection. However, nearly 2.5 years after introducing
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the GDPR, % of all German organizations still struggle to meet full compliance (Dehmel &
Kelber, 2020, p2). The conclusion can be drawn that a similar level of compliance is existent
across European organizations, considering the increasing number of imposed fines
Europe-wide (Ider, 2020a, p.105).

Therefore, this dissertation is dedicated to provide a framework to reduce the
complexity and improve operationalization of the European Data Protection Regulation
(GDPR). This is achieved through the conceptual development of a pragmatic, scalable and
cross-industry-applicable user-centric privacy control system with minimally disruptive
organizational design properties. The topic and the underlying research have a contemporary
significance and immediate societal impact. Currently, both users and organizations are
affected by three aspects, which further substantiate the main drivers for research. These
include the fuzzy regulations and lack of practical guidance, technological challenges, and the
data protection compliance dilemma.

2.  Analytical Research And Review Of The Global And Regional Solutions
To The Problem

2.1. Problem Statement

The GDPR is not designed to provide practical guidance for the implementation of
compliant systems and procedures. It instead lays down the principles for data processing,
i.e., focusing on “what criteria must be fulfilled” but lacks “how it should be done”.

There is no global or industry-wide end-to-end implementation consensus regarding
the communication of privacy modalities at the current research time. Affected organizations,
therefore, struggle with the interpretation of the regulation and associated legal obligations
and consequently with the adaptation of existing IT infrastructures (Jiang et al., 2019, p13).
Almost 40% of the 1100 interviewed organizations claim that one of the most significant
difficulties is reconciling the existing IT infrastructure with the GDPR (Jiang et al., 2019,
p-13).

The lack of legal and technical understanding of the GDPR causes a misalignment of
compliance system design and operative effectiveness. Despite the efforts of organizations to
compliantly communicate privacy matters to individuals, the current juridical uncertainty
leads to excessive legal language in the policies as such documents are often written by such
professionals (Faustino-Bauer & Ider, 2020, p.248). This condition brings about the reverse
effect, i.e., non-compliance, due to being unintelligible and complex, thus creates ineffective
policies. Organizations, therefore, adversely violate the principles of data processing
according to Art. 5 GDPR. Concluding the current challenges, the major cornerstones of the
data protection compliance dilemma are:
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1) the societal impact of privacy, uncovering the lack of user-centricity and focus on
increasing numbers of data collection endpoints,

2) fuzzy regulations and lack of practical guidance, reflecting the challenge to
understand and translate requirements into operational processes, lawfully and
consistently,

3) technology as the enabler and obstacle, highlighting lagging information system
infrastructures at the core of an effective protection mechanism.

2.2.  State of Research

Organizations look for possibilities to achieve a competitive advantage by generating
valuable insights on individuals as data is recognized as “the new oil” of the 21st century.
Building proper tools to compliantly utilize the data is the motivation of this research. At its
core, it is about addressing the needs of society and contributing to the better protection of
GDPR rights. It aims to establish a fair framework for personal data processing that will
improve the current GDPR procedures and their communication for the benefit of the average
citizen, public organizations, and all business entities. The current research aims at providing
the much-needed application oriented social innovation for the improvement of data
protection and better privacy.

The research work in user-centric data management solutions can be grouped into
three main areas (Ider, 2020a, p.104). First, models based on Mechanisms for Personal Data
Storage (MPDS), second, User-Centric Secure Data Sharing (UCSDS) (Grashofer et al.,
2017, p.1244) and third, Cryptographically Based Solutions (CBS) for creating data
transparency and traceability (Truong et al., 2020, p.1746).

The first concept, MPDS, includes solutions, such as Solid (Sambra et al., 2016),
Digi.me or Mecco (Sjoberg et al., 2017), which essentially provide socially linked and
personal micro-databases for individuals to store and disclose selected data to service
providers from a centrally accessible interface. Secondly, UCSDS puts the focus on the
infrastructure for data access and an authorization mechanism, thus, stressing less on actual
data ownership and more on a technological solution for simplifying the sharing of individual
personal data points or categories. The third option, i.e., the CBS, aims at always keeping
data usage traceable. The presented solutions, including MPDS, CBS, UCSDS are plotted on
the user-controllability and technological-requirements dimensions as displayed in Figure 1.
The plot shows the level of user control over their data relative to the amount of expected
disruption of an organization's IT infrastructure for achieving user privacy control.
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Figure 1: Adaptation Probability of Privacy System

2.3. Benchmarking of Models

A cross-industry-based assessment of contemporary privacy compliance-readiness of
German organizations, labeled as “Current solutions”, is plotted in Figure 1 for benchmarking
purposes. The readiness itself results from the ability to guarantee following GDPR
requirements either fully, partially, or not at all (PricewaterhouseCoopers, 2018):

Technical and Organizational Security (TOMs),
Records of Processing Activities (RoPAs),
deletion and retention systems,

HwL N =

user rights for data access.

The generated comprehension provides insights for determining the level of “control
over data” as well as the underlying “technical requirements”, as displayed in the bubble in
Figure 1, “Current solutions”. The Personal Privacy Cockpit (PPC) is plotted additionally. It is
placed near the center of QIV, as it represents the envisaged level of control and technical
complexity to be achieved. Figure 1 subdivides the two-dimensional graph into four
quadrants. It highlights that the presented solutions within QI and QII inherently require
higher technology adaptation, thus, potentially disrupting existing infrastructures to a greater
extent. Although MPDS offers the most significant privacy control, it can be concluded that it
is not necessarily the most desired solution, because of its inherent technical complexity.
Many organizations already see the greatest challenge in the IT infrastructure adaptation.
Currently, most organizations can be classified in the QIII segment and should aim to move
further towards QIV, through the limitation of technical convolutions and increasing user
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access as well as controllability over their data. All options provide important building blocks
for developing an effective, trust-forming, secure, transparent, and user-centric solution (Ider,
2020a, p.104). However, these alternatives are subject to more stringent technological
requirements, lacking capabilities for mass-adaptation of organizations and users. In addition,
the identified solutions are not primarily designed for achieving GDPR compliance.

The conclusion drawn from the foregoing assessment is that significantly greater
adoption rates can be achieved if a data protection-friendly solution increases user control
proportionally more than the increase in technical complexity. Latter shall further cause fewer
disruption through reduction of complex technology requirements. Existing privacy control
concepts and services provide important elements, which will be considered in the scope of
this research. Nevertheless, this conceptualization aims at reducing technological complexity
for both organizations and individuals.

2.4. Research Limitations

The research is limited to a theoretical conceptualization of a user-centric online
privacy control system. Consequently, the development and testing of the solution will take
place with a smaller sample size. Multiple surveys will be conducted throughout the research
to reflect and build in user-specific requirements, ensuring state-of-the-art technology
integration. Moreover, the ability to successfully implement the privacy control system into
organizations will occur through a theoretical assessment of the features of information
technology (IT) system infrastructure and subsequent evaluation of the compatibility between
the privacy system and IT. In this context, the underlying premise is that the organizations can
demonstrate a minimum level of technical expertise.

The limited time and access to statistical data as well as the resource constraints may
affect the representativeness of the research. Cultural preferences or biases may influence the
objectivity of the results. Lastly, the gathered data consists of feedback provided by survey
participants and thus the evaluation will primarily be conducted based on self-reported rather
than observed behavior. To counter measure this possible attitude versus behavior dichotomy
(Kokolakis, 2017, p. 124), some questions will be designed in such a way that requires the
survey participants to actively engage with the user interface. Consequently, the residual risk
is that the obtained data may not entirely reflect actual behavior as the questions are for the
purpose of research rather than an actual event where individuals are asked to share data for
(e.g., signing up at a website to receive services).

Consequently, self-reported behavior for the purpose of research may be different from
that of an observed one. To minimize the dichotomy, the survey aims at simulating “real-life”
circumstances to encourage actual user behavior. Thus, survey questions are partially
designed to capture self-reported opinions (attitudes) from a user perspective and to some
extent detect behavioral insights through active engagement with survey questions, resp.
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Incorporated mock ups of system interfaces. The survey design aims to further minimize any
work-related association, thus, participants will be offered to freely provide their email
addresses, if they plan to participate in the raffle in the scope of the research'. The
proportional number of users that will enter their data will further provide evidence and
validation for the whole data set.

2.5. Chapter Summary

e Scope:

o Discusses the importance of privacy in the digital age, highlighting the
growing need for individuals to approve data collection.

o Discusses the challenges organizations face in complying with the General
Data Protection Regulation (GDPR) and the limited understanding of privacy
policies by individuals.

e Methods:

o Primary and secondary data collection and analysis, systematic literature

review, and design thinking process.
e Results:

o Scope definition, i.e., the dissertation will result in a conceptualization of a
pragmatic, scalable, and cross-industry-applicable privacy control system that
improves the communication of privacy terms and reduces the complexity of
the GDPR.

e Novelty:

o The study brings a novel and practical approach to the current challenges in
GDPR compliance by integrating the societal impact of privacy, decreasing the
burden of fuzzy regulations, and technology into a user-centric privacy control
system.

e Conclusion:

o This chapter highlights the importance of privacy and the challenges
organizations face in complying with the GDPR. The research aims to address
these challenges by developing a user-centric privacy control system.

! Survey participants can win online shopping vouchers.
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3.  Chapter: Theoretical Formulation Of The Decision And Tasks To Achieve
The Goal

The following chapter identifies relevant terms and provides their definitions. Based
on the findings, the data protection requirements, and the impact of the GDPR on the user
privacy system are also determined.

3.1. Terminology Definitions

3.1.1. Definitions of “User”

In the scope of this research the term “user” always refers to a “natural person” and is
equivalently used for respondent, survey participant and “data subject”.
The term natural person is inferable from Art. 4 (1) GDPR. It stands for any individual that
discloses any personal information to an organization in exchange for both paid or free of
charge products or services. In the context of Art. 4 (1) GDPR, a natural person or data
subject exists, where one or more information leads to unambiguous identification of that
individual. The original definition of the regulation is as follows:

[...] ‘personal data’ means any information relating to an identified or identifiable natural
person (‘data subject’); an identifiable natural person is one who can be identified, directly or
indirectly, in particular by reference to an identifier such as a name, an identification number,
location data, an online identifier or to one or more factors specific to the physical,
physiological, genetic, mental, economic, cultural or social identity of that natural person.

Consequently, the privacy control system should flag or label special categories of
data and provide detailed information on the underlying processing and the enhanced security
measures for the protection of such data. The Article 29 Working Party provides a
comprehensive definition for indirect user identification, which include (Papers of the Article
29 Working Party, 2014, p.18):

e Single-out: Is it still possible to single out an individual?
e Link: Is it still possible to link records relating to an individual?

e Infer: Can information be inferred concerning an individual?

3.1.2.  Definition of Organization

The term “organization” in the scope of this research refers to any institution that
processes personal data and does refer as well to all controller types, processors, and their
obligations. In the context of the GDPR, the construct of controller and processor is
essentially designed to define the obligations and responsibilities among organizations that are
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involved in the processing of personal information. The GDPR defines in Art. 4 (7) that a
controller is an institution that determines the purpose and means of the processing.
The processor does not determine any of the factors but is a service contractor

operating on behalf of the controller.

3.1.3.  Definition of Control

In the subchapters of the dissertation the term control is defined from a legal, a
technical and a psychological angle. Understanding such definitions is essential to
formulating relevant key segments for the assessment of organizational trustworthiness. A

summary of key points is provided below:

A. Legal Definition of User Control
e user rights are specified in Art. 12 — 23 GDPR
e build the basis for the definition of the user control requirements
B. Psychological Definition of User Control
e encompasses emotional assessment, which is considered a psychological state
o authority, power, or influence over events, behaviors, situations, or people
o regulation [...] of [an] independent variable [...]
C. Technological Definition of User Control
e physical means to meet the control requirements identified in the legal context
e refers to the features that an information processing system provides to
o  manage data and maintain underlying systems and
o allow ownership and transparency of data in the user context
e cnsuring control on an organizational, operational (business process) and

information system level.

The three points of view are selected based on the preceding analysis results. The
control assessment from the legal perspective is important as it lays down the juridical
foundation from which technical and user control elements are derived. Discussed in the
dissertation in detail, it is revealed that technical control is the enabler and determines the
degree of data management by users or organizations. The psychological perspective
determines the awareness and perception of control, which could be considered as the most
sensitive aspect. The findings will lead to the evaluation of whether the level of control
individuals have over their personal data, corporate processes and systems has an impact on

organizations' trustworthiness.
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3.1.4. Definition of Trust, Trustworthiness, and the Measurement
Framework

In social learning theory trust’ is formed by the expectation of an outcome of a
situation as well as the amount of experience in similar cross-situational circumstances
(Rotter, 1980, p.2). A crucial element to forming trust is the confidence in the truthfulness of
trust (Rotter, 1980, p.4) in a person or institution, i.e., to what extent someone is trustworthy.
Consequently, it can be expected that (1) a trustee’s experience, (2) the result that one expects
and (3) the level of the trustor's trustworthiness determines the degree of trust.

Due to that, trust particularly differs among different age groups (Sutter & Kocher,
2007, p.373) or occupations of individuals, as it can be expected that age and experience are
positively correlated (Gul, 1983, p.86). Experience is assumed to be reflected by a
combination of an individual's age and occupation associated with objectives of this research.

In more recent definitions, trust is seen as a social preference (Ashraf et al., 2006,
p-194) that replaces the expectation of a return with the altruistic behavior of individuals,
placing in the frontline intrinsic selflessness and joy to be good and fair to others (Andreoni &
Miller, 2002, p.737). However, the more recent definitions are less suitable for this research,
because the object of research is not to investigate the altruistic capacity of individuals
towards organizations, but to ascertain a precise terminological definition and further scope
the range of applicability of this research.

3.2.  Conclusion of Paragraph

Based on the key elements identified in the introductory chapter, the definitions of
terms and concepts provided a comprehensive understanding of trust and control from a
variety of disciplines, including psychology and technology as well as an interdisciplinary
legal perspective.
The definitions were implemented into a multidimensional framework, which will be used as
the working model for the subsequent analysis. The technical and psychological insights have
further been mapped to the GDPR requirements. An integration of these dimensions ensures a
holistic analysis approach and further specification of precise measures and features for the
privacy control system. The colors represent the level of influence a party has on the
development of trustworthiness. The parties include users, organizations and juridical bodies
that define the legislative basis for the GDPR. Moreover, the interim conclusion in the scope
of the dissertation reveals that the subsequent assessment can be narrowed down to further
in-depth analysis based on (1) age group, (2) occupation and (3) device usership (z-axis).

% To ensure a focused and delineated scope of application, this definition does not consider the field dependence
(e.g., Gul, 1983), i.e., the extent to which cross-situational circumstances are affected by external influences
rather than a personal sense of order.
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Therefore, the following paragraphs will provide a three-staged assessment, where the data
exploration will take place based on the three segments.

The conclusion will summarize each finding and a subsequent comparison and
discussion. The existing framework is therefore extended by the addition of a third dimension,
or z-axis. This dimension stipulates the three criteria upon which the trustworthiness-creating
elements (represented by the x- and y-axis) are evaluated, as summarized in figure 2.
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Figure 1: A 3D Concept of Trustworthiness Building Factors

3.3.  Chapter Summary
e Scope:

o This chapter focuses on defining relevant terms in the research such as "user,"
"organization," "control," "trust," "trustworthiness," and "measurement
framework".

o It further deals with the impact of GDPR on the privacy system and the data
protection requirements.

e Methods:

o Definitions drawn from GDPR regulation, Article 29 Working Party, and social

learning theory.
e Results:
o Three perspectives (legal, psychological, and technological) are used to
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evaluate the impact of users' control over personal data and its effects on
organizational trustworthiness.
e Novelty:
o Highlights the importance of considering the three perspectives in evaluating
organizational trustworthiness and reveals impact on trustworthiness of control

over personal data, processes, and systems.

4. Chapter: Conditions And Environment For Implementing The Solution

In order to tackle the issues highlighted in the introduction, dedicated surveys are
designed to collect necessary data to understand the needs from a user perspective as well
define a framework and determine working packages for organizations. Therefore, the focus
of this chapter will be placed on the methodology of the data collection process, survey design
and data analysis structure.

The high-level methodology includes an examination of data and its structure via a
descriptive and analytical approach. Qualtrics Stats iQ is mainly used, which features the
visualization of numbers, ranks and categories as well as allows cross-tab analysis.

The study begins with outlining the methods used for data collection, followed by a
descriptive assessment of the obtained data. The first section discusses data collection
instruments and procedures, while the second section presents data using various techniques
to draw conclusions and identify patterns.

The third section explores the relationship between the responses. Many possible
relationships are explored, whereas statistically significant or otherwise meaningful insights
are presented, including visualization.

The fourth section derives insights for the concretization of trustworthiness-building
factors, through the preceding response analysis, determination of the weights and
identification of their impact on the control system. In the course of this report, it will be
further demonstrated how the data analysis results are used to construct a workable
framework (see figure 5).

4.1. Introduction to Research Methodology

In March and April 2021 an international web-based survey was conducted and
distributed via Qualtrics and Google Forms. Both surveys are identically structured, to ensure
that the collected data quality and quantity is comparable. The survey consists of 25 questions
with 84 subcategories, clustered into four sections, including the introduction page. The
Qualtrics survey link is solely shared among users working in an internal technology
organization, operating with various brands in more than 50 countries. The Google Forms link
is shared with a wider public group and made available mainly on LinkedIn and Twitter, as
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well as various other social platforms by commenting on relevant posts. The demographic
questions on the first page are obligatory, subsequent questions can be skipped or answered
partially.

The three privacy sections are designed to generate insights for the concretization of
trustworthiness-building factors, discussed in the preceding chapters. Each section has its
particular focus area and incorporates validation questions to determine users' answers. Each
trustworthiness-building factor, i.e., the control and the data processing organization as well
as their respective dimensions, i.e., x-axis (data, processes, and IT systems) and y-axis
(psychological, legal, technological), exhibits an intersection with the individuals.
Consequently, the user's understanding of each dimension, their perception and actual level of
control over the elements (in each dimension) are of particular interest.

The second section aims at capturing the user's level of GDPR understanding to
determine their actual data sharing behavior. These insights will be benchmarked against the
willingness to share such data® and thus used for validation purposes. Within the section, the
privacy preferences will be assessed as well. The results of the first section thereby make it
possible to measure the average level of privacy awareness and expertise of individuals. Thus,
the legal factors will be quantifiable. This prerequisite facilitates a detailed assessment of
subsequent answers and indicates the basic preferences a privacy interface should consist of.

The third section evaluates psychological factors to determine the inherent level of
trust, respectively, the distrust of users towards organizations as well as a detailed
examination of trustworthiness-building dimensions and factors. In order to examine the
psychological factors in-depth, the survey further provides a range of colors from which
participants can select one that they associate with trustworthiness, which has a positive effect
on the emotions. The collected data aims at identifying statistically significant relationships
among psychological factors and their effect on the overall satisfaction of privacy control.
This is particularly interesting, because users' active control over their data is limited, as
identified in the underlying doctoral dissertation.

The fourth section's primary focus is on the in-depth evaluation of privacy control
elements by evaluating statements that involve assessing parameters that would improve
trustworthiness and the evaluation of the personal privacy cockpit interface. The collected
data will be used to analyze the privacy preferences and benchmark them against their actual
behavior. The data will also be used to validate existing research results. Both internal and
external validation strengthens the significance of the gathered data. An example for external
validation involves a question regarding the time spent reading a privacy policy, which will be
benchmarked against how long it takes to really read one, based on the research article The
Cost of Reading Privacy Policies (Mcdonald & Cranor, 2008).

Free text space is further integrated at the end of the survey for additional insights and
wishes for enhancing the privacy control as well as feedback on the survey quality. This is

3 Questions will be asked in different sections.
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assessed through Text iQ, a built-in natural language processing service provided by

Qualtrics.

4.2.  Data Collection Process

A total of 431 participants have completed the survey, whereas roughly 90% of
responses are collected via Google Forms and remaining 10% via Qualtrics. The higher
engagement on Google Forms is possibly due to the distribution of the survey via different
social media platforms. There are 84 possible answers per submitted survey in total. Four of
them, incl. the country of residence, age group, occupation, and gender, are mandatory. These
obligatory demographic questions facilitate a better evaluation of the audience's contextual
aspects. About 7.6% of all 84 questions (incl. the mandatory) are left blank, i.e., 2745 out of
36120 individual answers. The majority of questions have been kept non-compulsory, as this
measure has been implemented to ease the answering procedure.

Although users can respond with “0”, which indicates that the specific person does not
own a device, some responses have not provided any answer at all. A listwise deletion
(Saunders et al., 2006, p.21), i.e., removing entire answers from the dataset will not be
considered, as it reduces the sample size and consequently loss of representativeness and
meaningfulness of the data. Replacement of blank cells with mean values does not occur, as
the standard deviation will be slightly reduced and thus introduce bias in the observed data.
Either way (replacing or not replacing) preserves the mean as well as the entire range of
values, incl. outliers. Another factor speaking against a replacement of blanks with the means
is the existence of categorical values for which it is not possible to determine the mean. This
would require the application of different methods to eliminate blanks.

Hotdecking (Saunders et al., 2006, p.21) is a possible solution as it identifies
respondents with similar answers and replaces the missing values where answers are
incomplete. Since the data is equally distributed among different genders, age groups or
occupations and the required effort to develop a respective algorithm to deal with the
multitude of answers (36.120 individual answers), a more pragmatic solution will be used. A
combination of the Index and Randbetween function is applied to generate data from the
existing reference distribution rather than having Excel randomly select values from a random
range (Fish et al,, 2017, p.86). The model would generate a value for categorical and
numerical data based on a uniform distribution irrespective of the data type. Therefore, the
frequency of existing data is largely maintained, while some noise may be added, represented
by the relative percentage difference column in the table below.

Table 1 shows the distribution for observed and generated values of the answers for
“Please indicate the type and number of devices you own as well as if it is a personal or
shared device [SmartTV]”. Please note that the table below only shows the frequency of
Smart TV’s and not whether it is a personal or shared device.

Author: Kadir Ider Page 18



Table 1: Exemplary Comparison of Observed and Generated Data

Value Observed % of total Generated % of total Relative Change
0 77 24.37% 30 25.00% -0.63%
1 220 69.62% 82 68.33% 1.29%
2 19 6.01% 8 6.67% -0.65%
3 0 0.00% 0 0.00% 0.00%
Sum 316 100% 120 100% 0.00%

In the table above, 120 blank cells have been replaced with randomly generated
values. For quality assurance, this test has been conducted on columns with fewer and more
blank cells. The outcomes for both observed and generated data show similar results.

In the scope of the data collection process, there are non-controllable parameters worth
mentioning. The Qualtrics results provide a start and end date feature, from which the time
spent to complete the survey is calculated. The mean time is 18 minutes, whereas the fastest
response time is < 3 and the longest 51 minutes. However, as this sample size accounts for
10% of all responses, it cannot be ruled out that all observations deviate from that.

There is further the risk of possible bots, also known as automated form fillers
(Buchanan & Scofield, 2018, p.2588). These bots can easily be installed as a plugin. They
randomly select answers on behalf of the respondent, resulting in lower data quality and lack
of representativeness. The Qualtrics page timer measures the time between the first and last
click (Buchanan & Scofield, 2018, p.2589), whereas no clicks are not recorded. Based on the
Qualtrics responses, there are 16 responses between 0 and 3 minutes. The threshold is
determined by assessing the response quality and quality, whereas all respondents who spent 4
or more minutes have fully answered on average 70 of 84 questions and below the 4 minutes
mark 5 of 84 questions. In fact, the data shows that most of the responses given between 4 and
30 minutes till full completion have the highest response rates.

Comparison with Google Form responses shows that Qualtrics users answer an
average of 7.6 fewer questions. All the responses below the threshold show similar behavior,
i.e., they answer the first few questions and skip the remaining ones for the sake of
completion. This does not simulate the behavior of the bot. The data shows clearly that the
survey participants instead discontinued. Thus, it can be ruled out that bots were used, as there
is no indication of high response frequency and provided within the 3 minutes threshold.
Random responses are another issue the data quality may suffer from, and that is not
controllable. A countermeasure to limit such cases is the placement of the survey on specific
platforms to target various individuals while preserving a representative dataset.

For all Google-based responses that account for 90% of all collected responses, it is
not feasible to limit responses to one per user, since that would require users to log in to
Google accounts. As this is not purposeful, it was decided against it. The evaluation of the
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timestamps, however, does not show any conspicuous events. It will be therefore assumed that
no one has completed the survey more than once®. In summary, the methodological approach
presented the set up for the data collection and the framework of the underlying survey.

Different measures for data extraction and transformation, as the prerequisite stages
for the subsequent analysis, have been compared and assessed based on their effectiveness for
this research. The underlying data quality is presented and analyzed transparently and
provided by understanding the consequent analysis for the readers. Moreover, not controllable
parameters are identified, and their effects on the data are discussed.

4.3.  Conclusion of Paragraph

The purpose of this chapter was to drill down into the data, to analyze and evaluate the
insights with respect to the identification of elements and features that increase control over
data, improve trustworthiness of organizations and ultimately conclude data-driven features
for the conceptualization of a user centric privacy control system.

The results are manifested in the 3D concept of trustworthiness building factors (see
figure 2). The approach was to progressively evaluate the elements from the cube in a
target-oriented method. Essential results are documented during this summary, while the
detailed evaluation of this chapter is contextualized in conjunction with overall analysis
results of this research undertaking.

A key insight — based on a broader view on the data and irrespective clusters — is that
users have a limited transparency over their processed data, as they spend insufficient time
understanding underlying processing activities. A countermeasure was identified in the scope
of the necessity of certifications. It is arguable that certifications serve effectively as a trust
building element that can be used to reduce the gap in understanding of technologies and
processes deployed by organizations.

However, certificates are not a replacement for independent information searches.
There is a residual risk that individuals will rely upon certifications and skip the information
search, since a previous analysis (Ider, 2020a, p.108) identified that most individuals merely
spend two minutes on a website to familiarize themselves with privacy modalities. This
circumstance shows that the combination of trustworthiness building elements may limit or in
the worst case cancel out the effectiveness of the respective other measure. The results
further identify that organizations need to be more transparent and provide additional
information on their processing activities as well as technologies, as these are the two areas
where the individual has no power to actively exercise control, i.e., the user right, thus, must
depends on the quality and quantity of information provided by the organization®.

A general conclusion that can be drawn from the observations and thus from users'
perspectives is that respondents understand and differentiate between different categories of

* Also, with the consideration that respondents seek to increase their chances of winning an amazon gift voucher.
* See Figure 16 for details, color scale used to highlight users’ active power to exercise control over their data.
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personal information. The survey participants seem to be more conservative and less willing
to trade off their sensitive data, while they are more comfortable sharing non-sensitive data
for fewer rewards.

A detailed view on the clustered segments further allowed the narrowing down and
specifying of elements of trustworthiness building factors. Preferably, features that reduce the
search for information are information access, transparency of data processing and use of
plain language, which facilitate easy comprehension and drill down into privacy information.
This is a way to improve engagement with policies and meet user behavior.

The analysis accentuated the elements that are of higher importance for the users in
the context of engagement with privacy modalities of organizations. Accordingly, the research
results revealed that users prefer less plain text, but rather easier obtainable blocks, organized
in subtopics and supported by interactive icons and videos, which improve the understanding
of the content.

Further, accessibility to personal data is strongly associated with a higher control
perception and thus, increase in trustworthiness. Such access is facilitated through a
simplified user interface navigation, which requires fewer but selected functionalities.

Contrary to the trustworthiness creating features presented above, links to fan pages
(e.g., Facebook, Twitter, Instagram) neither affect the users’ perception of psychological
control over data nor change trust in a meaningful way. This question served two purposes,
firstly, to find out whether users effectively differentiate between links to fan pages and
certifications of official bodies (e.g., EDPS, ICO, ISO, NIST) and secondly, to evaluate the
effects of fan pages on the development of trustworthiness of organizations. Clearly, a major
gap that has been identified with regards to the improvement of control and trustworthiness is
the low level of user engagement with privacy modalities of organizations. Yet, the need for
stronger engagement and improvement of privacy awareness is considered a high priority for
individuals. This shows that there is a contradiction between the attitude and the actual
behavior of users, which strengthens Kokolakis' findings in the scope of the privacy paradox
phenomenon study (2017, p.124).

The validation of the attitude versus behavior dichotomy has been carried out through
questions that required users to actively engage with a mockup PPC user interface, while
other sets of questions were targeted to capture the attitude. Comparing the results of
preceding analyses, it can be concluded that in hypothetical set ups, i.e., assessments of the
self-reported (attitude) rather than observed (behavior), users tend to be more optimistic about
their abilities and behaviors towards exercising their user rights, while the measurement of
actual behavior shows evidence of lower confidence. In terms of actual Figures, the
dichotomy delta is at 32%, i.e., the attitude is rated about %5 higher than the actual behavior.

Information and data access as well as the exercise of data erasure show the highest
discrepancy, with an average delta of 64%. Hence, an implementation of a central privacy
control system for users would significantly reduce the delta resulting from the dichotomy.
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Lastly, only 5% of all respondents provided their email address to participate in the
raffle. The validation of the data for the purpose of the dichotomy assessment of respondents
does not deviate from the remaining 95% and is therefore not conclusive and significant for
this research.

In summary, the chapter provided detailed evidence for the elements of the
trustworthiness building factors. It further facilitated the quantification and assessment of
such features for the improvement of data control as well as the establishment of
trustworthiness of organizations. It has been identified that behavioral perception strongly
deviates from actual behaviors and that legal as well as technological control over data,
processes and IT systems play a subordinate role and are strongly influenced by attitudes of
survey participants.

4.4. Chapter Summary

e Scope:

o This chapter focuses on the methodology used for collecting and analyzing

data on users' and organizations' trustworthiness-building factors.
e Methods:

o An international web-based survey was conducted in March and April 2021
using Qualtrics and Google Forms. The survey consisted of 25 questions with
84 subcategories, clustered into four sections, aimed at capturing users' privacy
awareness and expertise, trust towards organizations, evaluation of privacy
control elements, and feedback on the survey quality.

e Results:

o The majority of the responses were collected via Google Forms (90%)
compared to Qualtrics (10%). The results aimed to measure the average level
of privacy awareness, benchmark privacy preferences against actual behavior,
validate existing research results, and determine trustworthiness-building
factors.

e Novelty:

o The results provide insights into users' privacy awareness and behavior, and
their trust towards organizations, which will inform the development of a
user-centric privacy control system.

e Conclusion:

o The chapter outlines the data collection and analysis methodology used in the
study. The results provide insights into users' privacy awareness and behavior,
and their trust towards organizations, which will inform the development of the
user-centric privacy control system.
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5. Chapter: Experimental Verification

In the Conclusion section of the scientific dissertation, the main findings of the study
are summarized and interpreted comprehensively in the context of the research questions and
hypotheses. Significant trends and patterns are identified, contributing to the current
understanding of the field. The implications of these findings are discussed, including their
significance for the development of new theories and practices, and potential avenues for
future research are identified. Reflections are made on the limitations of the study and the
methodological or theoretical contributions of the research, which may inform future work in
the field.

5.1.  Research Findings

The comparison of the adaptation probabilities of the peer privacy systems (see Figure
1) proposed an entry strategy that decreases the technical burdens for the implementation of
the envisaged privacy control system. The upside of such a strategy is the elevation of
operational feasibility, ensured through privacy by design measures such as the hosting of
service and data storage set up within the EU, a centralized development and maintenance of
the interface and ease of facilitation through API connectivity interfaces. Smaller or less
technologically capable organizations without the necessary competencies and resources may
however struggle to connect to such a system.

Secondly, the actual conditions of organizational privacy maturity cannot be verified
and thus, constitutes a limitation in the research that must be critically appraised. Despite the
assessment of external research results as well as comprehensive market studies with regards
to the maturity of GDPR compliance across organizations, the true condition is not fully
reflectable. This circumstance is important to consider as it will influence the success and
operationalizability of the proposed privacy control system. It will further affect the
trustworthiness of organizations, as the conceptualized framework for the evaluation of
trustworthiness is partially based on the maturity of organizational GDPR compliance. During
this research a partial offsetting of the uncertainty of the circumstances could have taken place
through external certification mechanisms.

Thirdly, limiting the length of a privacy policy is considered by survey respondents a
necessity to improve effective compliance and further build trustworthiness as well as
improve data control. However, the reduction of policy content could be counterproductive as
it limits the space for organizations to meet their accountability requirements for their
processing activities. In a wider scope, this leads to an increased difficulty for organizations to
reflect the privacy modalities transparently. This is particularly critical as the trend shows that
the introduction of new and additional processing activities of personal information, i.e.,
extension of use cases, entails an enlargement of the policy text. This circumstance may
increase the difficulty to keep policies short while reflecting the operations in a
comprehensive manner.
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Lastly, in the view of some organizations, it is the ultimate responsibility of the
individual to thoroughly examine the privacy modalities (Mcdonald & Cranor, 2008, p.568).
However, this research proved that there is a great responsibility and thus obligation on the
part of organizations to facilitate a user-friendly interface and highlight specific design feature
requirements that improve engagement with privacy modalities to ultimately improve users'
data control and trustworthiness. Even greater significance is attached to the impact of the
regulators, as they function as a binding force between organizations and individuals. Thus, a
critical success factor for effective privacy compliance is the speed and timing of regulators to
pass legislations.

If organizations resist or even fail to meet their accountability requirements with
regards to data protection, regulators must step in and intervene to ensure effective
compliance. The research of the operational feasibility highlights the necessity of a symbiosis
of regulations and organizational compliance efforts to promote operationalization of the
GDPR and ultimately achieve effective privacy compliance through better user engagement.
Critical success factors are the underlying organizational capabilities and resources as well as
the timeliness of implementation of measures. In the developed privacy construct, the least
controllable and most challenging parameter identified is the true maturity condition of
organizations. The dissertation not only provided the legal assessment and requirements, but
also laid down the basis for the technical control analysis. Main takeaways of the legal control
assessment are the identification and differentiation of user rights that can be actively and
passively exercised. In this scope a segmentation of user rights by level of importance was
provided, which led to the specification of features for the control system and UI
specifications, i.e., better visibility and easier access for higher rated rights.

The technical control has manifested in the effective initialization of the legal criteria,
including and in particular the exercise of user rights by individuals as well as the enablement
of organizations to comply with the legal standards through privacy by design guidelines that
allow organizational control on an operational (business process) and information system
level. Consequently, the analysis provided explicit guidance for the implementation of the
system that is consistent with the legal requirements.

The evaluation of psychological control has shown that the control perception across
various dimensions strongly correlates with the provisioning of a simple user-friendly UI and
UX. An essential discovery is the reduction of the time cost for reading policies. There is an
extreme dichotomy between the actual time spent on reading policies and thus time spent on
privacy modalities versus the time needed to fully read such policies. Latter does not measure
or imply the level of understanding but merely the time spent reading. The existence of the
gap between self-reported and observed behaviors that have been analyzed in an external
study has been validated in the scope of a survey conducted for this dissertation®.

¢ The implementation of time-reducing features is derivable from the legal and technical assessment results and
has been listed by importance in the preceding analysis.
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Therefore, an initial step in the improvement of control and trustworthiness is the
decrease of the burden for information search and the associated time cost for accessing and
processing such information. The assessment highlighted that the user experience, i.e.,
perception of privacy modalities, its presentation, content, length, interface design and
navigation essentially influence the time cost.

A distinctive characteristic of psychological control perception is its impact on user
behavior. While legal and technical aspects can be considered as external enablers or channels
for effectively implementing control features, psychological control is the judgment of an
individual of ultimate power or influence over their own personal information held in the
possession of a third party.

This in turn affects the trustworthiness of the third party as trustworthiness is the
degree of certainty, resp. openness of users towards organizations to share their data. While
users' inherent perception for data sensitivity is a key contributor to willingness and frequency
for data sharing, it was observed that based on their level of control they can exercise over
their own data, the confidence and readiness to share data increases, irrespective of the data
type.

Additionally, to better understand the psychological behavioral patterns of users, color
influences on trustworthiness were analyzed. It was found that user trust in organizations can
be actively and more strongly influenced by certain colors than by other colors. Almost every
second participant stated that the color blue has the strongest trust-building effect, followed
by green, true for 25% of participants. Such colors decrease the risk aversion and directly
impact the users state of feelings, i.e., promoting relaxation and reducing distress while
parallelly improving trustworthiness. In order to maintain the corporate identity, it has been
further suggested to apply trust-building colors solely to the centralized privacy control
system. Considering the identified findings as well as their interactions, the psychological
effects can be assigned a higher weighting than the legal and technical control perception for
achieving effective trustworthiness. Ultimately, a user-friendly complexity-reducing control
system that facilitates the reduction of the time cost, the improvement of individual judgment
capabilities associated with effective exercise of rights as well as the usage of specific colors
for the interface manifested in the symbiosis of legal, technical, and psychological features
leads to an effective control and improvement of trustworthiness.

5.2. Requirements Specification of System Modules

The modules for the control system have been derived from the privacy cube (figure
2). They refer to the features built into the control system that aim to effectively enhance
trustworthiness from a user perspective. Based on these evaluated features, privacy control
attributes have been derived.

This process facilitated the modeling of a chain of dependencies and their causal
relationships among sub-segments and across the various crosstab areas. The cube, set up as a
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multidimensional crosstab, splits the organization (x-axis), control (y-axis) and the
segmentation criteria (z-axis). The x-axis is broken down into data, processes and IT systems
and the y-axis into psychological, legal, and technological control elements. The z-axis is
subdivided into age group, occupation, and device usership. Each crosstab area consists of
defined assessment parameters, which were directly represented in the survey. The analysis
results identified that the legal framework (figure 3) functions as the juridical backbone for
the exercise of user control. It is the interface between users and organizations and therefore
has the highest impact, as small changes in legal requirements affect all subsequent aspects of
the cube and consequently the control over data from a user perspective.

In consideration of the nature of business operations they determine the processing
(usage), retention and deletion of the data.

f Legal Framework j

Processes IT Systems

; Data g
‘ :

User

Figure 1: Simplified Composition of Relevant Subject Matter Symbiosis

Essentially, the technological resources driving the processing of data can only take
place upon predetermination of legal boundaries, substantially expressed in the privacy policy
of an organization. The legal boundaries are always immediately in compliance with the
GDPR, while processing activities vary based on the nature of business operations. Achieving
a consistent synchronization of both, the legal requirements, and operational activities, is the
greatest challenge for organizations according to the results of this research. In addition,
psychological control perception is the vital key factor that needs to be supported by
technology enablers. The privacy triad, represented by the three pillars legal, user and
organization’ for effective privacy control and establishment of organizational
trustworthiness. If this foundation is not given, the exercise of effective control is not
achievable to an adequate extent.

7 Organization comprises data, processes, and IT systems in figure 2.
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5.3.  Applicability of research concept

The preceding synopsis highlighted the design features for the privacy user interface.
In principle, the control system serves a mediatory function, as it leads to an increase in user
engagement with organizations, which is reflected in the increased willingness to share
personal data.

In addition to identifying features that promote effective control, the aggregation of
control modules resulted in the selection of areas to be described in detail, as well as the scope
of the content and the aspects that should be made more explicit. These measures increase the
interface characteristics of the control system. Furthermore, a dichotomy between
self-disclosures and observations in terms of engagement with privacy practices was
identified, which is mitigated by improved and more accessible features that facilitate better
engagement with privacy systems. Easy access to technical and organizational security
measures is also an additional measure that facilitates user understanding. As a result,
effectively relevant privacy content is included, and better understanding is achieved, thus
further validating the applicability of the research concept.

This insight confirms findings of a reference research, which shows that a control
system establishes and improves corporate trustworthiness (Coletti et al., 2005, p.479).

Beneficiaries of the system are both individuals as well as organizations. Both parties
are either the immediate contributors of the resource, i.e., users provide personal information
or are the ultimate beneficiary of such data, i.e., organizations consuming the data. In the
latter case, compliance and accountability requirements arise and will be met by
implementing the privacy control system. Both interest groups share the output, i.e., product
or service, either used or produced, as a common feature. The individuals are the primary
beneficiaries, as the privacy control system will be designed for the improved control of
personal information in the first place. The primary institutional beneficiaries are all data
protection officers of the European Union. They may use this concept as a blueprint to
implement measures for improving GDPR compliance. Moreover, the private sector is a
potential target as well. Particularly, industries affected by fines (for non-compliance with the
GDPR) are of most interest. Figure 3 below shows the accumulated proportional penalties
imposed on the industries until December 2020°.

8 The industries are segmented according to predefined labels provided by the reference source.
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Figure 2: Proportions of Industries Affected by GDPR Fines (Ider, 2020b).

The incentive for organizations to connect to the privacy control service is its
increased transparency, enhancing its GDPR compliance by effectively disclosing the
personal information of individuals more straightforwardly and comprehensively. Ultimately,
such engagement should also be recognized and acknowledged by European Data Protection
Officers in case of violations, resulting in decreased fines for participating organizations as
they can demonstrate their efforts to meet their accountability obligations.

5.4. Future Development

One of the main research outcomes is the development of a proof of concept for an
online privacy control system. The further research stage should involve the prototyping and
testing of a workable model. The identified control features shall be adjusted accordingly in a
subsequent cycle. Alongside the testing of the prototype, researchers should measure if the
dichotomy with regards to the self-reported and observed values can be narrowed down or
even closed. This procedure enhances the quality of the data by matching self-reported and
researcher-recorded information, thereby reducing uncertainties about the data.

Although the development and establishment of the GDPR law is a result of European
joint efforts, among the various supervisory authorities, there are significant differences in the
provisioning of best practices, guidelines, and monitoring activities. Conversely, studies show
strong variations in the de facto enforcement of fines or prosecution in the event of data
protection violations. As a result, it appears that EU member states lack a common consensus
regarding their data protection practices and further collaboration with organizations.
Consequently, this circumstance decreases the incentive to implement a user privacy control
system, where active regulatory supervision efforts through and/or penalty enforcement is
low. Hence, it is recommended that the authorities increase their cooperation with the private
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and public sector. On the other hand, imposing penalties should be consistent with the efforts
that jurisdictions undertake to promote data protection compliance. After all, the regulatory
system is an integral contributor to the success of effective data protection.

With further reference to the commitments of supervisory authorities, they should
form a task force for researching user needs in the interaction with privacy modalities. In
addition, organizational challenges shall be adequately addressed in resources published or
provided by the authorities to promote effective GDPR implementation. Such measures will
enhance the ability of government agencies to improve their function as a link between
individuals and organizations. Ultimately, this will benefit users through increased control
over their data and companies through improved trustworthiness. Other areas of privacy
research should take place in the determination of a framework for measuring the level of
consciousness, transparency, comprehensibility, easy access to information and guidelines for
clear language. Particularly the ability to measure complexity respectively, ease of the
language is a determinant for users to establish and increase trust as well as further control.
The ultimate goal for the recommended research area shall promote the power of the
individual user to control their personal data more actively and counteract the increasing trend
of control shifting to data processing organizations.

5.5. Chapter Summary

e Introduction:

o The study aimed to propose an entry strategy for a privacy control system

o Goal was to decrease technical burdens and elevate operational feasibility
o Methodology:

o Legal, technical, and psychological control were integrated in the analysis
e Results:

o Study showed strong correlation between user-friendly UI/UX and its impact
on user behavior and trustworthiness
Shortening of privacy policy deemed necessary but could limit transparency

o Importance of reducing time cost for information search and impact of user
experience on privacy and trustworthiness highlighted — rearrangement and
displaying of privacy rights

e Novelty:

o The study provides insights into the users' level of privacy awareness and
expertise, trust towards organizations, evaluation of privacy control elements,
and feedback on survey quality (through internal and external data validation
methods).

o The results also validate existing research results and determine
trustworthiness-building factors.
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o Proposed system will empower individuals to control their personal data
o Countering the trend of control shifting to data processing organizations
e Limitations:
o Validation of organizational privacy maturity through evaluation of secondary
sources
o Organizations ultimately responsible for facilitating user-friendly interface to
improve data control and trustworthiness
e Future Development:
o Prototype development and testing to reduce dichotomy between self-reported
and observed values
o Increase cooperation between supervisory authorities, private, and public
sector for consistent penalties for data protection violations

6. Approbation

Delivery Hero SE intends to adopt a more user-centric approach to their privacy
control system to foster trust and confidence with their customers. To achieve this, they plan
to integrate the research results into their business processes to simplify their GDPR
compliance and streamline their privacy control system. By applying the research findings to
their existing system, they aim to evaluate its effectiveness and identify areas for
improvement. Ultimately, the company seeks to enhance their reputation and build trust
among their customers by ensuring robust privacy and data protection measures.

7. Conclusion

This scientific study focuses on developing a user-centric privacy control system that
aids organizations in complying with the General Data Protection Regulation (GDPR) by
considering societal impact, fuzzy regulations, and technology. The study highlights the
importance of reducing technical burdens and providing a user-friendly interface to improve
users' data control and trust. The proposed privacy control system empowers individuals to
control their personal data, which counters the trend of control shifting to data processing
organizations. The study suggests that there is a great responsibility and obligation on the part
of organizations to facilitate a user-friendly interface and regulators to ensure effective
compliance.

The methodology of the study includes surveys, systematic literature review, and a
design thinking process. An international web-based survey consisting of 25 questions and 84
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subcategories clustered into four sections was also conducted to understand user privacy
awareness, trust towards organizations, evaluation of privacy control elements, and feedback
on the survey quality. The results of the survey show a strong correlation between
user-friendly UI/UX and impact on user behavior and trustworthiness. The study also
highlights the importance of reducing the time cost for information search and the impact of
user experience on privacy and trustworthiness.

The study identifies limitations such as the inability to verify organizational privacy
maturity and suggests future developments, including prototype development and testing,
cooperation between supervisory authorities, private and public sectors, and a task force to
research user needs and organizational challenges. The goal is to enhance individual control
over personal data and promote trust between individuals and organizations. The reduction of
policy content to improve compliance and build trustworthiness could be counterproductive as
it limits the space for organizations to meet their accountability requirements. Overall, the
study provides explicit guidance for the implementation of the privacy control system that is
consistent with legal requirements, which can improve the perception of control and
trustworthiness.

8. Research Contributions And Advances

This scientific study presents a novel unified framework for GDPR compliance, which
simplifies the implementation process for organizations and improves user control over their
personal data through a privacy control system. The research provides insights into users'
privacy awareness, trust towards organizations, evaluation of privacy control elements, and
feedback on survey quality using internal and external data validation methods. The proposed
system empowers individuals to control their personal data, counteracting the trend of control
shifting to data processing organizations. The study highlights the importance of considering
societal impact, fuzzy regulations, and technology in evaluating organizational trust and
reveals the impact of control over personal data, processes, and systems on trustworthiness.
Overall, the study brings a practical and novel approach to the current challenges in GDPR
compliance.

9. Applied Research Contributions

The research study utilizes two web applications, Qualtrics and Google Forms, to
conduct an international web-based survey to assess users' privacy awareness, trust towards
organizations, evaluation of privacy control elements, and feedback on survey quality.
Qualtrics is an online survey software that enables users to design and distribute surveys and
analyze responses, while Google Forms is a free web-based survey tool that enables users to
create surveys and collect responses in real-time.
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The study also employs a web scraper to collect over a thousand fines, which are
analyzed and contextualized to identify trends in GDPR compliance. The web scraper is
self-designed and developed to extract data from websites, enabling the collection of relevant
information to the research. By utilizing these web applications and the web scraper, the study
is able to gather and analyze data from a diverse range of sources, providing a comprehensive
and nuanced understanding of the issues surrounding GDPR compliance.
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