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ABTODp Ha aucepTanoHHus Tpya: Mapuera MeroaueBa XbKb
Tema Ha gucepTalMOHHUA TPYA: ,,Iloaxoau 3a nopumaBaHe Ha curypHocrTa Ha loT mpexu*

1. AkTyajJHoCT Ha pa3paGoTBaHUs B JUCEPTANMOHHHUS TPYA MPodieM

Pa3ButreTo 1 MacoBOTO BHeApsiBaHe Ha MHTepHeT Ha obektuTe (Internet of Things — 10T)
B MHAYCTpUATA, TpajcKaTa cpela U KPUTUYHH HHEQPACTPYKTYpU TMpaBAT BBIPOCUTE Ha
nH(pOpMaIMOHHATA CUTYPHOCT 0C00€HO 3HauuMu. [0T MpexuTe BKIIOUBAT TOJIsIM OpOii pecypcHO-
OTPaHWYEHU YCTPOWCTBA, KOUTO YECTO paboTAT B OE€3KUYHA Ccpela U ca YS3BUMH KbM
MOJICTYIIBAaHE, KOMITPOMETUPAHE Ha KIFOUOBE, MOIMSIHA HAa BB3JIM U aTaKU Ha KOMYHHUKAIIHOHHO
HUBO. ToBa 00yciaBsi HEOOXOAMMOCTTa OT €PEKTUBHU U MPAKTUYCCKU MPUIIOKUMU TTOIXOAH 32
3aluTa, ChoOPa3eHN ¢ OTPAHMUYCHUTE M3YMCIHTETHH PECYPCH, MAMET U €HEeprueH OI0/DKEeT Ha
KpailHUTE yCTPOICTBA.

N36panusar dokyc Bepxy ZigBee/IEEE 802.15.4 ¢ 060cHOBaH, Thil KATO TEXHOJIOTHUATA €
mupoko u3noisBaHa B [0T/WSN perienusi, a MexaHU3MHUTE M 32 CHUTYPHOCT ca Oa3upaHW Ha
cumerpuuHa kpunrtorpadus (AES) u neHtpanusupanu (GyHKIMHM 1O YIOPABJICHHE HA KIIOYOBE
(Trust Center). B To31 KOHTEKCT AMCEPTALMOHHUAT TPY/I aJpecupa akTyajeH HHXCHEPHO-HAyYCH
mpo0JieM U Tpejyiara perieHusl ¢ MOTEHIIUAN 32 MPAKTUYECKO MPUITOKCHHE.

Ilenra Ha AWcCEepTallMOHHUS TPYH € pa3paboTBaHE W H3CIEABAHE HA MOAXOAU 3a
noBuIaBaHe Ha curypHocrra Ha loT wmpexwu, peanusupanu cbc ZigBee, BKIIOUHUTENHO
KOJIMYECTBEHA OIEHKa Ha CHTYpPHOCTTa, pa3padOTBaHEe Ha CHMYJAIlOHHA cpela H
eKCIIEpMEHTAaJIHa MPOBEPKa B MPOTOTUITHA MPEXKA.

2. HayuyHu, HAYYHO-TIPWJIOKHM Y NPHUJI0KHU MPUHOCH HA ANCEPTALMOHHUSA TPy
[IpuemaMm npuHOCHUTE, IPENCTABEHU B IUCEPTALMOHHUS TPY[I, KATO HayYHO-IIPUIIOKHU U
MPUIOKHU:
IIpuHocH ¢ Hay4YeH xapakrep:
o IlpennokeH e aJanTHUBEH MOAXO] 3a TOJOOPsIBaHE HA HUBOTO HA CUTYPHOCT B ZigBee Mpexu.
IIprHOCH ¢ HAYYHO-TIPUJIOKEH XapaKTep:
o Jlehpunupana e cucTemMa OT IOKa3aTeld 3a OLCHSBAHE HAa CHMYJAIMOHHU MPOIYKTH 32
M3CIIeJIBaHE Ha CUTYPHOCT B ZigBee Mpexu.



e [lpennoxxeH € aHaTUTUYCH M3pa3 32 U3UMCIISIBAaHE HA HUBO HAa CUTYPHOCT B ZigBee Mpexu u
CKaJjia 3a oIpeJieisiHe Ha CTENIEHUTE 3a HUBO Ha CUTYPHOCT.

IIpuHoCcH ¢ mpuJIoKeH XapakTep:

e Pa3paboTeH e cuMyJaTop 3a M3CJeABaHe Ha MPOIIECUTE 3a CUTYPHOCT B ZigBee Mpexu.

e Paspabotena e nporotunHa ZigBee mpexa 3a [oT, B KOSITO €eKCIIEPUMEHTAIHO € MU3CJIe/IBaHa
CUT'YPHOCTTA U € IPUJIOJKEHA MPEAJIOKEHATa CKaJla 3a ONPEJEIIsIHE HAa CTENIEHUTE 32 HUBO Ha
CUTYPHOCT.

[Tpu3HaBaM U3JI0)KEHUTE MO-TOPE MPUHOCH KaTO 3aCIyTH Ha IOKTOPaHTa, Ch3a/IeHU B X0Ja Ha
JTUCEPTAMOHHOTO U3CIIEABaHE.

CwmstaM, 4e JUYHOTO y4yacTHe B MPHUHOCUTE Ha AuUcepTranusaTa € 6e3crnopHo. JIOKTOpaHTHT
MpeacTaBs 5 myOaMKauyu o TeMaTa Ha JUCEPTAIMOHHMS TPYI, KaTo 4 oT TAX ca pedepupanu B
MEXIyHapoaHaTa 6a3a naHHM ,,Scopus®. CuuraMm, 4e 00eMbT U KayeCTBOTO Ha MPEICTABEHUTE
nyOnukanuu yaoieTBopsasat u3uckBanusata Ha 3PACPB 3a npucwxnane nHa OHC ,,JlokTop®.

3. KpuTu4Hu 6e/ie’KKH 10 NpeIcTaBeHUus TPYA

DopMyIHMPAHETO HA TTOKA3aTEN U CKaJla 3a KOJMYECTBEHA OlICHKA Ha ,,HUBO HAa CUTYPHOCT"
IpeJcTaBIsIBa MoJe3eH MpUHOC. Brpeku de B aBTopedepara TOH € MpeIcTaBeH KaTo Hay4yeH, 1o
CBOSITa CHITHOCT (DYHKIIMOHUPA KAaTO METOAMKA/MHAMKATOP 3a OLEHSBaHE, OpPaJu KOETO € Mo-
YMECTHO Ja ObJe KiIacu(UIMpaH KaTo HAyIHO-TIPUIIOKEH MpUHOC. Ta3u Oenexka He HamalisBa
CTOMHOCTTa Ha pe3yJiTara, a IeJid MO-TOYHOTO MY MO3HUIIMOHUpaHE CIpsSMO OOIonpueTara
KJIacuukanys Ha MIPUHOCHTE.

WznoxeHnre KpUTUYHU OEIEKKN HE OMAJIOBaXKaBaT ISUIOCTHATa paboTa Ha IOKTOPAHTA.

4. MoTHBH U SICHO (pOPMYJIMPAHO 3aK/JII0YEHHE

Cumnram, ye pa3pabOTEHUAT JUCEPTALMOHEH TPYJ OTIOBaps HA M3UCKBAHUATA Ha 3aKOHA 3a
pa3BUTHE Ha aKaJleMUYHUs cbCcTaB B PenyOinka bbarapus v Ha npaBUIHKKA 3a IPUIIATaHETO MY.
HeszaBucumo oT HOCOYEHUTE MO-TOPe KPUTHUHH OEIEKKH U IPENOPBKH, OTYUTANKN aKTyaTHOCTTA
Ha pasMICKIAHUTE BBIPOCH U IOCTUTHATHTE PE3YITATH, U3PA3sABaM KPAMHOTO CHU IOJIOXKHUTEIHO
CTaHOBHILE OTHOCHO IISUIOCTHOTO ChABP)KaHKUE, HAIIPABEHU U3BOAM U 3aKiIt0YeHMs. B Ta3u Bpb3ka
IIpeajiaraM Ha yBaXaeMOTO Hay4HO >KypHU Ja IpUChAM Ha MHkK. Mapuera MeroaueBa XbKb
Hay4YHO-00pa3oBaTeIHaTa CTeMeH ,,JJOKTOp 1o JOKTOpCKaTa mporpama ,, KoMmoTbpHH cucTeMH,
KOMIUIEKCM M MpeXH“ KbM TnpodecnoHanHo HampasieHue 5.3 , KomyHukanuoHHa u
KOMIIKOTHPHA TEXHUKA®.
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1. Relevance of the Problem Addressed in the Dissertation

The development and widespread deployment of the Internet of Things (10T) in industry,
urban environments, and critical infrastructures make information security issues particularly
significant. 10T networks comprise a large number of resource-constrained devices, which often
operate in a wireless environment and are vulnerable to eavesdropping, key compromise, node
impersonation and replacement, and attacks at the communication level. This necessitates effective
and practically applicable protection approaches, aligned with the limited computing resources,
memory, and energy budget of end devices.

The chosen focus on ZigBee/IEEE 802.15.4 is well justified, since the technology is widely
used in IoT/WSN solutions, and its security mechanisms are based on symmetric cryptography
(AES) and centralized key management functions (Trust Center). In this context, the dissertation
addresses a relevant engineering and scientific problem and proposes solutions with potential for
practical application.

The objective of the dissertation is to develop and investigate approaches to improving the
security of 10T networks implemented with ZigBee, including a quantitative security assessment,
the development of a simulation environment, and experimental validation in a prototype network.

2. Contributions of the Dissertation

| accept the contributions presented in the dissertation as follows:

Contributions of a scientific nature:

e An adaptive approach has been proposed to improve the security level in ZigBee networks.
Contributions of a scientific-applied nature:

e A system of indicators has been defined for evaluating simulation products for security research
in ZigBee networks.

e An analytical expression has been proposed for calculating the security level in ZigBee
networks, along with a scale for determining the degrees of the security level.



Contributions of an applied nature:

e A simulator has been developed for studying security processes in ZigBee networks.

e A prototype ZigBee loT network has been developed, in which security has been
experimentally investigated and the proposed scale for determining security level degrees has
been applied.
| acknowledge the above contributions as merits of the PhD candidate, achieved during the

dissertation research.

I consider the personal involvement in the dissertation contributions to be indisputable. The
PhD candidate presents 5 publications on the topic of the dissertation, 4 of which are indexed in
the international database “Scopus”. | believe that the volume and quality of the presented
publications satisfy the requirements of the Academic Staff Development Act in the Republic of
Bulgaria for the award of the educational and scientific degree “Doctor”.

3. Opinion, Recommendations, and Remarks

The formulation of an indicator and a scale for the quantitative assessment of the “security
level” represents a useful contribution. Although in the abstract it is presented as a scientific
contribution, in essence it functions as an assessment methodology/indicator, which is why it is
more appropriate to classify it as a scientific-applied contribution. This remark does not diminish
the value of the result but aims at its more accurate positioning in line with commonly accepted
classifications of contributions.

The above critical remarks do not diminish the overall work of the PhD candidate.

4. Conclusion

I consider that the developed dissertation meets the requirements of the Academic Staff
Development Act in the Republic of Bulgaria and its implementing regulations. Regardless of the
critical remarks and recommendations stated above, considering the relevance of the issues
discussed and the achieved results, | express my final positive opinion regarding the overall
content, the conclusions and findings. In this regard, | propose to the respected scientific jury to
award Eng. Marieta Metodieva Haka the educational and scientific degree “Doctor” in the PhD
program “Computer Systems, Complexes and Networks” within professional field 5.3
“Communication and Computer Technology”.

Date: 12.01.2026 Jury member: ...,
/ Assoc. Prof. Dr. Eng. Diyan Zhelev Dinev/



